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Introduction

In today's complex network of switches, routers, and servers, managing all these devices is a challenging
task — the network sooner or later encounters issues and slows down. It is critical for system administrators to

monitor the entire network closely and to see the network as a whole, not just as single devices.

Network devices support the network management protocol, sharing management information. There are
various protocols available to support network management, including the popular Simple Network

Management Protocol (SNMP) that comes pre-bundled with SNMP agents for most network devices.

SNMP is an application-layer protocol for monitoring and managing network devices on a local area network
(LAN) or wide area network (WAN).

Argent Omega for SNMP communicates with all devices, allowing network administrators to track network

performance, diagnose and manage network faults, and plan network capacity and growth.

Argent Omega for SNMP Tool Sets provide Instant Best Practices for monitoring SNMP-compliant devices.
Both sides of SNMP are supported by proactively checking SNMP statistics while also listening for SNMP
Traps. All SNMP-enabled devices or applications, such as bridges, hubs, switches, routers, network servers,

power supplies, and environmental controls, can be monitored.
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Log-On Screen

Argent has been In the systems A rge nt Om ega

management business since 1991
and has over 2,000 customers
worldwide.

Argent s the Industry Leader in
Monitoring and Automation Products.

User Name

Read More

Password

@ Keep Me Signed In

2.2A-2501-B (Build Version: v2.2.2501.22)

Copyright © 1991-2025 Argent Software. All Rights Reserved

Argent Omega validates the authenticity of the user through Log-on screen.

Three types of user accounts can be logged into Argent Omega:

. Windows User Accounts
e Argent Demo Accounts

e Argent Internal Accounts

Argent Omega uses Windows authentication to login Windows user accounts. If the Argent server is in Active
Directory Domain environment, then users are authenticated by Active Directory. If the machine is Standalone
or Workgroup, local Windows user authentication is used. To use Windows user accounts, a better

approach is to create a separate user group for Windows users and assign the required rights.

Argent Demo Accounts can be created in the Argent Omega Security section and are used for demonstration
purposes. These are read-only accounts and use Argent private authentication to login to Argent Omega.
Usually, Argent Demo Accounts are used for a few days or weeks and the access is limited to specific IP

addresses.

Argent Internal Accounts also can be created in Argent Omega Security section, and behave like normal

Windows accounts. It uses Argent private authentication for login.

Argent Omega username is case insensitive and Password is case sensitive.
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Home Screen

After login, Argent Omega redirects to Home screen, shown below (note the very useful Super Find):

& ¢ 2] o

ARGENT OM EGA (2.2A-2501-8) Theme ~ Argent Instant Help About Logout
| Q Find any field's name on any screen. For example, type 'Status’

Recently Viewed

. % .

&

D

Global Status Events SuperMaps Network Maps Device Configurations Dashboard

E3

a4

SLA Data Visualizer Problem Preventer CeoConsole Enterprise View Top X
*% = f AV
= A
ViewMagic Scheduled Tasks Relators Workflows CMDB-X Tool Sets
-
B G 3 .
=
2
; 8 -
Alerts Calendars Monitoring Groups Generators Security Credential Manager

@ .

Alerts Compliance Cross Reference Miscellaneous PowerShell Performance

B

Copyright © 1991-2025 Argent Software. All Rights Reserved Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security: Smart)
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Meraki Prerequisites

To use the Meraki feature, the Meraki API key is specified in the Argent Omega settings under Generator

Settings. Meraki is a cloud-based management protocol for Cisco wireless access points (APs). A common

use case is identifying the current wireless clients of a selected Meraki device.

Argent Omega for Oracle
Argent Omega for SNMP
Argent Omega for SQL Server
Argent Omega for VMware

Alerts

Monitoring Groups

Relators

Workflows

Macros

Calendars

Administration

& License (Admin Only)

Generator Settings

» & Argent Alert Mechanism

» ©° Argent Forecaster

» o Argent SIEM-Complete

2 security

@ Credential Manager
Network Scan

Event Logs

Send Internal Events To Email Address:

Internal Events For Notification G

Shared Task Executor Process Pool Size:

Default Monitoring Interval (Low,Normal,High,Critical):
Max Relator Trace Log Size:

Purge Workflow Audit Logs Older Than:

Keep Task Execution Info For Days:

Prevent Firing The Same Internal Event Within Interval:

Delay Firing Internal Event:
Max Allowed Lapse For Active Generator:

Auto Logoff:

(4
Argent instant Help About Logout

] (Separated By Commas)

[l Escalate Resolvable Events If They Are Not Resolved

{default}

0,15,5,1 (Minutes)

1 KB
bl Days
Truncate Task Execution History Daily
] Minutes
b seconds
15 bl Minutes

Minutes.

Meraki APT Key:

Default Location:
Default Contact:
Default LINUX/Unix Relay Agent:

Default Log Event Format:

Run System Integrity Check
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CMDB-X

In the software industry, CMDB stands for Configuration Management DataBase. Argent added the X’ for

eXtensible.

A recent example highlighting the importance of this flexibility is a customer who added a custom field
to their CMDB-X to track the license expiry of their firewall. By enabling custom fields, Argent CMDB-X

allows customers to utilize it as a comprehensive IT Asset Management tool.

Argent CMDB-X provides an easy and streamlined way to manage all critical servers and devices, as well as
all server and device properties and licensing, all from a single screen. Argent CMDB-X simplifies the
process of adding multiple servers and devices in one batch — 11 or 77,000 -- license them to multiple Argent

Omega Products and assign them to existing or new Locations and Network Groups, all with a single click.

Argent CMDB-X provides complete network discovery of all servers and TCP/IP devices using Active

Directory, Network Browser, ICMP Ping, Windows Cluster, and SNMP Discovery.

It also supports importing data from Excel files.

Additionally, Argent CMDB-X allows manual addition or removal of servers and devices, bulk licensing, and

connectivity testing of monitored assets.
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To access CMDB-X, select ‘CMDB-X’ from the Home Screen:

ARGENT OMEGA (2.2A-2501-8)

g s

(2]

Argent Instant Help About Logout

| Q Find any field's name on any screen. For example, type 'Status’

Tool Sets

Global Status

Argent Reporter

Copyright © 1991-2025 Argent Software. All Rights Reserved Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security:

SLA Data Visualizer
+
7
ViewMagic Scheduled Tasks
Alerts Calendars

The CMDB-X screen is shown below:

ARGENT OMEGA (2.2a-2501-8)

192.168.108.126

192.168.110.102

Network Group

Linux/UNIX

Windows Server

Scheduled Tasks

SuperMaps

CeoConsole

Problem Preventer

Relators Workflows

-

@

(S

=

-
Monitoring Groups Generators

Licensed

Location

Device Configurations

i

Enterprise View

Security

¢

Recently Viewed

Dashboard

Tool Sets

Credential Manager

2] O

Argent Instant Help About Logout

First Network Group

Type Network Group
Location KOCHT
Contact

192.168.110.54

192.168.110.61

Windows Server

| Windows Workstation

Preferred Generators

» Defauit Credentials

192.168.110.63

Windows Workstation

| Windows Workstation

» Extended Properties

192.168.111.2

1P Device

192.168.110.65 Yes MumMBAL Description
192.168.110.73 1P Device Yes NEW YORK

192.168.110.75 | 1p Device ‘.wmzuzz-msmx [ NEW YORK

192.168.111.1 1P Device Yes uae

192.168.111.3

1P Device

1P Device

Display Options

Show Objects.

Copyright © 1991-2025 Argent Software. All Rights Reserved

192.168.111.4 } APC_UPS_003 Yes Koch!

192.168.111.7 1P Device Yes

192.168.111.8 19 Device ‘ Yes ure

192.168.96.106 1P Device | switchbecaba Yes DAAS
AI-MFC-102-W10 | Windows Workstation " MUMBAL

AISTEST Windows Server | THIRUVANANTHAPURAM
AJS-TEST-ONE | ‘Windows Server [ “THIRUVANANTHAPURAM
ARGENT URL Object | argent website Yes e

ARGENT_HELP URL Object [ Yes KOCHI

Organize By Group Category

Refresh

Group Name

Argent Software — All Rights Reserved

Monitoring Group &

Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Securi
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Argent Omega for SNMP supports monitoring the following types of servers and devices:

. IP Devices
. Linux

e  Windows Server

To add SNMP-compliant devices to Argent CMDB-X, either use network scan option Discover SNMP

Devices, or use Manually Add Server/Device context menu option.

For automatic discovery of SNMP devices, choose Discover SNMP Devices from Scan Network popup

menu:

ARGENT OMEGA (2.2A-2501-8)

Search

Network Group Or Machine

» Enterprise Applications

 First Network Group

c

2]

About Logout

Server Or Device  Network Group  Sca

Licensed ~ Suspend/Maintenan... Location Contact

KocH!

Active Directory
ICMP Ping
Discover SNMP Devices

Windows Cluster

192.166.108.126 Linux/UNIX Yes NEW YORK VMware Infrastructure KOGHT
192.168.110.102 Windows Server Yes MuMBAL 1 Azure Virtual Resource
Meraki Devices
192.168.110.54 Windows Server Yes MUMBAT
. ' Network And Private Printers
192.168.110.61 Windows Workstation Yes MUMBAL ‘
Import From Argent Topology Manager
> 192.168.110.63 Wiindows Workstation Yes MUMBAT
::— L | | Import External Excel File
192.168.110.65 Windows Workstation Yes MuMBAL ‘ Deserption
192.168.110.73 1P Device Yes NEW YORK
192.168.110.75 1P Device | winz022-TesTo1 Yes NEW YORK ‘
. 192.168.111.1 1P Device Yes uae
> I
¥
{ A 192.168.111.2 1P Device Yes ‘
192.168.111.3 1P Device Yes
a 192.168.111.4 1P Device | ApC_ups_o03 Yes KocH! |
192.168.111.7 1P Device Yes
192.168.111.8 1P Device Yes ure ‘
152.168.96.106 1P Device switchbecabd Yes DAUAS Display Options Reset  Refresh
ALMFC-102-W10 Windows Workstation MUMBAT ‘ -
Group OF Key Value
AISTEST Windows Server THIRUVANANTHAPURAM |
! 1 Show Objects Al
= AISTEST-ONE Windows Server THIRUVANANTHAPURAM ’
> | Organize By Group Category Network Group
ARGENT URL Object Argent Website Yes I8PAN
! | Group Name
ARGENT_HELP URL Object Yes KoCH! |
| Monitoring Group

Copyright © 1991-2025 Argent Software. All Rights Reserved
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Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security: Smart)
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The following dialogs are displayed when asking the SNMP parameters to scan SNMP devices:

Auth. Password:

Auth. Protocol:

Encryption Password:

Encryption Algorithm:

Context Names:

There are two ways to configure SNMP parameters:

o Directly specify the SNMP parameters in the above scan dialog.

e  Configure the in the Credential Manager and specify the Credential in the scan dialog.

Argent Software — All Rights Reserved Page 8 of 56



Configure SNMP credentials in Credential Manager:

ARGENT OM EGA (2.2A-250

Tool Sets
Alerts
Monitoring Groups
Relators
Workflows

Macros

Calendars

Administration
9 License (Admin Only)

~ [ Generator Settings

» & Argent Omega
» & Argent Alert Mechanism
» ©° Argent Forecaster

» ¢ Argent SIEM-Complete
2 security

f@ Credential Manager

» [ Network Scan

» [ Event Logs

» 1 SuperMaps

» 1 Topology Maps
» 14 Locations

» [ Contacts

» 10 Argent Reporter

& Tag
X Knowledge Base
8 Total Support Interface

Copyright © 1991-2025 Argent Software. All Rights Reserved

Credential Manager

Name

Type

Home. Theme -

Value

)
Argent Instant Help About

Group Or Key

Logout

18fde038-c92-4c07-974c- SCRED_SNMP_v3
BCRED_AZURE_ARG_DEV Microsoft Entra ID Fosntiion
b5261120-4626-4c6a-bd40- e T

SCRED_AZURE_ARGENT_SOFTWARE | Microsoft Entra 1D !

SNMP Version SNMPvE
BCRED_PASS_ATDA_ADMIN User Password ATDAVAdministrator
SCRED_PASS_GIRI User Password ANYTIME-SUPPORTIGir Port ekt
SCRED_PASS_RDP_USER User Passwiord ANYTIME-SUPPORTYTFY User Account puser
SCRED_PASS_TRIV User Password ANYTIME-SUPPORTYTFY ; i
SCRED_SNMP_V1_PUBLIC e public

Auth Protocal D
SCRED_SNMP_V2C_PUBLIC e public

At Paswon os—
&CRED_VIM_VMC VMware 10.24.43.110 Encrypt Algarithm =

e eeezeens

Description

Do the connectivity test of configured Credential:

Admin User: ANYTIME-SUPPORT\Triv (Client IP:

1 Security: Smart)

ARGENT OMEGA (225015

Tool Sets
Alerts
Monitoring Groups
Relators
‘Workflows
Macros
Calendars
Administration
¥ License (Admin Only)

~ [ Generator Settings

» o Argent Omega

» ¢ Argent Alert Mechanism
» ©° Argent Forecaster

» ¢ Argent SIEM-Complete
2 security

(@ Credential Manager

» 4 Network Scan

» 1 Event Logs

» 1 SuperMaps

» 1 Topology Maps
» 141 Locations

» [ Contacts

» [ Argent Reporter

& Tag
X Knowledge Base
B8 Total Support Interface

& @ conmected Gvitchiecaba)

Theme -

Argentnsant nep AvouL

Logour

Credential Manager
Name Tyve Value
16fde038-fc92-4c07-574c- Name SCRED_SNMP_V2
SCRED_AZURE_ARG_DEV Microsoft Entra 10 (e
~ Type swp.
b52611e0-4626-4c6e-bdd0-
SCRED_AZURE_ARGENT_SOFTWARE | Microsot Entra 1D e
stpva
SCRED_PASS_ATDA_ADMIN User Passord ATDAVAdministrator
SCRED_PASS_GIRI User Password ANYTIME-SUPPORT\Giri Fort fdesauk)
SCRED_PASS_ROP_USER User Passviord ANYTIME-SUPPORTTriv User Account puser
8CRED_paSs_TRIV User Passord ANYTIME-SUPPORTTriv Gt [ T
SCRED_SHMP_V1_PUBLIC st public
Auth Protocol wo
SCRED_SNMP_V2C_PUBLIC st public
&CRED_SNMP_V3 At pamond fatians
‘scRED_VIM_viC Vivare 1034.43.110 Encrypt Algorithm oes
Encrypt Passviord
Description

Argent Software — All Rights Reserved
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Specify the Credential in scan dialog:

&CRED_SNMP_V1_PUBLIC

8CRED_SNMP_V2C_PUBLIC

BCRED_SNMP_V3 |

The following SNMP parameters should be configured:

SNMP Version:

Default value is SNMPv1. It can be SNMPv1, SNMPv2c or SNMPV3.

Community:

The Community string is like a user ID or password allowing access to a router or other device's statistics.
SNMP community strings are used only by devices that support the SNMPv1 and SNMPv2c protocol and the

default value is pubilic.

SNMPv3 uses username/password authentication, along with an encryption key.

SNMP User (For SNMPv3 Only):

SNMPv3 username

Auth. Password (For SNMPv3 Only):

SNMPv3 authentication password

Auth. Protocol (For SNMPv3 Only):

SNMPv3 authentication protocol. It can be MD, SHA, SHA256, or SHA512

Argent Software — All Rights Reserved Page 10 of 56



Encryption Password (For SNMPv3 Only):

SNMPv3 encryption password

Encryption Algorithm (For SNMPv3 Only):

SNMPv3 encryption algorithm. It can be DES, AES, 3DES, AES192, or AES256

Start IP Address:

IP address to start the scanning for SNMP devices

End IP Address:

IP address to serve as the end of the IP range to scan for SNMP devices

Network Mask:

Network mask

SNMP Port:

Default value is 161

Timeout:

Timeout in seconds, the range is 3 to 60. The default value is 3.

Retry:

The range is 1 to 10. The default value is 1.

Thread Limit:

This is the thread pool size performing the SNMP scanning. The range is 1 to 100. The default value is 30.
Check Poll Directly Connected Neighbor Switches option to query neighbor switches connected to the

switch.

Argent Software — All Rights Reserved Page 11 of 56



Press OK button to scan the network for SNMP devices using specified parameters:

SNMP Managed Devices Scanning

SNMP Credentials:

Community SNMP User

Network Segments: Query Local Interface Query Switch Interface

End IP Address Network Mask Site/Comment

192.168.96.255 255.

(@ Poll Directly Connected Neighbor Switches
(@ set 1gnore Flag For Newly Discovered Down Ports
[@ Compose Link Objects

The scanning results are shown in a list box as below:

Network Scanning Result

Ignored  Machine Type Alias Domain

152.168.96.106 1P Device switchbacabs

LINK_1.3.6.1.4.1.9.6.1.83.52.1 _.. | Link Object 152.168.96,106-10.34....

Link Object 192.168.96.106-10.34...

Save to Network Grou
(@ Keep Original Network Group

o

Argent Software — All Rights Reserved Page 12 of 56



Press OK button to add the scanned devices under specified Network Group in CMDB-X.

Use Save To Network Group combo box to select the Network Group.

It is possible to skip the saving of specific devices by checking Ignored check box in list.

Use Toggle button to switch the selection in Ignored check box.

The scanned device will be added to CMDB-X as shown below:

ARGENT OMEGA (.2n-z501-5)

Home

)

Argent Instant Help

Search Server Or Device  Network Group  Scan Network | Properties

Network Group Or Machine

¥ Active Directory

Licensed = Suspend/Maintenan... Location

Group Or Key

snmp.

¥ First Network Group. KOCHI Type Netvork Group.
=
T = R =
~ WMware | Netviork Group » Default Credentials
10.34.42.102 | Viuiars 5% Host Yes NEW YORK ¥ Extended Properties
N e = o =
Bl — e .
N snssves i AT
I | preepe—— [ - e

Copyright @ 1991-2025 Argent Software. All Rights Reserved

Argent Software — All Rights Reserved

Display Options

Reset Refresh

Group Or Key Value
Show Objects Al
Organize 8y Group Category Netwiork Group
Group Name
Monitoring Group

Admin User: ANYTIME-SUPPORT\Triv

(Client 1P: ::1 Security: Smart)
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When adding the SNMP device, the CMDB-X property named SNMP Managed is set to Yes state.

The SysObjectld and device type are automatically retrieved — SysObjectld contains the vendor's identification

of an SNMP managed object type:

= ARGENT OMEGA covsors)

o
Argent Instant Help About

2 Search Server Or Device  Network Group ~ Scan Network | Properties
ias onta

oup Or Machine

¥ Active Dirsctory

Licensed - Suspend/Maintenan

» First Network Group.

Name.

Logout

152.168.96.106.

Licensed Products

v snmp Alias switchbecabd.

Serial Number

LINK_1.3.6.1,4.1.9.6.1.83.52.1_switchg994_ | Link Object 192.168.96.106-10.34.42.100 MUMBAT Category

~ VMware Network Group. Subcategory.

10.34.42.102 VMvars ESX Host NEW YORK » 19 Devics

10.34.43.122 VMvare ESX Host NEW YORK

Cluster1 Viviare Cluster NEW YORK SysObjectld 13.6.1.4.1.9.6.1.82.52.4

Resources. VMvare Resource Pool NEW YORK Credentil SCRED_SNMP_V3

TVMDatacenter VMyiare Datacenter NEW YORK Default Context Name

VMuare vCenter Server Lnux NEW YORK » Hardware

» TCP Paramaters

System Info Caching Minutes.

Monitoring Level

Tier

» Tag

Roles.

Location

Display Options Reset  Refresh

Group Or Key

‘Show Objects

Organize By Group Category

Group Name !

Monitoring Group

Copyright © 1991-2025 Argent Software. All Rights Reserved Admin User: ANYTIME-SUPPORT\Triv (Client IP: ::1 Security: Smart)

To manually add an SNMP device to CMDB-X, select Manually Add Server/Device from the right click menu.
Add the Name/IP of the device and select the Type:

Manually Add An Entry

Iuame: 192.168.111.18

Alias:

1P Address:

Network Group:

up
Location: THIRUVANANTHAPURAM -

Argent Software — All Rights Reserved Page 14 of 56



The new server is listed in CMDB-X:

ARGENT OMEGA (2.2A-2501-8)

Network Group Or Machine
 Enterprise Applications

SNMP_UPS_VIEW

Network Group

| Enterprise Application Object

Licensed  Suspend/Maintenan...

-

Theme ~

e Network Group

Location Contact

(3] (2] O

Argent Instant Help About Logout

Group Or Key
Name 192.168.111.18

Licensed Products

SNMP_VIEW

sQu_vIEW

Enterprise Application Object

| Enterprise Application Object

Alias.

Serial Number

VM_OBJECTS_VIEW

WINDOWS_AND_LINUX_VIEW

Enterprise Application Object

Enterprise Application Object

Category

Subcategory

WINDOWS_VIEW

v First Network Group.

192.168.108.126

Enterprise Application Object

Network Group

| Linu/UNIX

THIRUVANANTHAPURAM

192.168.110.102

192.168.110.54

Windows Server

Windows Server

Model

192.168.110.61

192.168.110.63

Windows Workstation

Windows Workstation

MUMBAI

Ignore Disabled Ports

Use Meraki

192.168.110.65

192.168.110.73

Windows Workstation

1P Device

MUMBAT

NEW YORK

192.168.110.75

192.168.111.1

1P Device

1P Device

WIN2022-TESTOL

NEW YORK

uae

192.168.111.2

192.168.111.3

1P Device

1P Device

192.168.111.4

192.168.111.7

1P Device

1P Device

APC_UPS_003

Access Point
WIFI PS Rule
Display Options
Group Or Key
Show Objects

Organize By Group Category

Group Name:

Monitoring Group

Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security: Smart)

Argent Software — All Rights Reserved
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The following SNMP-specific properties need to be configured to monitor the device using Argent Omega for
SNMP Tool Sets:

Connect Parameters  Select Default to connect using default parameters. Select Explicit to define

the parameters explicitly. The below parameters need to be defined.

SNMP Version Can be SNMPv1, SNMPv2c, or SNMPv3. SNMPv3 requires authentication.

If SNMPvV3 is selected, valid authentication credentials need to be specified.

Port If not specified, default 161 is used.

Community This is the community string for SNMPv1 and SNMPV2. If not specified, default

public is used.

User Account SNMPv3 username
Auth Protocol SNMPv3 authentication password
Auth Password SNMPv3 authentication protocol. It can be MD, SHA, SHA256, or SHA512.

Encrypt Algorithm SNMPV3 encryption algorithm. It can be DES, AES, 3DES, AES192, or
AES256.

Encrypt Password SNMPv3 encryption password

A connectivity test can be run to verify the licensed SNMP device configured in the Argent CMDB-X.

Argent Software — All Rights Reserved Page 16 of 56



Select Test Connectivity from the right click menu or click from properties to execute the connectivity

test:

)
(2.2A-2501-8) Theme ~ Argent Instant Help Logout
ARGENT OMEGA . £ e

Scan Network | Properties

Network Group Or Machine sed  Suspend/Maintenan. i Contact Group Or Key Value

192.168.111.1
192.168.111.4

192.168.111.2 Argent Compliance Automator,Argent

Omega Baseline,Argent Omega for
SNMP.

192.168.111.3

APC_UPS_003

Refresh

192.168.111.7 1P Device 456789
Manually Add Server Or Device

192.168.111.8 17 Device

192.168.96.106 1P Device DALLAS

AI-MFC-102-W10  Windows Workstation M MUMBAT

Set Critical Flag

AIS-TEST Windows Server THIRUVANANTHAPURAM 192.168.111.4

1 Set Ignore Flag
AIS-TEST-ONE | Windows Server THIRUVANANTHAPURAM

Set Monitor Level

ARGENT URL Object = JAPAN

ARGENT_HELP | URL Object ; KOCHI

ARGENT_MONITORING URL Object Reactivate

ARGSOFT_TEST | Microsoft 365 Servies Unit Discover Neighbor Links CANADA Ignore Disabled Ports

Wir c B
ATDA-DC19 Windows Server NEW YORK Use Meraki

ATPC-102 Windows Server —_ NEW YORK Access Point

ATPC-11077 Windows Server THIRUVANANTHAPURAM 7
Display Options.

T
ATPC-120 | Windows Workstation KOCHI

Group Or Key
ATPC-133 Windows Server eS Certific THIRUVANANTHAPURAM

. I Show Objects
ATS-99 | Windows Server Hide Properties e

Maintenance 09:00:00 - Organize By Group Category
ATS-DOMAIN Windows Server 10:00:00, NEW YORK
CAL_ALL_DAYS Group Name

Monitoring Group

Copyright © 1991-2025 Argent Software. All Rights Reserved

Test Connectivity

@ selected @ Node Type (@ Monitoring Group & SuperConsole (@) Wildcards
Server Or Devices: Select All Clear Toggle
elected Machine Alias

APC_UPS_003

Use Generator:

Cancel

SQL2019-TESTOL
WIN-TEST02

{Pooled Primary Generator}

Argent Software — All Rights Reserved Page 17 of 56



The Results are shown:

Connectivity Test Results

|Argent Omega 2.2.2207.21 Copyright (c) 2022 Argent Software

For Argent Instant Help 7 by 24 with an Argent engineer, please see http://help.Argent.com/help.php
|Target Machine: 192.168.111.4

|Test At: AlI-2019-009

|Test Time: Tue, 26 Jul 2022 09:40:18 (UTC)

09:40:18 - Test 1: PING
09:40:18 - [VALID]

09:40:18 - Test 2: Access Of SNMP Manager
09:40:18 - [VALID] sysName = APC_UPS_003

Tests can also be run against other servers or device types using the same method.

Argent Software — All Rights Reserved Page 18 of 56



Display Wireless Clients For Meraki Access Point (AP)

Meraki is the cloud-based management protocol for CISCO wireless access points (AP). One common usage

is to find current wireless clients of a selected Meraki device. There is a scan option in CMDB-X to scan Meraki

devices.

# o (44

Home Theme ~ Argent Instant Help

ARGENT OMEGA (2.2a-2501-8)

Server Or Device  Network Group ~ Scan Network | Properties

Active Directory
Licensed  Suspend/Maintenan...
ICMP Ping

About

Logout

First Network Grou
Discover SNMP Devices 3
I — KocH Windows Cluster oo Srup
192.168.108.126 VMware Infrastructure KOCHI
o e i0h0 Azure Virtual Resource
192.168.110.54 er es
_— B T — — Network And Private Printers e —
192.168.110.61 | Windows Workstation Yes. MUMBAL
Import From Argent Topology Manager
= 192.168.110.63 ‘Windows Workstation Yes MUMBAT
= B | | Import External Excel File
= 192.168.110.65 | Windows Workstation Yes. MUMBAL Descrption
‘a 192,168.110.73 1P Device Yes NEW YORK
b 192.168.110.75 1P Device WIN2022-TESTOL Yes NEW YORK
= 192.168.111.1 1P Device Yes [
> B !
N 192.168.111.18 1P Device THIRUVANANTHAPURAM
192.168.111.2 1P Device Yes
a 192.168.111.3 | 1P Device Yes
192.168.111.4 1P Device APC_UPS_003 Yes KOCHI
S 192.168.111.7 1P Device Yes
192.168.111.8 1P Device Yes uag Display Options Reset Refresh
4| 192.168.96.106 1P Device [-wiwmmu Yes DALLAS I -
9 | Group Or Key Value
AI-MFC-102-W10 ‘Windows Workstation | MuMBAT
! ! 1 ‘Show Objects Al
Ed AIS-TEST | Windows Server THIRUVANANTHAPURAM
> | Organize By Group Category Network Group
AISTEST-ONE Windows Server THIRUVANANTHAPURAM
: Group Name
ARGENT | URL Object Argent Website Yes. JAPAN 5
Monitoring Group

Copyright © 1991-2025 Argent Software. All Rights Reserved

Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security: Smart)

To use this facility, Meraki API key must be specified in Argent Omega settings under Generator Settings.

Click Meraki Devices popup menu option to scan all Meraki devices in the network. The scanning result will be

shown in a list box as shown below:

Network Scanning Result

|ias

T |Nachine ‘Domain
152.168.0.183

100022

192.168.4.181

192.168.4.180

10.0.0.38

152.168.4210

10.0.0.25

10.0.0.11

10.0.0.22

10.0.0.24

RO EE_
Save to Network Group:  [FIE @ EH ST >

(& keep Original Network Group

EE EEm 020 e

Press OK button to add the scanned devices under specified Network Group in CMDB-X.

Argent Software — All Rights Reserved
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To find out the wireless clients currently connected to a specific Meraki device, select the device and click

Wireless Clients context menu option.

ARGENT O M EGA (2.2A-2207-4)

C")

Argent Instant Help

(0]

About Logout

Search

Network Group Or Machine

 Demo Group
10.0.0.22
10.0.0.23
10.0.0.24
10.0.0.25
10.0.0.38
192.168.4.170
192.168.4.180
192.168.4.181
192,168.4.183
192.168.4.210
192,168.96.165
192.168.96,55
AGT-2C
A1-2013-001
A1-2019-002
A1-2019-003
A1-2019-004
A1-2019-005
AI1-2019-006
AI1-2015-007
A1-2019-008
A1-76
AL-AD-4
AI-MFC-101-W10.
A-QC
A1-QC-001
A1-QC-02

A-QC-08

1P Device|

19 Device|

1P Device|

19 Device|

Wireless Clients

Set Critical Flag

1P Device|

Windows

Manually Add

Windows
Windows

Windows

rver Or Device

censed ‘ Suspend

Discover Neighbor Links
Device Configuration Backups

Set Ignore Flag

onnectivity

(U Export To Excel CSV

UOFEPA  Backup CMDB-X Database

Windowss.
Windowss 10 Pro
Windows Sarver
Windowss 8.1 Pro N
Windowss 10 Pro
Windowss 10 Pro
Windows 10 Pro
Windows Server
Windows 7 Ultimate

Windowss 10 Pro

Server Or Device

| ocation

Network Group

‘ Contact

Scan Network

Properties

Group/Key ]Value

Name
Licensed Products
Alias
» 1P Device
SNMP Managed
) TCP Parameters
Systam Info Caching Minutes
Monitoring Level
Tier
»Tag
Location
Contact
Owiner Accounts
) Default Sattings
Time Zona Settings
Critical
Ignored
Logical Dependency
Installed Applications
) Extended Properties

Description

10.0.0.11
Argent Omega for SNMP

ans

30
Normal

Not Spacified

MUMBAT

Same as Location

Group/Key
Show Objects
Network Group
Monitoring Group

Type

Display Options Refresh

|Value

all

The wireless clients connected to the selected Meraki device will be listed in a popup dialog as shown below:

Wireless Clients

Client

Galaxy-A12

10-0-0-15

|mac address |

22:c8:54:c5:7fbe | 10.0.1.142

14:02:c5:25:87:42 | 10.0.0.19

D

Hunt WIFL

Hunt WIFT

|First seen

19 Jul 2022
17:20:30

11 May 2021
7:34:04

‘Last Seen

21 3ul 2022
05:59:45

21 301 2022
05:59:45

| sent/Rec

o/1

351/576

Argent Software — All Rights Reserved
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Discover Neighbor Links option finds the neighbor switches connected to the switch device.

¢ (2]

Theme ~ Argent Instant Help About Logout

Licensed  Suspend/Maintenan... Contact Group O Key value

192.168.96.106

: Argent Omega Baseline, Argent
Licensed Products ©Omega for SNMP

Refresh

AI-MFC-102-W10 ‘Windows Workstation Alias switchbecabd.
Manually Add Server Or Device

AISTEST [Wndowssuvcr onnectivity THIRUVANANTHAPURAM Serial Number

AIS-TEST-ONE Windows Server Licensing/Unlicensing THIRUVANANTHAPURAM Category

ARGENT | UR Object Maintenance Schedule JAPAN Subcategory

Set Critical Flag

ARGENT_HELP URL Object KOCHI

Set Ignora Flag
ARGENT_MONITORING | URL Object MUMBAT
Set Monitor Level

ARGSOFT_TEST micrasoft 365 Service U NSNS canaDA

NEW YORK

ATDADCIS | Windows Server Suapacd Monkxing

ATPC-102 Windows Server Reactivate NEW YORK

ATPC-11077 | Windows Server over Neighbor Links THIRUVANANTHAPURAM Model

ATPC-120 Windows Workstation KOCH! | Ignore Disabled Ports

ATPC-133  Windows Server R THIRUVANANTHAPURAM Use Meraki

aTs-se Windows Server T T THIRUVANANTHAPURAM Access Point

| Maintenance 09:00:00 - e ne puin
ATS-DOMAIN | Windows Server 10:00:00, NEW YORK
| Display Options Refresh

ATVM-62 Windows Server THIRUVANANTHAPURAM
Group Or Key

ATVM-77 | Windows Server THIRUVANANTHAPURAM

Show Objects
BMW URL Object
Organize By Group Category

I
B0A | URL Object

Group Name.

BOC URL Object

Monitoring Group

Copyright © 1991-2025 Argent Software. All Rights Reserved Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security: Smart)

Discovered Neighbors

tem Name 1P Addr Port Name

switch899408 10.34.43.100 9i1/0/12

Switch899408 10.34.43.100 9i1/0/36

Argent Software — All Rights Reserved Page 21 of 56



Agent Omega for SNMP Tool Sets

Select Tool Sets from the Home Screen (note the very useful Super Find):

ARGENT OMEGA (2.2A-2501-8)

Theme ~

(44 (2] O

Argent Instant Help About

Logout

| Q Find any field's name on any screen. For example, type 'Status’

CMDB-X Tool Sets Scheduled Tasks

Global Status Events SuperMaps Network Maps Device Configurations

Data Visualizer Problem Preventer CeoConsole Enterprise View

ViewMagic Scheduled Tasks Relators Workflows
i -
P
el
>
-
Alerts Calendars Monitoring Groups Generators Security

Argent Reporter

Copyright © 1991-2025 Argent Software. All Ri

o

Home Theme ~

Argent Omega for Oracle

~ | Argent Omega for SNMP

» 1 SNMP Rules
| Argent Omega Baseiine

» 141 SNMP Trap Rules

Recently Viewed

(34 2]

Argent Instant Help About

Name Description

it

Dashboard

Credential Manager

r: Anytime-Support\Triv (Client IP: 192.168.37.195 Securit

(0]

Logout

I
R | rgent Compliance Automator

jent Omega Web Defender 1
LINK Connectivity Rules A e i
Argent Omega for Active D\rtﬂﬂ'\/

Device Configuration Rules

| Argent Omega for Exchange |

» 14 CISCO VPN Tunnel Rules
| Argent omega for Microsoft 365

¥ 11 CISCO Remote Access Rules

i Argent Omega for Oradle

» I Generic VPN Rules
Argent Omega for SNMP.

’ <
PowerShell Script Rules { Aoerk e For 0%, Servar

» i Argent Omega for SQL Server Py

» 0 Argent Omega for VMware
Alerts
Monitoring Groups
Relators
Workflows
Macros
Calendars
Administration
B License (Admin Only)

v 1 Generator Settings

» ¢ Argent Omega
» ¢ Argent Alert Mechanism
» ©° Argent Forecaster

} & Argent SIEM-Complete

2 Security

@ Credential Manager

» [ Network Scan

Copyright © 1991-2025 Argent Software. All Rights Reserved
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Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security: Smart)

Page 22 of 56



Argent Omega for SNMP incorporates the following Rules:

e SNMP Rules

e  SNMP Trap Rules

e DeviceMagic Port Rules

o Link Connectivity Rules

e Device Configuration Rules

e CISCO VPN Tunnel Rules

e CISCO Remote Access Rules
e  Generic VPN Rules

e  PowerShell Script Rules
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SNMP Rules

Any SNMP-compliant device can be monitored using SNMP Rules. These Rules poll OIDs by either manually

specifying the value or using the Argent OID Browser. OID values can also be added by using the device

specific MIB file. Custom SNMP Rules can be created based on any manufacturer's SNMP information in the

MIB file. Argent engineers can also assist with this process.

The Tool Sets of Argent Omega for SNMP provide built-in Rules to monitor common SNMP-compliant devices,
such as CISCO, 3Com, APC, Dell, Fortinet, HP, Novell, Compaq Server Hardware, IBM Server Hardware, etc.

Because the types of hardware devices vary widely, from Compagq server hardware to air conditioning units

and PBXs, SNMP Rules are used to monitor all important aspects of common server hardware, such as the

motherboard, power supply, and even the fans.

Following is the SNMP Rule screen:

Argent Omega for Microsoft 365

Argent Omega for Oracle

Argent Omega for SNMP
SNMP Rules

3com
SNMP_3COM_SWITCH_CPU_STATUS

€ SNMP_3COM_SWITCH_FAN_FAILURE
3+ SNMP_3COM_SWITCH_INACTIVE_PORT

- SNMP_3COM_SWITCH_OVER_TEMPERATURE}

APC
Bridge (RFC 1493)
CISCO Firewall
CISCO Hardware
CISCO Interface
CISCo 108
CISCO RTT Monitor
CISCO Stack
Compaq Hardware
Dell OpenManage
Dell Storage
Dell Switch
Extreme Network
Fortinet
Foundry
HP Hardware
HP JetDirect
HP Switch
1BM ATM Switch

]
Copyright © 1991-2025 Argent Software. All Rights Reserved

¢
Home Theme ~ Argent Instant Help About Logout

Use SNMP MIB: 3COM: :A3Com-System-r8-MIB.mib v n

Enumerate SNMP Table: ]
SNMP Context Names: . @
Value SNMP OID: [1,3.5.1.4.1,43.2.13.8.4.0 ]- (a3sysCpuutil)
Metri Catcutation:
|

Scale Factor:

Object Value: 90 B

(B Retrieve Performance Data For Argent Forecaster Only

@ Fire Separate Events For Each Broken Instance

[ Fil Rule If Data Is Not Available Or Nonexistent

[ save Performance Data To The Argent Forecaster Using Data Store:
[l Post Event Even If The Same Event Is Still Outstanding (Unanswered)

[ oo so only after | 1 [ Hour [ minutes since Event 1 post

[ 1gnore The Same Outstanding Event If Alerts Were Fired More Than | :_ Hour _' Minutes Ago

[l Post Event Only After Rule Is Broken (=] or More Times

@ After The Actual Condition Is Corrected

Category: [

Subcategory: (

Bl Application: {defauity

Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security: Smart)
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The following selections are necessary to monitor an SNMP-compliant device:

Select the MIB file from Use SNMP MIB combo box. The MIB file is essentially the personality of the
device. The MIBs of all common SNMP devices are already loaded in the combo box. Click “+” button to

upload a new MIB file to the combo box.

Use the Enumerate SNMP Table option if the Rule needs to enumerate SNMP tables defined in the selected

MIB file. An SNMP table is an ordered collection of objects containing zero or more rows.

The table and each object in the table are identified by using an OID or Object Identifier. The information on a
specific network entity will be retrieved from SNMP tables. If Enumerate SNMP Table option is checked,
SNMP Table OID must be specified in Table Entry OID field.

« )
ARGENT OMEGA (2.2a-2501-8) Home Yheﬁe‘ ArgennncslantHelp Ab?ut Icgur

I Use SNMP MIB: 3COM: :A3Com-System-r8-MIB.mib
» 10 Argent Omega for Oracle Enumerate SNMP Table: @
e ~ 114 Argent Omega for SNMP Table Entry OID: L I-
£ ~ [ SNMP Rules B Continue Enumerating OID Even Rule Is Already Broken
v [ 3Com Use Custom Instance Name: [ ]
=! [-e smp_aco»_swnmcw_sraws] Enumeration Filter: ]
43+ SNMP_3COM_SWITCH_FAN_FAILURE SNMP Context Names: B
"'zﬂﬁ 3 SNMP_3COM_SWITCH_INACTIVE_PORT e
o # SNMP_3COM_SWITCH_OVER_TEMPERATURH] g
s Value SNMP OID: [136.1.41432.13.8.40 | o3syscuutin
- e B—
» 144 CISCO Firewall e oton
» I CISCO Hardware ScaleEatr
N e —
= » i c1sco 108 Object value: [ o
1 » 144 CISCO RTT Monitor (B Retrieve Performance Data For Argent Forecaster Only

Select SNMP OID

Use SNMP MIB: 3COM::A3Com-System-r8-MIB.mib

Composed Syntax

SEQUENCE

SEQUENCE

a3sysBrdentry 43.213.4.2.1 SEQUENCE

a3sysSNMPCommEntry 1.3.6.1.4.1.43.2.13.7.5.1 SEQUENCE

835ySSNMPMgrEntry 1.3.6.1.4.1.43.2.13.7.6.1 SEQUENCE

a3sysTelnetMgrentry 1.3.6.1.4.1.43.213.7.7.1 SEQUENCE

a3sysPasswordEntry 1.3.6.1.4.1.43.2.13.7.8.1 SEQUENCE

a3sysUserBootListEntry 1.3.6.1.4.1.43.2.13.10.9.1 SEQUENCE

a3syslioBootEntry 1.3.6.1.4.1.43.2.13.10.10.1 SEQUENCE
a3sysDfEntry 1.3.6.1.4.1.43.2.13.12.9.3.1 SEQUENCE

a3syslioRecoveryEntry 1.3.6.1.4.1.43.213.13.1.1 SEQUENCE

[Each entry in this table contains information about one of the chips installed in the CPU module.
Syntax:
(A3sysChipEntry
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Select the Table Entry OID and click OK:

)
ARGENT OMEGA (2.2A-2501-8) Tm;?m- ArgenNrSslun(Help Ab?ut Lo?our

Use SNMP MIB: M: :A3Com-System-r8-MIB.mib v n

@4 » 1 Argent Omega for Microsoft 365
» [0 Argent Omega for Oracle Enumarata SNMP Table: S—
~ [ Argent Omega for SNMP Table Entry OID: |- (a3svs€hiDE"lrv)I
~ 1 SNMP Rules —
v [ 3Com Use Custom Instance Name: [}
=! [ce, smmp_xon_swnru_cw_sums} Enumeration Filter: (]
- SNMP_3COM_SWITCH_FAN_FAILURE SNMP Context Names: | K]
3 SNMP_3COM_SWITCH_OVER_TEMPERATURE}
Value SNMP OID: [ |-
» [ APC
L«; » [ Bridge (RFC 1493) 08

»: B CISCO Firewal Metric Calculation: Get -

» 4 CI5CO 105 Object Value: [ B

- "
INg! » 111 CISCO RTT Monitor [l Retrieve Performance Data For Argent Forecaster Only

If Enumerate SNMP Table is checked, check the option Use Custom Instance Name to define custom
instance name in Performance Data. Normally, the object name (Example: upsBatteryStatus,
upsOutputPercentLoad, etc.) is taken as instance name. By checking Use Custom Instance Name option, the
actual instance (object name) name is appended with value of specified SNMP OID. The SNMP OID can be

specified in Instance OID field. There is also a provision to browse the Instance OID.

¢
ArgentinstantHelp  About Logout

o Use SNMP MIB: 3 )Com-System-r8-MIB.mib
» 10 Argent Omega for Microsoft 365 o -om-System-r mil
» 10 Argent Omega for Oradle Enumerate SNMP Table:

~ [ Argent Omega for SNMP Table Entry OID: 1.3.6.1.4.1.43.2.13.2.1.1

~ [/ SNMP Rules [l continue Enumerating OIDs Even Rule Is Already Broken

v [l 3Com Use Custom Instance Name:

[w SNMP_JCOM_SWITCH_CW_STATUS] Instance OID:

€ SNMP_3COM_SWITCH_FAN_FAILURE Use Group of Regular Expression:

&+ SNMP_3COM_SWITCH_INACTIVE_PORT Exiuneration Filtas:

L P H_OVI MPERATURE]
SNMP_3COM_SWITCH_OVER_TEMPERAT R Bo
APC

i SNMP Rule View: Simple
Bridge (RFC 1493)

CISCO Firewall Voltie: SNUP OID:

CISCO Hardware Value Type:
CISCO Interface Metric Calculation:
CISCO 10S Scale Factor: No Scale

CISCO RTT Monitor Comparison: Greater Than

CISCO Stack Object Value: =

Compaq Hardware
[l Retrieve Performance Data For Argent Forecaster Only
Dell OpenManage
[ Fire Separate Events For Each Broken Instance
Dell Storage

Dell Switch (@ Fail Rule 1f Data Is Not Available Or Nonexistent

Extreme Network Save Performance Data To The Argent Forecaster Using Data Store: {default} v

Fortinet [l Post Event Even If The Same Event Is Still Outstanding (Unanswered)

Foundry @00 so only After | 1 ] Hour o [5] minutes since Event 1s post

HP:Hardware [l 1grore The Same Outstanding Event If Alerts Were Fired More Than | H vour |

HP JetDirect [ Post Event Only After Rule Is Broken | O More Times

HP Switch
Reset Counter
@ After Event Is Post
4 =
Copyright © 1991-2025 Argent Software. All Rights Reserved Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security: Smart)

1BM ATM Switch
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If Enumerate SNMP Table is used, check the Enumeration Filter option to apply a filter for querying OID
values from the SNMP table. The Rule will be validated only if the specified filter condition is satisfied. Filters
can be applied to specific SNMP OIDs. The type of OID value and filter condition also needs to be specified.
Specify OID in Filter On SNMP OID field to which filter is applied.

Select OID value type from Filter OID Type combo box.

Select filter condition from Filter Condition combo box.

5 SNBS
ARGENT OMEGA (2.2A-2501-8) Home The?\e' ArgentlrSs(antHelp Ab?ut mgu:

Argent Omega for Microsoft 365 i

Argent Omega for Oracle Enumerate SNMP Table:

Argent Omega for SNMP Table Entry OID: l1.3,6,1.4.1443,2.13.2.1.1

|- (a3sysChipEntry)

SNMP Rules [ continue Enumerating OIDs Even Rule Is Already Broken

3com Use Custom Instance Name:

[l(a SNMP_3COM_SWITCH_CPU_STATUS ] Enumeration Filter:

# SNMP_3COM_SWITCH_FAN_FAILURE

€+ SNMP_3COM_SWITCH_INACTIVE_PORT

Filter On SNMP O1D:

|- (a3syschipname)

Filter OID Type:

- SNMP_3COM_SWITCH_OVER_TEMPERATURH}

Filter Condition:
APC

SNMP Context Names:
Bridge (RFC 1493)

CISCO Firewall SNMP Rule View:

CISCO Hardware Value SNMP OTD:

CISCO Interface Value Type:

CISCO 105 Metric Calculation:

CISCO RTT Monitor Scale Factor:

CISCO Stack Comparison:
Compagq Hardware
paq Object Value:

Dell OpenManage
Dell Storage

Dell Switch
Extreme Network
Fortinet

Foundry

HP Hardware

HP JetDirect

HP Switch

1BM ATM Switch

Copyright © 1991-2025 Argent Software. All Rights Reserved

(B Retrieve Performance Data For Argent Forecaster Only

[ Fire Separate Events For Each Broken Instance

@72l Rule If Data Is Not Available Or Nonexistent

(@ save Performance Data To The Argent Forecaster Using Data Store:
(@ Post Event Even If The Same Event Is Still Outstanding (Unanswered)
[ oo So only after

1|8 Hour 1| Minutes since Event 1s post

[ 1gnore The Same Outstanding Event If Alerts Were Fired More Than | 1 1| Hour | [=] Minutes ago

(@ Post Event Only After Rule Is Broken | 2[5 or More Times

Reset Counter

Argent Software — All Rights Reserved

{default} v

Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security: Smart)
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SNMP Rule View defines the way in which SNMP parameters are configured in the Rule to retrieve SNMP

OID values. There are three types of views, namely: Simple, Multi-Level and Advanced.

Simple

This is the simplest way to configure SNMP parameters.

Argent Omega for Microsoft 365
Argent Omega for Oracle
Argent Omega for SNMP
SNMP Rules
3Com

[ 4 SNMP_3COM_SWITCH_CPU_STATUS }

€ SNMP_3COM_SWITCH_FAN_FAILURE
- SNMP_3COM_SWITCH_INACTIVE_PORT

APC
Bridge (RFC 1493)
CISCO Firewall

CISCO Hardware

@
H
i
B
=

CISCO Interface
CISCO 10S
CISCO RTT Monitor
CISCO Stack
Compaq Hardware
Dell OpenManage
Dell Storage
Dell Switch
Extreme Network
Fortinet
Foundry
HP Hardware
HP JetDirect
HP Switch
1BM ATM Switch

| <

Copyright © 1991-2025 Argent Software. All Rights Reserved

#}- SNMP_3COM_SWITCH_OVER_TEMPERATURH]

¢
Argent Instant Help About Logout

Value SNMP OTD:

Value Type:
Metric Calculation:
Scale Factor:
Object Value:
[ Retrieve Performance Data For Argent Forecaster Only
([ Fire Separate Events For Each Broken Instance
[ Fail Rule 1f Data Is Not Available O Nonexistent
[E@ save Performance Data To The Argent Forecaster Using Data Store: {default)
[ Post Event Even If The Same Event Is Still Outstanding (Unanswered)
@00 soonly aer [ 18] Hour o [ Minutes Since Event 1s Post
[ 1gnore The Same Outstanding Event If Alerts Were Fired More Than | 1 || Hour
@ Post Event Only After Rule 1s Broken | B or More Times
Reset Counter
@ After Event Is Post
O After Event Is Answered

@ After The Actual Condition Is Corrected

Category: 1

Subcategory: [

Application: [tdetauiey

Reference URL: 1 {default}

Console Comment: 1... High CPU Usage **~

Following Parameters need to be configured:

Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security: Smart)

Value SNMP OID: Object ID to query. Either manually enter the OID or browse by clicking browse button.

Value Type: Type of OID value

Metric Calculation: Different SNMP Metric Calculation Methods are available, such as Get, Delta Since Last

Poll, Delta Per Second, Delta Per Minute, Delta Per Hour and Delta Wait.
Scale Factor: Scale of measurement of metric value
Comparison: Operator to compare the given threshold against the metric value.

Object Value: Threshold to compare
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Multi-Level

This Rule View option contains additional options for setting the Limit Value.

<

Argent Omega for Microsoft 365
Argent Omega for Oracle
Argent Omega for SNMP
SNMP Rules
acom

[ & SNMP_3COM_SWITCH_CPU_STATUS ]

€ SNMP_3COM_SWITCH_FAN_FAILURE
5 SNMP_3COM_SWITCH_INACTIVE_PORT
# SNMP_3COM_SWITCH_OVER_TEMPERATURE}

ApC

Bridge (RFC 1493)

CISCO Firewall

CISCO Hardware

CISCO Interface

CISCO 10S

CISCO RTT Monitor

CISCO Stack

Compaq Hardware

Dell OpenManage

Dell Storage

Dell Switch

Extreme Network

Fortinet

Foundry

HP Hardware

HP JetDirect

HP Switch

BM ATM Switch

Copyright © 1991-2025 Argent Software. All Rights Reserved

ARGENT OMEGA (2.2A-2501-8)

g (44 2]

Argent Instant Help About Logout

Value SNMP OTD:

Metric Catculation:
Comparison:

[ Acceptable Limit Value:

[ Approaching Limit Value:

[ At Limit value:

[ Exceeding Limit Value:

(@ Major Overload Value:

[l Retrieve Performance Data For Argent Forecaster Only
[l Fire Separate Events For Each Broken Instance
[ Fail Rule If Data Is Not Available Or Nonexistent

[ save Performance Data To The Argent Forecaster Using Data Store:

[ Post Event Even If The Same Event Is Still Outstanding (Unanswered)

Do So Only After | 1 Hour 0 [ Minutes Since Event Is Post

Lg Hour |

[ 1gnore The Same Outstanding Event If Alerts Were Fired More Than | o [ Minutes Ago

[@Post Event Only After Rule Is Broken | 2[5 or More Times
Reset Counter

@ After Event Is Post

@ After Event Is Answered

@ After The Actual Condition Ts Corrected

Category: (

L_______________J

Argent Software — All Rights Reserved

Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security: Smart)
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Advanced

Multiple conditions can be specified in Advanced Rule view. Rule broken logic options are available.

Sub-rule Logic combo box

(34 2] O

Argent Instant Help About Logout

Argent Omega for Microsoft 365 SNMP Rule View: =

Argent Omega for Oracle =
i 4 sub-rule Logic: le s
Argent Omega for SNMP
Selected SNMP OIDs
Shoa Rule Ts Broken If All Are True

3Com wpject name i Condition

[ & SNMP_3COM_SWITCH_CPU_STATUS ]

 SNMP_3COM_SWITCH_FAN_FAILURE
4 SNMP_3COM_SWITCH_INACTIVE_PORT
43+ SNMP_3COM_SWITCH_OVER_TEMPERATUREH]
APC
Bridge (RFC 1493)
CISCO Firewall
CISCO Hardware
CISCO Interface

CISCO 105

CISCO RTT Monitor (@ Retrieve Performance Data For Argent Forecaster Only
CISCO Stack [ Fire Separate Events For Each Broken Instance

Sompaq Hardicark (3l Rule If Data Is Not Available Or Nonexistent

[@ save Performance Data To The Argent Forecaster Using Data Store: {default) -

(@ Post Event Even If The Same Event Is Still Outstanding (Unanswered)

Dell OpenManage
Dell Storage

Dell Switch
RN B 0o so Only After | 1 Jl Hour | Minutes Since Event Is Post

e [ 1gnore The Same Outstanding Event If Alerts Were Fired More Than | 1 [ | 0[] Minutes Ago
Foundry [ post Event Only After Rule Is Broken | 25| or More Times

HP Hardware Reset Counter

HP JetDirect @ After Event Is Post

HP Switch @ After Event Is Answered

BM ATM Switch @ After The Actual Condition Is Corrected
]

Copyright © 1991-2025 Argent Software. All Rights Reserved Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security: Smart)

Rule condition can be added by clicking “+” button. A sub-rule definition dialog is displayed where the Rule
condition is defined.

There are two Sub-rule Types available in Advanced Rule View, SNMP OID and Formula Expression. The

required details for both are specified in the sub window SN5A.
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In SNMP OID type, Rule condition is defined based on retrieved SNMP OID value.

Select A SNMP OID

Sub-rule Type:

Value SNMP OID:
Object Name:

Value Type:

Metric Calculation:
Scale Factor:

Use As Variable Only:

SNSA

SNMP OID

‘

5
Nl

No Scale

Variable Name: ’

All parameters described in the Simple view (Value SNMP OID, Object Name, Value Type, Metric Calculation,

Scale Factor, Comparison and Object Value) are configured here. The extra parameter is Variable Name.

Instead of alerting, it is possible to keep the metric value in a user-defined variable by checking Use As

Variable option — the variable can be used later in Formula Expression for metric calculation. Specify the

variable name in Variable Name field.
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Formula Expression offers added flexibility in monitoring SNMP Metrics.

For example, if an environmental monitor returns the temperature of the server room in Celsius, the metric can

be converted to Fahrenheit. Alternatively, the uptime of a server or device can be measured by converting
TIMETICKS to hours (TIMETICKS are hundredths of a second). Multiple SNMP metrics can also be added

together to get a total traffic figure.

‘ Select A SNMP OID
Sub-rule Type: Formula Expression -
Formula Name: [Disk Usage l @[ n
Formula: (VAR_DISK_USAGE *100) / VAR_DISK_CAPACITY
Scale Factor: No Scale e
Object Value: | QOH
Ew conco

SN5A e

Specify a name in Formula Name field

Specify the formula expression in Formula field. The formula specified in the screenshot
VAR_DISK_USAGE * 100 / VAR_DISK_CAPACITY, where VAR_DISK_USAGE and VAR_DISK_CAPACITY

are variables defined using SNMP OID sub-rule type.

Scale Factor defines the scale of measurement of the metric value result.

Comparison defines the operator to compare the given threshold against the metric value result.

Object Value defines the threshold to compare.
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Following is a sample Advanced type Rule configured:

# )
ARGENT OM EGA (2.2A-2501-8) Home meﬁe- Argem\ncstantHelp Agut Logm

Dell OpenManage
Dell Storage

Use SNMP MIB: FORTINET: :FORTINET-FORTIGATE-MIB.mib
Enumerate SNMP Table:

Dell Switch 8

Extreme Network SNMP Context Names: Be

Fret —
43 SNMP_FORTINET_CPU_STATUS
= il Selected SNMP OIDs + %= 0¥
43 SNMP_FORTINET_DISK_STATUS
SNMP_FORTINET_DISK_STATUS_1 Object Name Q0] Condition

& SNMP_FORTINET_INTERFACE_DOWN fasysDiskUsage 1:3.6.1.4.1.12356.101.4.1.6.0 Use As Variable: VAR_DISK_USAGE

& SNMP_FORTINET_MEMORY_STATUS fgSysDiskCapacity 1.3.6.1.4.1.12356.101.4.1.7.0 Use As Variable: VAR_DISK_CAPACITY

43 SNMP_FORTINET_VPN_SSL_TUNNEL_TOTAL
43+ SNMP_FORTINET_VPN_SSL_USER_TOTAL
Foundry

Formula(Disk Usage) (VAR_DISK_USAGE * 100) / VAR_DISK_CAPACITY Argent Foracaster Only.

HP Hardware
HP JetDirect

HP Switch

1M ATM Switch

18M Director
Retrieve Performance Data For Argent Forecaster Only

Interface (RFC 1213)
LAN Manager (I Fire Separate Events For Each Broken Instance

Lannet [ Fail Rule If Data Is Not Available Or Nonexistent

Lexmark (@ save Performance Data To The Argent Forecaster Using Data Store:
ettoe: [ Post Event Even If The Same Event I Still Outstanding (Unanswered)

00 50 Only After [ 1] Hour[ 0] Minutes Since Event Is Post

[ 1onore The Same Outstanding Event If Alerts Were Fired More Than [ 1 || Hour| 0[] Minutes Ago

{0 Post Event Only After Rule Is Broken | 2 or More Times

Netscreen

Novell

os

printer (RFC 2707)

Printer (RFC 2790) Reset Counter

System @ After Event Is Post

ups @ After Event Is Answered

Windows @ After The Actual Condition Is Corrected
SNMP Trap Rules
DeviceMagic Port Rules

Category:

Copyright © 1991-2025 Argent Software. All Rights Reserved Admin User: ANYTIME-SUPPORT\Triv (Client IP: ::1 Security: Smart)

Check Retrieve Performance Data For Argent Forecaster Only option to only save performance metrics to

Argent Forecaster, no Alert is fired.

Fire Separate Events For Each Broken Instance option fires separate Alerts for each broken condition.
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SNMP Trap Rules

SNMP Traps are unsolicited SNMP information packets sent from any SNMP-compliant device to an SNMP

manager, such as Argent Omega.

Traps can be sent for many reasons, such as hard drive failures, cooling fans that are not spinning at the right
speed (or spinning at all), network interfaces suddenly dropping, or even for simple informational reasons like

the SNMP service starting.

SNMP Rules run in Relators at scheduled intervals, so issues like a fan problem that occurs briefly might not
be noticed. However, if the device sends an SNMP trap indicating the fan is not running properly, Argent can

notify immediately.

SNMP Trap Monitor definitions can be defined to listen for specific traps or specific information within a trap. If
a trap matches an SNMP Trap Monitor definition that is in Production Mode, Alerts are fired.

The Argent for SNMP comes equipped with the following highlighted pre-defined SNMP Trap Monitor

definitions for a wide variety of devices.

= ARGENT OMEGA (iezsoin R et S

+ 141 SNMP Trap Rukes

1 Bamacuda

4, TRE_BARRACUDA_VPN_EVENT
~ 1 Chedoint

4, TRE_CHECKPOINT_FIREWALL_EVENT
i asco

4, TRP_CISCO_PIX_ADDR_SPOOF_DETECT
4, TRP_CISCO_PIX_DOS_ATTACK

4, TRP_CISCO_PIX_INVALD_PAK_ATTACK

4, TRP_CISCO_PIX_PACKET_FWD_ATTACK

4, TRP_CISCO_PIX_RECON_DETECT

4, TRP_CISCO_PIX_SVC_SPOOF_DETECT

& 4, TRP_EXTREME_CONFIG_CHANGED

4, TRP_EXTREME_CPU_HEALTH_CHECK_FAILED

4, TRS_EXTREME_DOS_ATTACK_DETECTED

4, TRE_EXTREME_FAN_FAILED

4, TRP_EXTRENE_HIGH_CPU_PROCESS
4, TRP_EXTRENE_INVALID_LOGIN_ATTEMPT.
£, TRE_EXTRENE_OVERHEATED

4, TRE_EXTRENE_POWER_FAILURE

4, TRP_EXTREME_STACK_MEMBER_OVERHEAT

» 1 Juniper

1 Sonicwall

4, TRP_SONICWALL_FIREWALL_ATTACK

4, TRP_SONICWALL_FIREWALL_SVSTEM_ERROR
4, TRP_SONICWALL_FIREWALL_WIRELESS_INTRUSION

4, TRP_SONICWALL_VPN_TUNNEL_STATUS_CHANGES

- e
4, TRP_CISCO_VPN_SEC_TUNNEL_EARLY_TERMINATION

4, TRP_CISCO_VPN_SEC_TUNNEL_NO_SA
4, TRP_CISCO_VPN_SEC,_TUNNEL_ PROTOCOL FATLURE
4, TRP_CISCO_VPN_SEC_TUNNEL SETUS_FAILURE

4, TRP_CISCO_VPN_SEC_TUNNEL_START

4, TRP_CISCO_VPN_SEC_TUNNEL_STOP
4, TRP_CISCO_VPN_SEC_TUNNEL_SYSTEM_FAILURE

4, TRP_CISCO_VPN_TUNNEL_CERTIFICATE_FAILURE

", TRP_CISCO_VPN_TUNNEL_NO_SA
4, TRP_CISCO_VPN_TUNNEL_PROTOCOL_FAILURE

4, TRP_CISCO_VPN_TUNNEL_START

4, TRE_CISCO_VPN_TUNNEL_STOP

‘Copyrght © 1991.2025 Argent Software. AllRights Reserved Admin User: ANYTIME SUPPORTYT (Cllent P: :1 Securty: Smart)
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c
Theme ~ Argent Instant Help Logout

Use SNMP MIB: SCO: :CISCO-FIREWALL-MI

Argent Omega for Microsoft 365

Enterprise OID:

[1a6.1.4.19014720
[chwsecuritynotification |-

[evmspocn [
Rule 1s Broken If All Are True v

Argent Omega for Oracle

Argent Omega for SNMP Trap Name:

SNMP Rules Trap Type:
Custom Trap Idenfication
Barracuda Sub-rule Logic:
CheckPoint

elected Trap Message Variable O
cisco

Object Name Condition

chwBasicSecurityEventType 1.3.6.1.4.1.9.9.147.1.1.1.2.1.3

4, TRP_CISCO_PIX_DOS_ATTACK
,f. TRP_CISCO_PIX_INVALD_PAK_ATTACK
rf. TRP_CISCO_PIX_PACKET_FWD_ATTACK
4, TRP_CISCO_PIX_RECON_DETECT
o4, TRP_CISCO_PIX_SVC_SPOOF_DETECT
2, TRP_CISCO_PIX_THIRDPARTY_ATTACK
Extreme Network
Fortigate
Juniper

Sonicwall
Automatic Resolution [ Condition Is Corrected If Recelving A SNMP Trap Specified Below
VPN

Message Display:

DeviceMagic Port Rules
LINK Connectivity Rules
Device Configuration Rules

CISCO VPN Tunnel Rules

Full Detail -
System Default v

(@) save Performance Data To The Argent Forecaster Using Data Store:

Trap Event Format:

(B Post Event Even If The Same Event Is Still Outstanding (Unanswered)

CISCO Remote Access Rules @ oo So Only After \ 1 H Hour [« E Minutes Since Event Is Post
Generic VPN Rules [ 1gnore The Same Outstanding Event If Alerts Were Fired More Than | 1 [ Hour | B vinutes Ago
PowerShell Script Rules @ Post Event Only After Rule Is Broken | 2 or More Times

Argent Omega for SQL Server
: Reset Counter

Copyright © 1991-2025 Argent Software. All Rights Reserved Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security: Smart)
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The following options are configured to handle SNMP Traps:

Select MIB file from Use SNMP MIB combo box. The MIB file is essentially the personality of the device.
The MIB files govern what is possible to do or see via SNMP for a particular device. The MIBs of all common
SNMP devices are already loaded in the combo box. Click “+” button to upload a new MIB file to the combo

box.
Specify trap Enterprise OID in Enterprise OID field.

Whenever an SNMP Trap is sent, it includes an Enterprise OID. This includes the manufacturer ID, and

perhaps a particular class or section of traps related to the sending application.

For example, if a server running Dell OpenManage detects a power supply failure, it can send a trap to Argent.
The Enterprise OID will start with ".1.3.6.1.4.1.674.10892.1". In this example, "674" is Dell's manufacturer ID,
and "10892" is part of OpenManage.

Traps can be filtered by specific trap names and types. Specify Trap Name and Trap Type to define the Trap
filter. This differentiate between trap events — to distinguish between a trap indicating a power supply failure
and a trap showing a fan was inserted more specific information is needed. Otherwise, any trap with a
specified Enterprise OID would create the same alert. Trap Name can also be browsed and selected from
selected MIB file.

Rule broken logic can be selected from Sub-rule Logic combo box:

ARGENT OMEGA (:2ns500) e e ey

Argent Omega for Microsoft 365 e L

Argent Omega for Oracle Enterprise OID: [1.3.5 1.4.1.2620.1.1.0

Argent Omega for SNMP Trap Name: [lwmp ‘-

SNMP Rules Trap Type: enterpriseSpedific - 1 B

SNMP Trap Rules Custom Trap Idenfication

Barracuda Sub-rule Logic: Rul Broken If Any Is True
CheckPoint Rul ken If Any Is True

Selected Trap Message Variable OIDs
TRP_CHECKPOINT_FIREWALL_EVENT Rulé{& Broken I AN Ara True

Object Name oID Condition
cIsco

Extreme Network
Fortigate
Juniper
Sonicwall
VPN
DeviceMagic Port Rules
LINK Connectivity Rules
Device Configuration Rules

CISCO VPN Tunnel Rules

&
-
s

k-
N7
i

CISCO Remote Access Rules
Automatic Resolution [l condition Is Corrected If Receiving A SNMP Trap Specified Below
Generic VPN Rules

Hessngs vy
PowerShell Script Rules ige Display: Full Detail

» [0 Argent Omega for VMware () save Performance Data To The Argent Forecaster Using Data Store:

e

&

Alerts (@ Post Event Even If The Same Event Is Still Outstanding (Unanswered)

Monitoring Groups @ 0o So Only After 1§ Hour - { Minutes Since Event Is Post
Relators

F Y
P

@ 1gnore The Same Outstanding Event If Alerts Were Fired More Than | 1 [5] Hour Minutes Ago

‘Workflo B
i (@ Post Event Only After Rule Is Broken 2 5| or More Times
Macros
Reset Counter
Calendars

Copyright © 1991-2025 Argent Software. All Rights Reserved Admin User: Anytime-Support\Triv (Client [P: 192.168.37.195 Security: Smart)

Argent Software — All Rights Reserved Page 36 of 56



A sub-rule condition can be added by clicking the “+” button. A sub-rule definition dialog will pop up, where the

rule condition can be defined. Sub-rule conditions should be added in the same way as in SNMP rules.

Condition Is Corrected If Receiving A SNMP Trap Specified Below option can be used to trigger a

condition corrected event when receiving a specific SNMP trap.

In many cases, one SNMP Trap is effectively canceled out by another SNMP Trap. For instance, if the power

fails trap is sent; then the UPS kicks in and a different trap is sent.

If utility power is restored (hopefully before the battery dies), the UPS could send a trap indicating as such.
Argent can be configured to mark the event generated by the "on battery" trap when the "back on normal
power" trap comes through. Check the option Condition Is Corrected If Receiving A SNMP Trap Specified
Below, then define the Trap Enterprise OID List and Trap SNMP Filter sections in the same way as above, but

with the settings for the "normal power" trap.

)
ARGENT OMEGA (2.2a-2501-8) H:ve The?ne' Argsmlrfstunlmlp Aboout Lgux

Argent Omega for Microsoft 365

&

Argent Omega for Oracle

Argent Omega for SNMP

SNMP Rules

SNMP Trap Rules

Barracuda

CheckPoint

[31 TRP_CHECKPOINT_FIREWALLEVENT]
cIsco Automatic Resolution [ condition Is Corrected If Receiving A SNMP Trap Spedified Below

sl : ]
Juniper 1 ic: Rule Is Broken If Any Is True v

Sonicwall
veN Selected Trap Message Variable OIDs (Auto Resolution)

o
&)
E

DeviceMagic Port Rules Object Name Condition
LINK Connectivity Rules

Device Configuration Rules

CISCO VPN Tunnel Rules

CISCO Remote Access Rules

Generic VPN Rules
Powershell Script Rules
» 1 Argent Omega for SQL Server
» 14 Argent Omega for VMware
Alerts

Manitoring Groups

Workflows Trap Event Format: System Default -

Macros
[l save Performance Data To The Argent Forecaster Using Data Store:

Calendars
Copyright © 1991-2025 Argent Software. All Rights Reserved Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security: Smart)
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DeviceMagic Port Rules

DeviceMagic Port Rules monitors the switches without dealing with individual, explicit MIBs and OIDs.

DeviceMagic Port Rules monitors the following for switch host as well as individual ports:

e  Up/Down Status
¢ In/Out Bandwidth Usage (MBPS)

o Packet Latency and Packet Loss

)
ARGENT OMEGA (2.2A-2501-8) - Argsnt!n‘a(aane!p Avgut mgm

cisco
Extreme Network
Fortigate
Juniper
Sonicwall
VPN
DeviceMagic Port Rules
& DPT_PORT_COMPREHENSIVE
& DPT_PORT_DOWN
= DPT_PORT_MBPS_PREDICTOR_ONLY
= DPT_PORT_PACKET_LATENCY
B8 DPT_PORT_PACKET_LOSS
& DPT_PORT_STATUS
DPT_PORT.
LINK Connectivity Rules
Device Configuration Rules
CISCO VPN Tunnel Rules
CISCO Remote Access Rules
Generic VPN Rules
PowerShell Script Rules
Argent Omega for SQL Server
Argent Omega for VMware
Alerts
Monitoring Groups
Relators
Workflows
Macros
Calendars

Administration

Copyright © 1991-2025 Argent Software. All Rights Reserved

Do Ping Test On Device

Do Ping Test On Connected Neighbors
Report Down Switch Ports @
Report Switch Port When Status Changes [}
[ Correct Condition When Port Status Becomes Up
Test Ping Blast Packet Loss.
Test Ping Blast Packet Latency
Test Port In Mbps
Test Port Out Mbps
Test Port In/Out Mbps
Only Test Ports Matching Criteria
SNMP Context Names: | K]

[ Fail Rule If Data Is Not Available Or Nonexistent

[@ save Performance Data To The Argent Forecaster Using Data Store:
[ Post Event Even If The Same Event Is Still Outstanding (Unanswered)

0o So only After [ Minutes Since Event Is Post
[ 1gnore The Same Outstanding Event If Alerts Were Fired More Than ] Hour | Minutes Ago
[ Post Event Only After Rule Is Broken I r More Times.

Reset Counter

@ After Event Is Post

@ After Event Is Answered

@ After The Actual Condition Is Corrected

Category: [

Subcategory:

Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security: Smart)
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Check the option Do Ping Test On Device to check the connectivity of a SNMP device by doing a Ping test.

Check the option Do Ping Test On Connected Neighbors to check the connectivity of neighbor switches

connected to a switch by doing a Ping test.

Check the option Report Down Switch Ports to Alert when the status of any switch port is down. Sample Rule

execution result is below:

[First time test status of port 'gide’ (Down)
IGNORED port ‘gid1’ settings
IGNORED port 'gi32" set:
IGHORED port 'gi33'. Reason: CMDB-X settings
GNORED port ‘gil4’. : ODB-X settings
: ODB-X settings

1GNORED port 'gi40". Reason: CHDI
First time test status of port

e
settings
First time test status of port 'giaa’ (Up)
IGNORED port ‘gid5’. Reason: CMDB-X settings
IGNORED port 'gi46'. Reason: CMDB-X settings
IGHORED port 'gia7’. Reason: CMDB-X settings
First time test status of port 'gi48’ (Up)
First time test status of port 'gi49' (Up)
First time test status of port 'gise’ (Up)
First time test status of port 'gi51' (Up)
First time test status of port 'gi52' (Up)
First time test status of port 'Pol' (Up)
IGNORED port 'Po2'. Reason: CMDB-X settings
IGMORED port 'Po3’. Reason: CMDB-X settings
IGNORED port 'Poa’. Reason: CMDB-X settings
IGNORED port 'Po5’. Reason: CMDB-X settings

IGORED noct 'Pof’. Beasan: CMDA-Y settine

Argent Software — All Rights Reserved
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Check the option Report Switch Port When Status Changes to Alert when the status (Up or Down) of any

switch port is changed.

Check the option Test Ping Blast Packet Loss to check packet loss (%) for a device connected to each port
of SNMP managed switch. The packet loss % threshold value needs to be configured. Also, the ping blast
parameters, such as number of ping requests, packet buffer size and Time To Live (TTL), need to be

configured.

Time To Live (TTL) refers to the amount of time or “hops” that a packet is set to exist inside a network before

being discarded by a router.

)
ARGENT OMEGA (2.2A-2501-8) Yhs?\e' Argemln(sloanelp Agul Lgu\

e Test Ping Blast Packet Loss

Extrame Network [ Acceptable Limit Value:
Fortigate [ Approaching Limit Value:
Juniper @ At Limit value:

Sonicwall [ Exceeding Limit Value:
veN B ajor Overload value:

Sl [ Retrieve Performance Data For Argent Forecaster Only

= DPT_PORT_COMPREHENSIVE

Test Ping Blast Packet Latency

&= DPT_PORT_DOWN

= DPT_PORT_MBPS_PREDICTOR_ONLY TeALRGL I HEgS

8 DPT_PORT_PACKET_LATENCY Test Port Out Mbps
DPT_PORT_PACKET_LOSS Test Port In/Out Mbps

= DPT_PORT_STATUS . .
Only Test Ports Matching Criteria
& DPT_PORT_STATUS_CHANGED

LINK Connectivity Rules SNNP Conatisxt Naies:

5 A
Device Configuration Rules iy Bt Rarametees

Ping Requests To Send: Iy -
CISCO Remote Access Rules - =
————— e —— EBsw

PowerShell Script Rules Time To Live (TTL): Seconds

Argent Omega for SQL Server

CISCO VPN Tunnel Rules

Argent Omega for VMware [ il Rule If Data Is Not Available Or Nonexistent

Alerts
[ save Performance Data To The Argent Forecaster Using Data Store:  [JELe IS} v

Monitoring Groups
& [ Post Event Even If The Same Event Is Still Outstanding (Unanswered)
Relators

Workflows [ oo So Only After = Hour | o [ Minutes Since Event Is Post B -
F— [ 19nore The Same Outstanding Event If Alerts Were Fired More Than = Hour o |5 minutes Ago

Caiandine [ Post Event Only After Rule Is Broken 2 =] or More Times

Administration Reset Counter

Copyright © 1991-2025 Argent Software. All Rights Reserved Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security: Smart)
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The following is a sample Rule:

[Target Machine: 192.168.111.4

Test At: SQL2019-TESTOL
Test Time: Mon, 27 Jan 2025 88:22:21 (UTC)

[Test User: ANYTIME-SUPPORT\Triv

*** Rule is Not Broken ***

Argent Forecaster Data
\\192.168.111.4\SH¥P Switch(192.168.111.8)\% Packet Loss = 0.00

----------- Trace Information ------==-=s=-
First Time checking switch ports
successfully Pinged 192.168.111.4

iSent 10 ping requests

Ping Blast: 10/6 (Success/Failure)

Ping Blast Packet Loss = 0.00%

Dowrioad Reut

Check the Test Ping Blast Packet Latency option to check the packet latency in milliseconds for a device
connected to the port of SNMP managed switch. The packet latency milliseconds threshold value needs to be
configured. Also, the ping blast parameters, such as number of ping requests, packet buffer size and Time To
Live (TTL), also need to be configured. Time To Live (TTL) refers to the amount of time or “hops” that a packet

is set to exist inside a network before being discarded by a router.

# o ¢ (2] (0]

Home Theme ~ Argent Instant Help About Logout

cisco
Test Ping Blast Packet Loss

Extreme Network

Fortigate Test Ping Blast Packet Latency

Juniper (B Acceptable Limit Value:
Sonicwall (B Approaching Limit Value: 300
ven @At Limit Value: ms
~ 141 DeviceMagic Port Rules B Exceading Limit Value: [ sofms
B DPT_PORT_COMPREHENSIVE .Mijﬂr Overload Value: ‘E =

| CEIZPORE. DOWN [ Retrieve Performance Data For Argent Forecaster Only

= DPT_PORT_MBPS_PREDICTOR_ONLY
Test Port In Mbps

Test Port Out Mbps
=8 DPT_PORT_PACKET_LOSS

&8 DPT_PORT_STATUS Test Port In/Out Mbps

& DPT_PORT_STATUS_CHANGED Only Test Ports Matching Criteria
LINK Connectivity Rules

SNMP Context Names:
Device Configuration Rules

CISCO VPN Tunnel Rules Ping Blast Parameters
CISCO Remote Access Rules Ping Requests To Send: -

Generic VPN Rules
Send Buffer Size: s
owasbel S Rus CezBer
Argent Omega for SQL Server Time To Live (TTL): \Eﬂ Saains

» 10 Argent Omega for VMware
Alerts (@ Fail Rule If Data Is Not Available Or Nonexistent

Monitoring Groups [@ save Performance Data To The Argent Forecaster Using Data Store: {default} v

Relators [ Post Event Even If The Same Event Is Still Outstanding (Unanswered)

Workflows oo soony after [ 1|8 Hour [ o |5l Minutes Since Event 1s post

M3oro% [ 1gnore The Same Outstanding Event If Alerts Were Fired More Than | 1[4 Hour |0 [ Minutes Ago
[ Post Event Only After Rule Is Broken | 2] Or More Times

Calendars
Administration

Copyright © 1991-2025 Argent Software. All Rights Reserved Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security: Smart)
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And the Rule result looks like the following:

Test Rule

192.168.111.4

[Target Machine:

Test At: SQL2019-TESTOL
Test Time: Mon, 27 Jan 2025 88:27:42 (UTC)

ANYTIME-SUPPORT\Triv

*** Rule is Not Broken ***

Argent Forecaster Data
\\152.168.111.4\5KP Switch(192.168.111.8)\Ping Latency (ms) = 10.00

Trace Information
First Time checking switch ports
successfully Pinged 192.168.111.4
[sent 10 ping requests
Ping Blast: 10/0 (Success/Failure)
Ping Blast Packet Latency = 10.00 ms

p——

Use options Test Port In Mbps, Test Port Out Mbps and Test Port In/Out Mbps to test a switch port’s In and
Out bandwidth usage.

Use option Only Test Ports Matching Criteria to check the switch ports that match specified criteria.

Copyright © 19912025 Argent Software. All Rights Reserved

cisco

Extreme Network

Fortigate

Juniper

Sonicwall

VPN

DeviceMagic Port Rules

8 DPT_PORT_COMPREHENSIVE
& DPT_PORT_DOWN

& DPT_PORT_MBPS_PREDICTOR_ONLY

B DPT_PORT_PACKET_LATENCY
B8 DPT_PORT_PACKET_LOSS

DPT_PORT

& DPT_PORT_STATUS_CHANGED

LINK Connectivity Rules
Device Configuration Rules
CISCO VPN Tunnel Rules
CISCO Remote Access Rules
Generic VPN Rules
PowerShell Script Rules
Argent Omega for SQL Server
Argent Omega for VMware
Alerts
Monitoring Groups
Relators
Workflows
Macros
Calendars
Administration

o (44 (2] (O]
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) Acceptable Limit Value:
(B Approaching Limit Value:
@ At Limit value:

) Exceeding Limit Value:

@ Major Overload Value: [ 1000 [ ms

[l Retrieve Performance Data For Argent Forecaster Only
Test Port In Mbps
Test Port Out Mbps

Test Port In/Out Mbps

R (R -

Only Test Ports Matching Criteria

SNMP Context Names: @

Ping Blast Parameters

Ping Requests To Send: m -

Seconcs

@ Fail Rule If Data Is Not Available Or Nonexistent

(@ 52vepaformance Data o The Argen Forcastar Using Data Sore

. Post Event Even If The Same Event Is Still Outstanding (Unanswered)

0o So Only After | 1B Hour |
[ 1gnore The Same Outstanding Event If Alerts Were Fired More Than 1[5 Hour |

Send Buffer Size:

Time To Live (TTL):

0 5 Minutes Since Event 1s Post
0 H Minutes Ago

@ Post Event Only After Rule Is Broken 2 H Or More Times

Reset Counter
@ After Event Is Post

@ After Event Is Answered

Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security: Smart)
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And the Rule result looks like below:

Test Rule

Test At: SQLZ015-TESTL
[Test Time: Mo, 27 Jan 2625 08:40:33 (UTC)

Test User: ANYTIME-SUPPORT\Triv

*** Rule is Not Broken ***

Argent Forecaster Data --
\\192.168.111.4\SNP Switch(192.168.111.4)\% Packet Loss = 0.00
\\192.168.111.4\5NHP Switch(192.168.111.4)\Ping Latency (ms) = 10.00

-~ Trace Information --

First Time checking switch ports

Successfully Pinged 192.168.111.4

Isent 10 ping requests

Ping Blast: 10/@ (Success/Failure)

Ping Blast Packet Loss = 0.00%

Ping Blast Packet Latency = 10.00 ms

Successfully connected and queried sysObjectld: 1.3.6.1.4.1.318.1.3.27
successfully queried port status

Successfully connected to managed switch '192.168.111.4' and queried switch ports

Download Result
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LINK Connectivity Rules

These Rules fire alerts if either a new connection to a neighbor switch is established or an existing neighbor

switch connection is lost.

ARGENT OMEGA (2.24-2501-8)

Tool Sets

Argent Omega Baseline
Argent Compliance Automator
Argent Omega Web Defender
Argent Omega for Active Directory
Argent Omega for Exchange
Argent Omega for Microsoft 365
Argent Omega for Oracle
Argent Omega for SNMP

SNMP Rules

SNMP Trap Rules

DeviceMagic Port Rules

LINK Connectivity Rules

LINK_ANY_CH

LINK_LOSS_NEIGHBOR
i LINK_NEW_LINK
Device Configuration Rules
CISCO VPN Tunnel Rules
CISCO Remote Access Rules
Generic VPN Rules
Powershell Script Rules
Argent Omega for SQL Server
Argent Omega for VMware
Alerts
Monitoring Groups
Relators
Workflows
Macros

Calendars
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Rule Ts Broken If Any Of Following Condition Ts True
[@ Lose Connection To Neighbor Switch

New Connection Is Discovered

[ use SNMP Context Names @)

) Fail Rule 1f Data Is Not Available Or Nonexistent

d (4

Home Theme ~ Argent Instant Help

[ save Performance Data To The Argent Forecaster Using Data Store:

[ Post Event Even If The Same Event Is Still Outstanding (Unanswered)

[ 0o So Only After = Hour | inutes Since Event I Post

[ 1gnore The Same Outstanding Event If Alerts Were Fired More Than |

[ Post Event Only After Rule Is Broken 2 [=] or More Times

Reset Counter
@ After Event Is Post
@ After Event Is Answered

@ After The Actual Condition 1s Corrected

Category: [

Subcategory: |

Application: [cdefauy

(B rour [ o[F minutes ago

Reference URL: l {default}

I

CouEOICoRieat; (== Neighbor Links Changed ==+

I

{default} ~ [EE] (defaulty

Access Control: @)

Description:

B 7 U rormatBlock ¥ Font g

B (Others) (Owner: ANYTIME-SUPPORT\Triv 2)

(2] O

About Logout

Full Screen

his sample Rule fire alerts i either a new neighbor link is established or neighbor link is fost

Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security: Smart)

Check the option Lose Connection To Neighbor Switch to fire and Alert if the connection to an existing

neighbor switch is lost.

Check the option New Connection Is Discovered to fire an Alert if a new neighbor switch connection is

established.
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Device Configuration Rules

Cisco and Cisco-like devices can be configured to allow the execution of the show running-config or show

run commands. These commands compile the current configuration and dump out to terminal.

This facility uses the same mechanism to back up the device's configuration to the central Argent SQL

database. Customers can then view all the versions that have been backed up.

This new facility is a completely automated control and patch management solution for all Cisco and

Cisco-like devices.

The device backup can be configured in the CMDB-X section.

Device Backup

Select the protocol and click OK. The following highlighted CMDB-X properties need to be configured:

)
ARGENT OMEGA (2.2A-2501-8) Tha‘rnn.e' Argent\rSslcntHelp Agul Logm

Network Group Or Machine ias Licensed ~ Suspend/Maintenan... Location

192.168.110.54 Windows Server ¥ Ports

192.168.110.61 | Windows Workstation Neighbors

192.168.110.63 Windows Workstation Device Terminal

192.168.110.65 | Windows Workstation

192.168.110.73 1P Device Keep Last Versions

192.168.110.75 | 1P Device ¥ Group 1

192.168.111.1 1P Device

¥ Group 2

» Group 3

T
192.168.111.18 1P Device

192.168.111.2 1P Device » SNMP Managed

¥ Hardware

192.168.111.3

» TCP Parameters

192.168.111.7 System Info Caching Minutes
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For more details about device backup configuration please refer the Argent KBI
https://help.argent.com/Article/1748

Argent Omega for SNMP Tool Sets contains Device Configuration Rules to backup and monitor the

configuration changes.

)

ARGENT OMEGA (2.2A-2501-8) The?\e' Argennn(slanmelp Ab?ur Logm

Tool Sets
Argent Omega Baseline
Argent Compliance Automator
Argent Omega Web Defender
Argent Omega for Active Directory
Argent Omega for Exchange
Argent Omega for Microsoft 365
Argent Omega for Oracle
Argent Omega for SNMP

SNMP Rules

Device Monitor Option
@ Backup Configuration Only

@ eackup Configuration And Fire Event If Device Configuration Has Changed

Command Response Timeout: [ 3] seconds

@ il Rule If Failed To Connect To Device

{l Save Performance Data To The Argent Forecaster Using Data Store: ||

(@ Post Event Even If The Same Event Is Still Outstanding (Unanswered)

SNMP Trap Rules [ 0o So Only After | 1 1] Hour 0 [5] Minutes Since Event Is Post
ReVicaAgc PO Qulk [ 1gnore The Same Outstanding Event If Alerts Were Fired More Than | i o 1] Minutes Ago
HINK Conrfeciiyity Rifes [l Post Event Only After Rule Is Broken | 2[5 or More Times

Device Configuration Rules
$ DCB_BACKUP_AND_DETECT_CHANGE
*, DCB_BACKUP_ONLY

SIstH VRN Rianal Rules @ After The Actual Condition 1s Corrected

CISCO Remote Access Rules

Generic VPN Rules Ccategory: [

PowerShell Script Rules
o Subcategory: [

Argent Omega for SQL Server

Argent Omega for VMware Application: [tdefauity

Alerts 2
Reference URL: 1(defaull}

Monitoring Groups

Rl Console Comment: {,u Backup Only === I

Workllows Access Control: @) {default} ~ [N (default)

Macros

P (Others) (Owner: ANYTIME-SUPPORT\Triv )

Description:
Calendars e
Administration B 7 U FormatBlock v Font v i1y Av 8vE=E= ==} I & Full Screen
is sample rule saves device configuration to database

Copyright © 1991-2025 Argent Software. All Rights Reserved Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security: Smart)

Choose Backup Configuration Only option to back up the device's configuration to the Argent SQL database.

Choose Backup Configuration And Fire Event If Device Configuration Has Changed option to backup and

fire Alert for configuration changes.
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CISCO VPN Tunnel Rules

Merely deploying a Virtual Private Network (VPN) alone does not guarantee smooth IT operations -- constantly

monitoring of VPN connections (VPN Tunnel Monitoring) for possible bandwidth constraints and security

threats is needed.

Argent Omega can show the full picture of VPN activities, including:

e  Who - logon user

e  Where — remote IP and geolocation of city, region, and country

¢  When — start time, end time, and duration of the VPN session

e What - protocol, in/out total bytes, and calculated bandwidth usage

Argent Omega offers the following set of Rules to monitor CISCO VPN Tunnels:

Global Statistics Rules

Configure Global Statistics Rules to monitor the following parameters:

. Site-to-Site VPN tunnel count

e In/Out Bandwidth Usage

¢ Bad VPN connections and connections that drops too many packets

ARGENT OMEGA (2.2A-2501-8)

SNMP Trap Rules
DeviceMagic Port Rules
LINK Connectivity Rules
Device Configuration Rules
CISCO VPN Tunnel Rules
Global Statistics
CISCO_TUNNEL_GLOBAL_BAD_CONNECTIONS
@ CISCO_TUNNEL_GLOBAL_HIGH_VPN_DOWNLOAD
@ CISCO_TUNNEL_GLOBAL_HIGH_VPN_UPLOAD
@ CISCO_TUNNEL_GLOBAL_STAT_PRD
& CISCO_TUNNEL_GLOBAL_TOO_MANY_TUNNELS
VPN Tunnel Activity
CISCO_TUNNEL_VPN_FROM_ALLOWED_LOCATIONS
@ CISCO_TUNNEL_VPN_ONE_TUNNEL_ONE_LOCATION
@ CISCO_TUNNEL_VPN_TUNNEL_CREATED
@ CISCO_TUNNEL_VPN_TUNNEL_TERMINATED
Peer Lost
CISCO Remote Access Rules
Generic VPN Rules
PowerShell Script Rules
» 1 Argent Omega for SQL Server
» 0 Argent Omega for VMware

Alerts

Monitoring Groups

Relators

Workflows

Macros

Calendars

Administration
<
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) Reference URL:

Rule Ts Broken If Any Of Following Condition Ts True
[ Active Tunnel Count Exceeds

{0 Average In Bandwidth Usage Exceeds 00 [+ megabits/s

{8 Average Out Bandwidth Usage Exceeds 00 [B Megabits/s

[ Average In/Out Bandwidth Usage Exceeds 100 [ Megabits/s

[ 1n Drop Packets Exceeds 100 8 Packets/s

{0 out Drop Packets Exceeds 0[] packets/s
(B use SNMP Context Names (@)

(B Retrieve Performance Data For Argent Forecaster Only

(@ il Rule If Data Is Not Available Or Nonexistent

[ save Performance Data To The Argent Forecaster Using Data Store:
() Post Event Even If The Same Event Is Still Outstanding (Unanswered)
o [5] Minutes Since Event Is Post

8 0o So Only After | 1 [ Hour

(B 1gnore The Same Outstanding Event If Alerts Were Fired More Than 1[5 Hour | | Minutes Ago
(@ Post Event Only After Rule Is Broken | 28] or More Times

Reset Counter

Subcategory:

Application: [1defauity

[(deﬂamt)
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Home Theme ~

Argent Instant Help About Logout

Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security: Smart)
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Check Active Tunnel Count Exceeds option to alert if Site-to-Site VPN tunnel count exceeds specified

threshold.

Use options Average In Bandwidth Usage Exceeds, Average Out Bandwidth Usage Exceeds and

Average In/Out Bandwidth Usage Exceeds to monitor the bandwidth usage.

Use options In Drop Packets Exceeds and Out Drop Packets Exceeds to monitor the VPN connections

dropping too many packets.

ARGENT OMEGA (2.2A-2501-8)

SNMP Trap Rules

DeviceMagic Port Rules

LINK Connectivity Rules

Device Configuration Rules

CISCO VPN Tunnel Rules
Global Statistics

@ CISCO_TUNNEL_GLOBAL_HIGH_VPN_DOWNLOAD
@ CISCO_TUNNEL_GLOBAL_HIGH_VPN_UPLOAD
@ CISCO_TUNNEL_GLOBAL_STAT_PRD
@ CISCO_TUNNEL_GLOBAL_TOO_MANY_TUNNELS
VPN Tunnel Activity
@ CISCO_TUNNEL_VPN_FROM_ALLOWED_LOCATIONS
@ CISCO_TUNNEL_VPN_ONE_TUNNEL_ONE_LOCATION
@ CISCO_TUNNEL_VPN_TUNNEL_CREATED
@ CISCO_TUNNEL_VPN_TUNNEL_TERMINATED
Peer Lost
CISCO Remote Access Rules
Generic VPN Rules
PowerShell Script Rules
Argent Omega for SQL Server
Argent Omega for VMware
Alerts
Monitoring Groups
Relators
Workflows
Macros
Calendars

Administration
<
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Rule Ts Broken If Any Of Following Condition Ts True

(B Active Tunnel Count Exceeds oS
[ Average In Bandwidth Usage Exceeds | megabits/s
(B Average Out Bandwidth Usage Exceeds 00 15 Megabits/s
B Average In/Out Bandwidth Usage Exceeds 100 :| Megabits/s

10 a Packets/s

{8 1n Drop Packets Exceeds

Out Drop Packets Exceeds

) Reference URL:

(B use SNMP Context Names (@)

[l Retrieve Performance Data For Argent Forecaster Only

(@ rail Rule If Data Is Not Available Or Nonexistent

[ 5ave Performance Data To The Argent Forecaster Using Data Store:
[ Post Event Even If The Same Event Is Still Outstanding (Unanswered)
o |5 Minutes Since Event Is Post

[ 0o So Only After 1 1] Hour

[ 1grore The Same Outstanding Event If Alerts Were Fired More Than | + |5 Hour | o [5] inutes Ago

(@ Post Event Only After Rule Is Broken | 2 5] or More Times
Reset Counter
@ After Event Is Post

ter Event Is Answered

@ After The Actual Condition Is Corrected

Category: ‘

Subcategory: [

Application: [(detault)

1 {default}
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Theme ~

(44 (2] S}

Argent Instant Help About Logout

Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security: Smart)
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VPN Tunnel Activity Rules

Configure VPN Tunnel Activity Rules to alert for the following VPN activities:

. New VPN connection created

e  Existing VPN connection terminated

¢ VPN connection coming from location that should have no employees working

e  Multiple connections coming from the same remote IP, which is unusual unless both residents work

for the same company

Argent Omega for Exchange
Argent Omega for Microsoft 365

Argent Omega for Oracle

»
»
»

Argent Omega for SNMP
SNMP Rules
SNMP Trap Rules
DeviceMagic Port Rules
LINK Connectivity Rules
Device Configuration Rules
CISCO VPN Tunnel Rules
Global Statistics
VPN Tunnel Activity

& CISCO_TUNNEL_VPN_FROM_ALLOWED_LOCATIONS ]

@ CISCO_TUNNEL_VPN_ONE_TUNNEL_ONE_LOCATION
@ CISCO_TUNNEL_VPN_TUNNEL_CREATED
@ CISCO_TUNNEL_VPN_TUNNEL_TERMINATED
Peer Lost
CISCO Remote Access Rules
Generic VPN Rules
Powershell Script Rules
» 10 Argent Omega for SQL Server
» {1 Argent Omega for VMware
Alerts
Monitoring Groups
Relators
Workflows
Macros
Calendars

Administration
| ‘4
Copyright © 1991-2025 Argent Software. All Rights Reserved

Sl console Comment:

L]

Home Theme ~

Rule Ts Broken If Any Of Following Condition Ts True

[ Active Tunnel Count Exceeds

Multiple VPN Connections Come From Same IP Addre:

(8 New VPN Tunnel Is Established

8 VPN Tunnel Has Been Terminated

[ use SNMP Context Names @)
[ Retrieve Performance Data For Argent Forecaster Only
(@ Fail Rule If Data Is Not Available Or Nonexistent

[l save Performance Data To The Argent Forecaster Using Data Store:

[ Post Event Even If The Same Event Is Still Outstanding (Unanswered)

[ 0o So Only After | 1 =] Hour | Minutes Since Event Is Post

[ 1gnore The Same Outstanding Event If Alerts Were Fired More Than | 1[5 Hour =| Minutes Ago

(@ Post Event Only After Rule Is Broken 2 = or More Times

Reset Counter

Subcategory: [

Application: | {defaulty

Reference URL: | {default}

|“" VPN Tunnel Comes From Unknown Location ===

d (44 (2] O

ArgentinstantHelp ~ About  Logout

Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security: Smart)

Check VPN Connection Come From Locations Not Allowed option to alert if VPN connection comes from

specific locations. Locations need to be selected from the combo box.

Check Multiple VPN Connections Come From Same IP Address option to alert if multiple VPN tunnels

come from same IP address.

Check New VPN Tunnel Is Established option to alert when a new VPN tunnel is created.

Check VPN Tunnel Has Been Terminated option to alert when an existing tunnel is terminated.
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Peer Lost Rules

This Rule monitors the connectivity health of Site-to-Site VPN Tunnels. A spike of peer lost errors indicates
deteriorating network connections. Configure this to alert if the number of peer lost failures exceeds the
threshold within a specific period.

)

(2.2A-2501-8) Theme ~ Argent Instant Help About Logout
ARGENT OMEGA AT e

' Rule s Broken If Peer Lost Failures Exceed wa In Past s B Minutes
Argent Compliance Automator =

Argent Omega Web Defender [ use SNMP Context Names (@)

Argent Omega for Active Directory @73l Rule 1f Data Is Not Available Or Nonexistent
Argent Omega for Exchange

[ save Performance Data To The Argent Forecaster Using Data Store:

Argent Omega for Microsoft 365

@@ post Event Even If The Same Event Is Still Outstanding (Unanswered)

Argent Omega for Oracle . -
@ 0o So Only After 1 = 0 = Minutes Since Event Ts Post
Argent Omega for SNMP

bk B 19n0re The Same Outstanding Event If Alerts Were Fired More Than | 1 5] Hour 0 [5] Minutes Ago

SNMP Trap Rules (@ Post Event Only After Rule Is Broken Or More Times
DeviceMagic Port Rules Reset Counter

LINK Connectivity Rules @ after Event Ts Post

Device Configuration Rules @ After Event Is Answered

CISCO VPN Tunnel Rules @ After The Actual Condition Is Corrected

Global Statistics

Category: [
VPN Tunnel Activity

Peer Lost Subcategory: |

Application: [tdefauty

CISCO Remote Access Rules

Reference URL:
Generic VPN Rules [tdefauiry ]

PowerShell Script Rules Console Comment: [F= vt peer Lost spike ==~ |

Argent Omega for SQL Server
R TS Access Control: @) (Group) EEFISY Bl (Others)  (Owner: ANYTIME-SUPPORT\Triv 2)
Alerts Description:
Monitoring Groups B 7 U FormatBlock v [Font A = == =i % Full Screen
Relators is sample Rule dtects spike of VPN peer-lost failure
Workflows
Macros
Calendars
Administration i
Copyright © 1991-2025 Argent Software. All Rights Reserved Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security: Smart)

Check the Rule Is Broken If Peer Lost Failures Exceed option and specify the threshold.
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CISCO Remote Access Rules

CISCO Remote Access enables tracking of all users connecting remotely to the organization's network, which

is an important aspect of monitoring logins, logoffs, bandwidth usage, session duration, etc.
Argent Omega offers the following set of Rules to monitor remote access VPN users:
Global Statistics

Configure Global Statistics Rules to monitor following parameters of remote access VPN:

e Remote access VPN session count
¢ Bandwidth used by download over VPN
e Bandwidth used by upload over VPN

e Bad VPN connections and connections that drops too many packets

# o (4 (2] (0]

Home Theme ~ Argent Instant Help About  Logout

Argent Omega for Microsoft 365 Rule Ts Broken If Any Of Following Condition Ts True

Argent Omega for Oradle [ Active Session Count Exceeds 100
Argent Omega for SNMP

a & {0 Average In Bandwidth Usage Exceeds 0 %] Megabits/s
SNMP Rules | v

SNHP Trap Rlles () Average Out Bandwidth Usage Exceeds 00 | Megabits/s

DeviceMagic Port Rules () Average In/Out Bandwidth Usage Exceeds | Megabits/s

LB Conhectyty Riley BB 1n Drop Packets Exceeds 100 [ packets/s

Device Configuration Rules E— . |
- [ out Drop Packets Exceeds 100 |5 packets/s

CISCO VPN Tunnel Rules

CISCO Remote Access Rules

Global Statistics (B use SNMP Context Names (@)

B3 CISCO_RA_GLOBAL_BAD_VPN_CONNECTIONS [l Retrieve Performance Data For Argent Forecaster Only

& CISCO_RA_GLOBAL_HIGH_VPN_DOWNLOAD (@ ~ail Rule If Data Is Not Available Or Nonexistent

CISCO_RA_GLOBAL_HIGH_VPN_UPLOAD
e =St SRR, [ save Performance Data To The Argent Forecaster Using Data Store: {default) -

BB CISCO_RA_GLOBAL_STAT_PRD " "
[l Post Event Even If The Same Event Is Still Outstanding (Unanswered)

® CISCO_RA_GLOBAL_TOO_MANY_SESSIONS = - — =
i Do So Only After | 1 [ Hour | Minutes Since Event Is Post
Remote Access Activity — 3 —pw
(@ 1gnore The Same Outstanding Event If Alerts Were Fired More Than 1 [5] Hour | Minutes Ago

Logon Failure — —
[ Post Event Only After Rule Is Broken 25| or More Times
Generic VPN Rules =

PowerShell Script Rules Reset Counter
Argent Omega for SQL Server ®

Argent Omega for VMware

Monitoring Groups Category:

Relators

Workflows Subcategory: ‘

Macros Application: [<defauity

Calendars

Reference URL:
Administration [1defaut)

Copyright © 1991-2025 Argent Software. All Rights Reserved Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security: Smart)

Check Active Session Count Exceeds option to alert if Site remote access VPN session count exceeds
threshold.

Use options Average In Bandwidth Usage Exceeds, Average Out Bandwidth Usage Exceeds and

Average In/Out Bandwidth Usage Exceeds to monitor the bandwidth consumptions.

Use options In Drop Packets Exceeds and Out Drop Packets Exceeds to monitor the VPN connections that

drop too many packets.
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Remote Access Activity Rules
Configure Remote Access Activity Rules to Alert for the following VPN activities:

o  Extreme bandwidth usage
e Very long duration (forgot to sign off?)
¢ VPN connection coming from location that should have no employees working

° Multiple connections coming from the same remote IP, which is unusual unless both residents work

for the same company

)
ARGENT OMEGA (2.2A-2501-8) H:no me?ne' Argenﬂrfslamne!p Abooul Lgm

Argent Omega for Microsoft 365
Rule Ts Broken If Any Of Following Condition Ts True

Argent Omega for Oracle
Argent Omega for SNMP [ 1ncoming Bandwidth Usage Exceeds 0 (5] megabits/s

SNMP Rules [ outgoing Bandwidth Usage Exceeds 0 15| megabits/s

SNMP Trap Rules B 1n/0ut Bandwidth Usage Exceeds 00 [ Megabits/s

DeviceMagic Port Rules A 2
() session Duration Exceeds:
LINK Connectivity Rules

CISCO VPN Tunnel Rules [ Multiple VPN Connections Come From Same IP Address

CISCO Remote Access Rules
Global Statistics @ ven user: Hatchos -18

Remote Access Activity B client Vendor String: |

B CISCO_VPN_USER_ARCHIVE_ONLY (@ Use SNMP Context Names @)

™ CISCO_VPN_USER_FROM_ALLOWED_LOCATIONS B
(@ Retrieve Performance Data For Argent Forecaster Only

B CISCO_VPN_USER_HIGH_BANDWIDTH_USAGE

- (8 Fail Rule If Data Is Not Available Or Nonexistent
CISCO_VPN_USER_LONG_DURATION

(@ save Performance Data To The Argent Forecaster Using Data Store:

B CISCO_VPN_USER_ONE_USER_ONE_LOCATION

Liogon Falkire (@ Post Event Even If The Same Event Is Still Outstanding (Unanswered)

Generic VPN Rules [ 0o So Only After | | Hour o 1= Minutes Since Event Is Post

powerShell Script Rules [ 19r0re The Same Outstanding Event If Alerts Were Fired More Than | Hour | Minutes Ago

Argent Omega for SQL Server [ Post Event Only After Rule Is Broken | or More Times

As for VM
rgent Omega for VMware Raset Shanian

Alerts

Monitoring Groups

Relators

Workflows.

Macros

Calendars

Administration
| < J
Copyright © 1991-2025 Argent Software. All Rights Reserved Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security: Smart)

Use options Incoming Bandwidth Usage Exceeds, Outgoing Bandwidth Usage Exceeds and In/Out

Bandwidth Usage Exceeds to monitor the extreme bandwidth usage.

Check Session Duration Exceeds option to Alert for sessions that exceed specified duration.

Check VPN Connection Come From Locations Not Allowed option to alert if VPN connection comes from

specific locations. Locations need to be selected from the combo box.

Check Multiple VPN Connections Come From Same IP Address option to alert if multiple VPN tunnels

come from same IP address.
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The Rule provides the options to filter the sessions of specific VPN User and Client Vendor String.

<

Argent Omega for Microsoft 365
Argent Omega for Oracle
Argent Omega for SNMP
SNMP Rules
SNMP Trap Rules
DeviceMagic Port Rules
LINK Connectivity Rules
Device Configuration Rules
CISCO VPN Tunnel Rules
CISCO Remote Access Rules
Global Statistics
Remote Access Activity

& CISCO_VPN_USER_ARCHIVE_ONLY

&3 CISCO_VPN_USER_HIGH_BANDWIDTH_USAGE
I CISCO_VPN_USER_LONG_DURATION
B3 CISCO_VPN_USER_ONE_USER_ONE_LOCATION
Logon Failure
Generic VPN Rules
PowerShell Script Rules
Argent Omega for SQL Server
Argent Omega for VMware
Alerts
Monitoring Groups
Relators
Workflows
Macros

Calendars

Copyright © 1991-2025 Argent Software. All Rights Reserved

Rule s Broken If Any Of Following Condition Ts True
—

100 )ng Megabits/s

100 megabits/s

100 JB) megabits/s

) incoming Bandwidth Usage Exceeds
) outgoing Bandwidth Usage Exceeds
8 1n/0ut Bandwidth Usage Exceeds

o:00:00 |

(B session Duration Exceeds:

{8 vPN Connection Comes From Locations Not Allowed: QiU XU

.Muluple VPN Connections Come From Same 1P Address

@ ven user:

(8 client Vendor String:

(@ Use SNMP Context Names @)

(@ Retrieve Performance Data For Argent Forecaster Only

(@ Fail Rule If Data Is Not Available Or Nonexistent

[ save Performance Data To The Argent Forecaster Using Data Store:
@ Post Event Even If The Same Event Is Still Outstanding (Unanswered)

1 E Hour

[ 19r0re The Same Outstanding Event If Alerts Were Fired More Than |

o [ Minutes Since Event Is post

+ [ vour

Do So Only After |

o [ minutes ago

[l Post Event Only After Rule Is Broken Or More Times

Reset Counter
@ Arter Event Is Post
@ After Event Is Answered

@ After The Actual Condition Is Corrected

Category:

Subcategory:

pplication:

¢

Argent Instant Help

About Logout

Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Securi
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Logon Failure Rules

This Rule detects spikes of VPN logon failures, which could indicate ongoing hacking activity.

c

ARGENT OMEGA (2.2a-2501-8) Theme ~ Argent Instant Help About Logout
Argent Compliance Automator Rule Is Broken If Logon Failures Exceed In Past Minutes

Argent Omega Web Defender [ use SNMP Context Names @)
Argent Omega for Active Directory

(@ il Rule If Data Is Not Available Or Nonexistent
Argent Omega for Exchange

[l save Performance Data To The Argent Forecaster Using Data Store: | (. =

Argent Omega for Microsoft 365
—— (& Post Event Even If The Same Event Is Still Outstanding (Unanswered)
Argent Ormeiga for SNMP 00 5o Only After | 18 Hour o [ Minutes Since Event 1s Post
SNMP Rules gnore The Same Outstanding Event If Alerts Were Fired More Than | 1 [ Hour | o [ Minutes ago
SNMP Trap Rules (@ Post Event Only After Rule Is Broken 2 g Or More Times
DeviceMagic Port Rules Rk e
LINK Connectivity Rules @ Arter event 1s post
Device Configuration Rules @ After Event Is Answered
CISCO VPN Tunnel Rules @ After The Actual Condition Is Corrected
CISCO Remote Access Rules

Global Statistics Category: |

Remote Access Activity Subcategory: |

Logon Failure

Application: [tdefauity H

Generic VPN Rules Reference URL: [defauny |

PowerShell Script Rules

Console Comment: [7== ven Authentication Failure Spike === J

Argent Omega for SQL Server
Argent Omega for VMware Access Control: @ {defaulty ~ (&R (defaul (Others) (Owner: ANYTIME-SUPPORT\Triv 2)

Alerts Description:

Monitoring Groups 2
B 7 U FormatBlock w Font = L Ix & Full Screen

Relators

Workflows

Macros

Calendars

Administration

Copyright © 19912025 Argent Software. All Rights Reserved Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Securi
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Generic VPN Rules

Argent Omega for SNMP provides a set of Generic VPN Rules that target any non-CISCO VPN devices. The

following vendors are supported out of the box:

e  Check Point
e Fortinet

e  Juniper

e  SonicWall

o Zyxel

The Rule gathers common performance metrics, such as total tunnels and in/out bandwidth usage. More

importantly, it provides unique security features for real-time alerts for potential hacking:

. VPN tunnel creation

) VPN tunnel termination

e VPN connection coming from locations that should have no employees working

. Multiple connections coming from the same remote IP, which is unusual unless both residents work

for the same company

ARGENT OMEGA (2.2A-2501-8)

SNMP Rules

SNMP Trap Rules
DeviceMagic Port Rules
LINK Connectivity Rules
Device Configuration Rules
CISCO VPN Tunnel Rules

CISCO Remote Access Rules

Generic VPN Rules

Checkpoint

Fortinet

Juniper

Sonicwall

VPN_SONICWALL_FROM_ALLOWED_LOCATIONS

@ VPN_SONICWALL_HIGH_BANDWIDTH_USAGE
@ VPN_SONICWALL_ONE_USER_ONE_LOCATION

@ VPN_SONICWALL_SESSION_TOTAL
@ VPN_SONICWALL_TUNNEL_CREATED

@& VPN_SONICWALL_TUNNEL_TERMINATED

» 1 Zyxel

PowerShell Script Rules

i

'
=
N
a

» [ Argent Omega for SQL Server
» [0 Argent Omega for VMware

Alerts

Monitoring Groups

Relators

Workflows

Macros

Calendars

Administration
Copyright © 1991-2025 Argent Software. All Rights Reserved

Rule Is Broken If Any Of Following Condition Is True

[ Active Tunnel Count Exceeds 1008

{8 Average In Bandwidth Usage Exceeds 100 [ Megabits/s
[ Average Out Bandwidth Usage Exceeds 100 [ megabits/s
[ Average In/Out Bandwidth Usage Exceeds 100 [ Megabits/s
[ VPN Connection Comes From Locations Not Allowed:

(@ Multiple VPN Connections Come From Same IP Address

() New VPN Tunnel Is Established

B VPN Tunnel Has Been Terminated

[ Use SNMP Context Names @)
[ Retrieve Performance Data For Argent Forecaster Only

[ Fail Rule If Data Is Not Available Or Nonexistent

(44 2] O

Theme ~ Argent Instant Help About Logout

@ save Performance Data To The Argent Forecaster Using Data Store: |

@ Post Event Even If The Same Event Is Still Outstanding (Unanswered)
800 so only After | 1[5 Hour | Minutes Since Event Is Post

[ 1grore The Same Outstanding Event If Alerts Were Fired More Than | 1[5 Hour |
{8 post Event Only After Rule Is Broken 25| or More Times

Reset Counter

® §

@ After The Actual Condition Is Corrected

Category: |

Sl Subcategory: [
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PowerShell Script Rules

This Rule allows the creation of custom PowerShell scripts to monitor SNMP-enabled devices. Two built-in

Rules are available to demonstrate this:

How to enumerate SNMP OID table using PowerShell Script

Tool Sets
Argent Omega Baseline
Argent Compliance Automator
Argent Omega Web Defender
Argent Omega for Active Directory
Argent Omega for Exchange
Argent Omega for Microsoft 365
Argent Omega for Oracle
Argent Omega for SNMP
SNMP Rules
SNMP Trap Rules
DeviceMagic Port Rules
LINK Connectivity Rules
Device Configuration Rules
CISCO VPN Tunnel Rules
CISCO Remote Access Rules
Generic VPN Rules

Powershell Script Rules

@ PS_GET_SYSDESCR
Argent Omega for SQL Server
Argent Omega for VMware

Alerts

Monitoring Groups

Relators

Workflows

Macros

Calendars

Administration

Copyright © 1991-2025 Argent Software. All Rights Reserved

How to read a single

Tool Sets
Argent Omega Baseline
Argent Compliance Automator
Argent Omega Web Defender
Argent Omega for Active Directory
Argent Omega for Exchange
Argent Omega for Microsoft 365
Argent Omega for Oracle
Argent Omega for SNMP
SNMP Rules
SNMP Trap Rules
DeviceMagic Port Rules
LINK Connectivity Rules
Device Configuration Rules
CISCO VPN Tunnel Rules
CISCO Remote Access Rules
Generic VPN Rules
PowerShell Script Rules
@ PS_GET_PORT_STATUS

Argent Omega for SQL Server
Argent Omega for VMware

Alerts

Monitoring Groups

Relators

Workflows

Macros

Calendars

Administration

Copyright © 1991-2025 Argent Software. All Rights Reserved

$rootold = "1.3.6.1.2.1.2.2.1.1"

¢ Ssnmp = $PSPlayer.GetSnmpContext()
$thisoid = $rootoid
$success = $true

2 while($success) {

4 $success = Ssnmp.GetNextSinglevalue(Sthis0id, $false, $false)

6 $ifIndex = $snmp.value

% $this0id = $snmp.oid

$index0id = $snmp.GetTableIndex($root0id)

1
42 if ([string]::IsNullOrEmpty($index0id)) {
$PSPlayer.WriteStatus("End of branch”)

* break
¥

¢ else {
7 $status0id = "1.3.6.1.2.1.2.2.1.8." + $index0id

5 $success = $snmp.GetSingleValue($statusOid, $false, $false)

if ($success) {
2 $value = $snap.value -as [int]
switch($value) {
1 { $PSPlayer.liriteStatus("Ports” + $ifIndex + ~
2 { $PSPlayer.iriteStatus("Ports” + $ifIndex + °
3 { $PSPlayer.liriteStatus("Ports” + SifIndex + “: Testing") }
default { $PSPlayer.uriteStatus("Porta” + $iflndex + ": Unkown (" + $snap.value + ")") }
1

else

{
51 $PSPlayer.Mritestatus("Ports” + $ifIndex + ": (Foiled to query * + Sstatusoid + ")")

] (s

Argent Instant Help
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About Logout

Seconds

(@ Rule Is Broken If Script Timeout

(B save Performance Data To The Argent Forecaster Using Data Store:

(@ Post Event Even If The Same Event Is Still Outstanding (Unanswered)

Admin User: Anytime-Support\Triv (Client IP: 192.168.37.195 Security: Smart)

SNMP device metric using PowerShell Script

23 $snmp = $PSPlayer. GetsnapContext()
“¢ Ssuccess = Ssnmp.GetSinglevalue(*1.3.6.1.2.1.1.1.6%, $falze, $false)

if ($success) {

25 $PSPlayer.WriteStatus(“SysDescr Value =
30 }
31 else {

12 $PSPlayer.iriteStatus(“Failed to query OID*)
3}

+ $snmp.Value)

¢

Argent Instant Help

About Logout

Access Control: @

Timeout: oo

[ rule 1s Broken If Script Timeout

[ save Performance Data To The Argent Forecaster Using Data Store:

(@ Post Event Even If The Same Event Is Still Outstanding (Unanswered)
E— 2

00 So only after | 1 Minutes Since Event Is Post

[ 1gnore The Same Outstanding Event If Alerts Were Fired More Than |

—

() Post Event Only After Rule Is Broken 2 = or More Times

Reset Counter

@ After Event Is Post

@ After Event Is Answered

@ After The Actual Condition Is Corrected

Category: |

Subcategory: [

Application: |(aelaul!}

Reference URL: kdemk}

]

Console Comment: = SysDescr ==+

]

T - [ g oo

Description:
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