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Introduction To Argent Omega

The Argent Omega is the next-generation Argent automation product, combining easy-to-use components

with a scalable and reliable architecture.

Argent Omega provides a User Interface, which is a single pane of glass where you can see all the building

blocks of Argent Monitoring products, even from a tablet while you are sitting in Starbucks.

The Argent Alert Mechanism in Argent Omega consolidates events from Primary, Secondary, and Trusted

Generators.

Secondary Generators are the same as Daughter Engines in Argent Advanced Technology products.

Trusted Generators are the same as Trusted Engines in Argent Advanced Technology products.

Prerequisites

If you choose to use the Google Maps option, then a Google API key is required to access Google

Maps in Location, Argent SuperMaps and Argent Topology Maps; apply the API key either in Argent

Omega Setup or Argent Alert Mechanism settings under Generator Settings

A K ) A
» | Tool Sets Google API Key:
,
Alerty Days To Keep Answered/Resolved Events:
» [ Manitoring Groups
Days To Keep Unanswered Events:
» i Relators
Days To Keep Archived Events:
» 4 Macros
~ 14 Calendars
s e Maximum Pending Events To Fire Alerts:
» 4 Holidays Maximum Pending Events To Fire Alerts Per Hour:
~ [ Administration Maximum Pending Events To Process: (Same Node, Rule And Relator From One Product)
&F License (admin Only) Forward SMS Messages To Generator: [ ]
~ [ Generator Settings .
Forward Email Messages To Generator: [ ]
» o Argent Omega
Default Location: NYC -
- Argent Alert Mechanism
» o Argent Forecaster Default Contact: Please Choose: -
» o Argent SIEM-Complete 5
| .

Security
Network Scan
Event Logs
SuperMaps
Topology Maps
» 14 Locations

> Contacts

» [ Argent Reporter
& Tag

X Knowledge Base

B Total Support Interface
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Log-On Screen

Argent has been in the systems
e b e Argent Omega
and has over 2,000 customers
worldwide.

Pre-Production Version

Argent Is the Industry Leader In
Monitoring and Automation Products.

Read More User Name

Copyright € 2022 Argent Software. All Rights Reserved

Argent Omega validates the authenticity of users through a Log-on screen.

There are three types of user accounts:

e Windows User Accounts
¢ Demo Accounts

e [nternal Accounts

The Argent server is typically in an Active Directory Domain environment and the user is authenticated by
Active Directory.

Local Windows user authentication is used instead if the Argent server is standalone or in a Workgroup.
To use Windows user accounts, the best approach is to create a separate user group for Windows users

and assign the required rights.

Demo accounts can be created in the Argent Omega Security section and are used for demonstration

purposes. Demo accounts are read-only accounts and use Argent private authentication to login into Argent
Omega. Demo accounts are usually only used temporarily for initial training and are limited to a few specific

IP addresses. Argent engineers can create demo training accounts for you at no cost.

Internal accounts also can be created in the Argent Omega Security section, and behave like normal

Windows accounts, using Argent’s private authentication for login.

The Argent Omega username is case insensitive but the password is case sensitive.

Argent Software
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Home Screen

After successful login, Argent Omega will redirect to home screen.

ARGENT OMEGA :ou220-0 o e o

Theme=-  ArgentinstantHelp  About

‘ Q Find any field's name on any screen. For example, type 'Status’

Recently Viewed

O @ =]

Events Relators CMDB-X

engines scheduled Tasks

a.n.@
A n ® ]
Global Status Events

SuperMaps Metwork Topology Maps Super Console SLA

i -

performance Graph Dashboard

© ® X R

CecConsole Enterprise View Top X ViewMagic

=] = e jui % A

Scheduled Tasks Relators Workflows CMDB-X Tool sets Alerts
ke I *)
] [ ] ah
Calendars Macros Monitoring Groups Engines Security

» E - oo

Alerts

Compliance Cross Reference Miscellaneous PowerShell performance
-]
saL
SLA S0L Query

Argent Omega is a powerful search facility. It is possible to search any component or screen in Argent

Omega by screen tag, label text, list's column name, etc.

ARGENT OMEGA (::-2210-0) o e o

Theme~  ArgentinstantHelp ~ About  logout

‘ Q@ SHMA

Search Results

« Tool Sets Argent Omegal Baseline Windows Service Rules Argent Omegd for SNMP 4 SNMP Rules SNMP Trap Rules

= DeviceMagic Port Rules it LINK Connectivity Rules B Device Configuration Rules CISCO VPN Tunnel Rules B Global Statistics @ VPN Tunnel Activity

@ Peer Lost CISCO Remote Access Rules B Remote Access Activity = Logon Failure @ Generic VPN Rules @ Powershell Script Rules
& Alens Notification SNMP Trap Administration Network Scan & SNMP Managed Devices
& Events & CMDB-X (@) service Level Agreement Rules Generator Settings o ArgentOmega

Argent Software
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You can sort items on the Home Screen based on its usage:

2] 1%

Theme~  ArgentinstantHelp  About  logout

ARGENT OMEGA ¢.on220-0

‘ Q Find any field's name on any screen. For example, type 'Status’
Sort By Name

Recently Viewed
e | E

e
= 9
Engines Scheduled Tasks

Events Relators CMDB-X
Products (Sorted By Most Used)
(2]

88 B ot %

Tool Sets

Workflows Scheduled Tosks CMDB-X Events Relators

>, A
@ -_ x B
Calendars CceoConsole

Monitoring Groups Alerts Top X

Engines
5 . ®
L H @ [ ~
Dashboard Enterprise View Global Status Macros Network Topology Maps Performance Graph

" ) n
Super Console SuperMaps

SIA Security
Argent Reporter

a = iy co ~”

viewMagic

Alerts Compliance Cross Reference Miscellaneous Performance PowerShell
-]
soL
SLA SQL Query -

Argent Software
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CMDB-X

In the software industry, CMDB stands for Configuration Management DataBase.

Argent added the ‘X’ for eXtensible.

A recent example of why this is so important to you is a customer that added a custom field to their
CMDB-X to record the expiry date of the firewall license.

Providing the ability to add custom fields allows customers to use the Argent CMDB-X as an IT

Asset Management tool.

The Argent CMDB-X provides an easy and streamlined way to manage all critical servers and devices, as
well as all server and device properties and licensing, from a single screen. The Argent CMDB-X makes it
easy for you to add multiple servers and devices in one batch — 11 or 77,000 -- license them to multiple

Argent Omega Products and assign them to existing or new Locations and Network Groups, all in one

single click.

The Argent CMDB-X provides complete network discovery of all servers and TCP/IP devices in the network
using Active Directory, Network Browser, ICMP Ping, Windows Cluster and SNMP Discovery.
The Argent CMDB-X also has options to import from external Excel files.

The Argent CMDB-X has facilities to manually add or remove servers and devices, license single or

multiple servers and devices in bulk groups, test connectivity to the monitored servers or devices.

= ARGENT OMEGA 2 o = ol
(2.2A-2204-T1) Home Theme ~ Argent Instant Help About Logout
Search Server Or Device Network Group ~ Scan Network [l Properties v S + X 8
Network Group Or Machine |Type A|Ali25 ‘ Licensed ‘Suspend ‘Lnrzliun ‘Comzl:t Group Or Key ‘Value
» 570_WASH_2ND_FLR Network Group nyc Mame Demo Group
} 570_WASH_2ND_FLR_ANNEX_A Network Group nNrc Type Netwark Group
» 570_WASH_2ND_FLR_ANNEX_B Network Group nvc Eosa
} 570_WASH_2ND_FLR_ANNEX_C Network Group nve
) S70_WASH_2ND_FLR_ANNEX_C2 Network Group nyc
) 570_WASH_3RD_FLR Network Group nyc
} S70_WASH_4TH_FIR Network Group N
) Extended Properties
} S70_WASH_BASEMENT Network Group nve
Description
} S70_WASH_BATTS Network Group nye
} 622_THIRD_33 Network Group YONKER
» 622_THIRD_33_168 Network Group YONKER
» 622_THIRD_33_1668 Network Group YONKER
} 622_THIRD_33_165C Network Group YONKER
» 622_THIRD_7 Network Group YONKER
} 622_THIRD_78_EDS Network Group VONKER
+ BACKBONE NETWORK Network Group nrc
192.168.1.1 1P Device e COLDSPRING
192.168.1.7 17 Device Yes COLDSPRING
192.168.2.1 1P Device Yes nyc Display Options Refresh
152.168.2.5 1¢ Device Yes nve
Group Or Key ‘Val [
102.168.3.10 17 Device Yes YONKER
Show Objects Al
192.168.3.11 1P Device Yes YONKER
Monitoring Group
Type

Argent Software
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The Argent Omega CMDB-X offers Network Group facility to group servers and devices. The Network

Group popup menu provides the options to add, delete, or rename Network Groups.

) |
ARGENT OMEGA (2.2A-2204-T1) 1ha?n.e' ArgentlrsstantHslp Aheau! Lagut

Search Server Or Device Network Group  Scan Network [IProperties Yy 2 + % &
. . . New Network Grou
[— i ot [ o e |
Delete
} S70_WASH_2ND_FLR Network Group nve Mame Demo Group
Rename
} 570_WASH_3ND_FLR_ANNEX_A Network Group nve Type Network Group
} 570_WASH_2ND_FLR_ANNEX B Netwark Group NYC Leeoton
» S70_WASH_2ND_FLR_ANNEX_C Network Group nye o
b Ubware Parameters
» 570_WASH_IND_FLR_ANNEX_C2 Netwark Group nve
) XenServer Parameters
} 570_WASH_3RD_FLR Network Group nve
} SNMP Parameters
} 570_WASH_4TH_FLR Network Group nve
} Extended Properties
) 570_WASH_BASEMENT Netwark Group e
Description
» S70_WASH_BATTS Network Group e
} 622_THIRD_33 Network Graup YONKER
} 622_THIRD_33_168 Network Group YONKER
} 622_THIRD_33_1658 Network Group YONKER
» 622_THIRD_33_168C Network Group YONKER
) 622_THIRD_7 Network Group YONKER
} 622_THIRD_78_EDS Ntwork Graup YONKER
+ BACKBONE NETWORK Network Group nve
192.168.1.1 17 Device. Yes coLsPRING
192.168.1.7 17 Device Yes CoLDsPRING
162.168.2.1 1P Device Yes Nve Display Options Refresh
192.168.2.5 1P Device. Yes nve
Group Or Key ‘Value
192.168.3.10 1P Device Yes YONKER
Show Objects Al
192.168.3.11 1P Device Yes YONKER
Natwork Grou -
Monitoring Group ks
Type -

The context menu options available for various functionalities:

) )
ARGE NT O M E GA (2.2A-2204-T11) Tna?n.av Argantnsstum Help Ahgaut Lag.z)sut

Server Or Device Network Group ~ Scan Network | Properties v S % % &
Network Group Or Machine ‘Type ‘(Dntacl Group O Key
} S70_WASH_2ND_FLR Metwork Group NYC Neme 570_WASH_2ND_FLR_ANNEX_A_SE
<+ 570_WASH_2ND_FLR_ANNEX_A e ey Licensed Products Argent Omega Baseline
570_WASH_2ND_FLR_ANNEX_A_SERVER_3  Windows Server ves |E—— i S
570_WASH_2ND_FLR_ANNEX_A_SERVER 33  Windows Server Yes Hasting Environment None
570_WASH_2ND_FLR_ANNEX_A_SERVER 45  Windows Server Yes SNMP Managed o
» 570_WASH_2ND_FLR_ANNEX_B Network Group SQL Server Installed No
} 570_WASH_2ND_FLR_ANNEX_C Network Group D TEPRIEEET
» 570_WASH_ZND_FLR_ANNEX_C2 Network Group Sistanila CodingRinstes theves
» 570_WASH_3RD_FLR Metwork Group v N Henicoaiee Co
- Tier Not Specified
} 570_WASH_4TH_FLR Metwork Group Wirelass Clients
) Tag
) 570_WASH_BASEMENT Network Graup [p——
Location e
b 570_WASH_BATTS Network Group et lonoreiHag
Contact
» o22THIRD33 Loy Manually Add Server Or Device Owner Accounts 570_WASH_2ND_FLR_ANNEX_A
» 622_THIRD_33_168 Metwork Group BTV SR
) 622_THIRD_33_1688 Metwork Group Time Zone Settings Same as Location
» 622_THIRD_33_165C Network Group Export To Excel CSV Critical No
622 THIRD 7 Network Grou nore o
L iz i Backup CMDB-X Database Iguoced N
» 622_THIRD_7B_EDS Network Group e
 BACKBONE NETWORK Metwork Group NYC
Group O Key
192.168.1.1 1P Device Yes coLpspRING
Show Objects
192.168.1.7 1P Device Yes COLDSPRING
192.168.2.1 1P Device Yes NYe Ll el
Monitoring Grou B
192.168.2.5 1P Device Yes nve bl
152.168.3.10 1P Device Yes YONKER e

The Suspend Monitoring option suspends the selected servers from monitoring. This will skip the normal
execution of Relators for the suspended servers or devices. For example, if you have maintenance on
specific servers or devices, you can configure Argent Omega to stop monitoring those servers or devices

during specific time period or until they are manually re-activated by the Administrator.

Argent Software
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A configuration dialog will pop up when clicking this option and you can select the suspension options:

! Suspend Server Or Device

D2C| X

— Options
@ until Administrator Re-Activate The Node

. Last For (dd HH:mm:ss) | 1 00:00:00 ‘

@until |Monday, 18 Jul 2022 23:59:59

.Continue Corrective Alerts And Argent Forecaster Data, No Notification Alerts

o carce

Reactivate option re-activates the suspended devices.

The Manually Add Server Or Device option allows you to manually add a server or device into CMDB-X.

A configuration dialog will pop up when clicking this option, asking the Name, Type, Domain, Network

Group, Location, etc.

Manually Add An Entry D2B

Name:

Alias:

Domain:

VM Hosting Environment:
Type: Windows Server

Network Group: Demo Group

Location:

Argent Software
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Test Connectivity option checks connectivity to the selected server or device.

— r. 3 ) U
= ARGENT OMEGA (2.2A-2204-11) Home Tns;rur:ev Argen!lr\cstomHalp Agut Log‘gut

Server Or Device  Network Group ~ Scan Network [I Properties v S + % &

Network Group Or Machine | Licensed |Suspend Location Contact Group Or Key
Name ATS-2020-3

Licensed Products Argent Omega Baseline

Alias

» Windows Server

Hosting Environment None
SNMP Managed No
SQL Server Installed No
) TCP Parameters
System Info Caching Minutes Never
Monitoring Level Low
Tier Not Specified
» Tag
Location NYC

Contact.
Owner Accounts

» Default Settings

Time Zone Settings Same as Location
Critical No
Ignored No -

Show Objects Al

Network Group
Monitoring Group

Tvoe

This option uses the selected server or device’s CMDB-X properties configured in the right pane for
connectivity testing. When clicking Test Connectivity context menu option, a Generator selection dialog

will pop up asking to select the Generator to run the connectivity test.

Select Generator To Run Connectivity Test

AI-2012-009
OMEGA_MOTOR

Leave it as “{default}” if you want to use the current Primary Generator to run the connectivity test. Click OK

to run the connectivity test. The test results will be displayed in a pop up window, as shown below:

Argent Software
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Connectivity Test Results

10:24:48 - [VALID]

10:24:48 - Test 10: Access to Performance counters.
10:24:49 - [VALID] \\AI-2019-009\Processor(_Total)\% Processor Time = 10.98

10:24:49 - Test 11: Access to Service Control Manager
10:24:49 - [VALID] Full Access

10:24:49 - Test 12: Access to Admin Share
10:25:01 - = Exceptien *=* The network path was not found.

10:25:01 - Test 13; Access of WMI Name Space "\root\cmv2'
10:25:01 - [VALID] OS Version: Microsoft Windows 10 Pro
, (UTC+05:30) Chennai, Kolkata, Mumbai, New Delhi (DST)

10:25:01 - Test 14: Access of PowerShell Remoting
10:25:01 - [VALID] PS Remoting is not used for local machine

==

This option uses the selected server or device’s CMDB-X properties configured in the right pane for
connectivity testing. A Generator selection dialog will pop up when clicking this option, asking to select the

Generator to run the connectivity test.

Argent Software
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Bulk Licensing option is to license a group of servers in the CMDB-X. A configuration dialog will pop up
when clicking this option, asking to select the servers to license, products to be licensed for selected

servers, etc.

License Selected Server Or Devices

Argent Omega Products: Argent Omega Baseline,Argent Compliance Automator,Argent Omega Web ...

Node Type:

Windows Server,Linux,AIX,HP-UX,Sun Solaris,SCO,IP Address,iSeries Server,)

Server Or Devices: Select All Toggle

[Looking for ]
@ ATS-2020-3

@ Remove License For Selected Nodes

o Carce

Export to Excel CSV option exports all servers and devices in CMDB-X to a CSV file.
Backup CMDB-X Database option backs up CMDB-X to a file that you can restore later.
Restore option restores CMDB-X from a backup file.

The Scan Network popup menu option offers the following network scanning mechanisms:

Argent Software
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— ) O
= ARGENT OMEGA (2.2a-2204-T11) H:ne Thgs' AlgsntlrssmntHelp Agul Logm

Search Server Or Device  Network Group ~ Scan Network [l Properties v 2 + % &

Network Group Or Machine ‘Type |Alias ‘ Licensed ‘Suspend |Lucaﬁon ‘Conlact Active Diractory Value e
w wser
» 570_WASH_2ND_FLR Network Group NYC Netdrkiprowsel 570_WASH_2ND_FLR_ANNEX_A_SE.

1CMP Pin
v 570_WASH_2ND_FLR_ANNEX_A Network Group NYC g Argent Omega Baseline

Discover SNMP Devices

Windows Cluster
570_WASH_2ND_FLR_ANNEX_A_SERVER 3 Windows Server Yes nve
VMware Infrastructure
570_WASH_2ND_FLR_ANNEX_A_SERVER 33  Windows Server Yes nve None
. raki Devi
570_WASH_2ND_FLR_ANNEX_A_SERVER 45  Windows Server Yes Nve Merald Devices No
» 570_WASH_2ND_FLR_ANNEX_B Network Group e Import From Argent Topology Manager No
» 570_WASH_2ND_FLR_ANNEX_C Network Group. NYC Import External Excel File
} 570_WASH_2ND_FLR_ANNEX_C2 Network Group NYC System Info Caching Minutes Never
» 570_WASH_3RD_FLR Network Group Frees Monitoring Level Low
Tier Not Specified
» S70_WASH_4TH_FLR Network Group nve
) Tog
» 570_WASH_BASEMENT Network Group nve
Location nve

Active Directory

Argent Omega polls the Active Directory to provide a list of all registered devices.

Network Browser

The network browser uses the Computer Browser service to perform network discovery.

ICMP Ping

This method does an IP scan across an entire IP range, and comes back with a list of IP addresses that
responded to it.

Windows Cluster

This method finds all machines in a named cluster.

Discover SNMP Devices

This method walks through your entire network, looking for SNMP devices that respond to a specific Query
OID.

VMware Infrastructure

This method finds all machines in specified VMware Infrastructure.

Meraki Device

This method finds all Cisco Meraki devices in the network. Meraki API needs to be configured in Argent

Omega configuration screen in Administration section.

Argent Software
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Import From Argent Topology Manager
This method retrieves the SNMP devices detected by Argent Topology Manager.

Import From External Excel File

This method imports devices from an Excel or CSV file.

After adding devices manually or via the scan, you can specify the device properties in the Properties
section in the right pane. Common properties can be configured by selecting multiple servers and devices

from the list.

# ) d
A RG E NT O M E G A (2.2A-2204-7T1) Home The?’\‘e' Argentlrsstunt Help Agut Log.:ut

Properties
Network Group Or Machine ‘Type i Group Or Key
Name 570_WASH_2ND_FLR_ANNEX_A_SE
570_WASH_2ND_FLR_ANNEX_A_SERVER_18  Windows Server Yes nve
Licensed Products. Argent Omega Baseline.
570_WASH_2ND_FLR_ANNEX_A_SERVER_3 Windows Server Yes NYC
Alias
570_WASH_2ND_FLR_ANNEX_A_SERVER_33  Windows Server Yes NYC
e N N S
Domain ALOCAL
» 570_WASH_2ND_FLR_ANNEX_B Network Group NYC
Domain Controller No
} 570_WASH_2ND_FLR_ANNEX_C Network Group e
FQDon
» 570_WASH_2ND_FLR_ANNEX_C2 Network Group Nt
Netbios Name
» 570_WASH_3RD_FLR Network Group nve
Cluster Name
» 570_WASH_4TH_FLR Network Group nve o Microsoft Windows Server 2016
Opersting System e
» 570_WASH_BASEMENT Network Group e
Service Pack.
» 570_WASH_BATTS Metwork Group NYC
Version
» 622_THIRD_33 Network Group YONKeR
64-bit 0S
» 622_THIRD_33_165 Network Group YOnKeR
Organization Unit
622_THIRD_33_1658
» 3 )_33_! Metwork Group LT » Authentication
§22_THIRD_33_165C :
» 622_THIRD_33_ Network Group XONKER Drives Not Monitored
) SRS LA ROINER » Read Windows Event Log Automatically Determined
» 622_THIRD_78_EDS Network Group YONKER Hosting Environment None
~ BACKBONE NETWORK Network Group nve
192.168.1.1 1P Deviee ves COLDSPRING Display Options fesn
192.168.1.7 1P Device Yes cotospRING
Group Or Key
192.168.2.1 1P Device ves wve
Show Objects All
192168.2.5 17 Device Yes nve
Network Group ks
192.168.3.10 1P Device. Yes 'YONKER
Menitoring Group L
102.168.3.11 1P Device Yes YONKeR
Type i
» Demo Group Metwork Group

o e o

Argentinstant Help ~ About  Logout

Search Server Or Device Network Group  Scan Network | Properties
Network Group Or Machine ‘ Licensed ‘5uspenﬂ |Lucatian ‘(Dntact Group Or Key
Tier Not Specified
570_WASH_2ND_FLR_ANNEX_A_SERVER_18  Windows Server
570_WASH_2ND_FLR_ANNEX_A_SERVER_3 Windows Server Yes NYC
Location NYC
570_WASH_2ND_FLR_ANNEX_A_SERVER_33 Windows Server Yes NYC
e N N R
» 570_WASH_2ND_FLR_ANNEX_B Metwork Group NYC
» Default Settings
» 570_WASH_2ND_FLR_ANNEX_C Metwork Group NYC
) 570_WASH_2ND_FLR_ANNEX_C2 Network Group bk
Critical
b 570_WASH_3RD_FLR MNetwork Group Lifs
Ignored
» 570_WASH_4TH_FLR Metwork Group nye Logical Dependency
» 570_WASH_BASEMENT Metwork Group NYC Installed Applications
» 570_WASH_BATTS MNetwork Group nve + Extended Properties
» 622_THIRD_33 Network Group YONKER All Products.
» 622_THIRD_33_168 Network Group 'YONKER ‘Argent Omega Baseline
» 622_THIRD_33_1688 Metwork Group 'YONKER Argent Omega for Microsoft 365
» 622_THIRD_33_168C Network Group YONKER Argent Omega for SQL Server
» 622_THIRD_7 Network Group YONKER frosncOmenaiicnDetenden
‘Argent Compliance Automator
» 622_THIRD_7B_EDS Metwork Group 'YONKER
Description =
v BACKBONE NETWORK Netweork Group e
192.168.1.1 1P Device Yes COLDSPRING Display Options Refresh
Group Or Key
192.168.2.1 1P Device Yes NYC
Show Objects All
Network Group "
Monitoring Group. =
» Demo Group Network Group
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Argent Omega Four Building Blocks

In Argent Omega, all monitoring products are engineered around five building blocks, namely:

e Tool Sets

Alerts

Monitoring Groups

Relators

Workflows

In addition, there are:

e Macros

e Calendars

— a® o) I
= ARGE NT O M EGA (2.2A-2210-A) Home Thelge- Argenuncsmnmelp Ak?ml Ln‘g—gul

Alerts

= Name | pesaription
Monitoring Groups:

Argent Omega Basline

>
3

>

» | Relators
Argent Compliance Automator
» [ Workflows

Argent Omega Web Defender
» [ Macros.
Argent Omega for Microsoft 253
» | Calendars
Argent Omega for SNMP
» [ Administration
Argent Omega for SQL Servar

Argent Software
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Tool Sets — Set Of Pre-defined Rules For A Product

Each Tool Set in Argent Omega contains a set of Rules to monitor specific servers or devices.

Currently, Argent Omega provides Tool Sets for the following:

¢ Argent Omega Baseline

Argent Compliance Automator

Argent Omega Web Defender

Argent Omega for Microsoft 365

Argent Omega for SQL Server

Argent Omega for SNMP

— ) O
= ARGENT OMEGA (2.24-2210-4) H:“s Thsﬁs' ArgsnllncstumHslp Ab?u( Lugm

- St
o
‘Argent Omega Baseline
’ Name |Ds£crip|]'un
Argent Compliance Automator

Argent Omaga Bassline

Argent Omega Web Defender
Argent Omega for Microsoft 365
Argent Omega for SNMP

»
»
»
»
»
»

Argent Omega for SQL Server

Argent Omega for SNMP

» 1 Alerts Argent Omega for SQL Server
» [ Monitoring Groups.
> Relators

» [ Workflows

’ Macros

» [ Calendars

» ] Administration

Rules are tests for conditions.

A Rule is broken if the threshold is exceeded. Notification Alerts simply provide different avenues if the
specified condition is not satisfied. The Rules are an accumulated base of knowledge from thousands of
Customers worldwide. Whenever new Rules are created by Argent for a single customer, these Rules are
added to the next release of the product to enable all Argent customers to share in the expanded base of
knowledge.

These pre-defined Rules monitor almost all of what customers need to monitor. We can add an
unlimited number of new Rules and can copy and edit the pre-defined Rules because Rules do not
specify the server or device in the actual Rule; you can use the same Rule to monitor many different

servers and devices.

Argent Software
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Relators

Relators tie together or relate the other building blocks, namely Rules, Alerts, and Monitoring Groups. In

a Relator, the Rule to be executed against the servers and devices in the Monitoring Groups is specified. In

addition, the Relator specifies the Alerts that will be fired when an issue is detected.

) |
ARG E N T O M EG A (2.2a-2210-4) H:ﬂe Theﬁe' ArgerﬂlncstumHelp Abonul Lngut

Tool Sets Relator T I No
Alerts

What To Monitor (Nodes) | What To Run (Rules)  When To Run (Schedules)  What To Do (Alerts)

8
>
» [ Monitoring Groups

Monitoring Group List: + & x 7

Relators

- DEMO Monitoring Group Or Machine ‘ Node Type | Excluded ‘Ass\ﬂned Generator ‘BaEkUD Generators | Use Local If Installed

[IEEER » awic_pEMo J—

# REL_DEMQ_LINUX

Network Connectivity

System Baseline

Workflows
Macros

Calendars

Administration

Execu Henioring Tasks:
Root Cause Analysis Fr Offne Sever r Davice:
Event Py

Description:

B 7 U FormatBlock ~ Font Tl & = = = Full Screen

I T T T T

The benefit of a Relator is Rules, Alerts, and Monitoring Groups are all shared. Each Relator has its own
monitoring rate -- the frequency in minutes or seconds. The Relator executes to check the servers and
devices in the Monitoring Group. Each server and device is checked independently of the others -- the
results of checking one server or device in the Monitoring Group in no way affects the results of checking
other servers or devices.

Relators can also optionally use Calendars. Calendars are used to provide maximum flexibility when
scheduling events, such as Relators, Alerts, and Automatic Report Distributions. Any complex Calendar

can be created easily.

Argent Software
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Select any Relator. Select What To Monitor (Nodes) tab and click “+” to add Monitoring Group.

Toal Sets
» [0 Alerts
» [ Monitering Groups
~ | Relators
~ | DEMO
## REL_DEMO_LINUX
¥ [ Network Connectivity
» [ System Baseline
[ Workflows
» [ Macros
» [ Calendars

» [ Administration

Client/Assigned Generator Detail

Menitoring Group: &MG_DEMO -
AP —

Backup Generators: [ ar-2019-008

[ Use Local Generator If Installed

I » sai6_oemo

{Dynamic}

o

Logout

Relator In Test Mode Will Not Be Scheduled Until Changed Te Production M

T ———
Root Cause anlysis For Offne sever o Devie:

Description:

B 7 U FormatBlock ~ Font

Full Screen
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Select What To Run (Rules) tab and click “+” to add Rule.

Select A Rule

Tool Set: Argent Omega Baseline -
Rule Type: Windows Performance Rule -

Parameters: [

[ If Rule Is Broken, Take Instant Correction
[ Fire Event Even If Condition Is Corrected By Instant Correction
B Use Actien Output As Root Cause Analysis

Action Category:

Action Name:

) O
ARGENT OMEGA (2.2A-2210-4) Iheﬁe' ArgemlntstamHelp Alg.ll Log%:ut

Tool Sets Relator In Test Mode

P A What To Monitor (Nodes) ~ What To Run (Rules) ~ When To Run (Schedules) ~ What To Do (Alerts)
» 1 Monitoring Groups
- [ Relators [l Do Not Apply Rules In This Relator To An Inaccessible Node

~ MDEMO @ use Prerequisite Rules

% REL_DEMO_LINUX Main Rules:

b 1 Network Connectivity —— —— e Correctio Ale ool e A

» [ System Baseline I p— PE——— = - l l
» 1 Workflows
» Macros .

» [ Calendars

» [ Administration

U Format Block « Font Full Screen

T T T T
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Select When To Run (Schedules) tab and click “+” to add schedule to run.

when To Execute This Test

00:00:00

[ use Dynamic Scheduling

(@ Repeat Task

Repetition Interval:
Repetition Unit:
Repeat Task Until:

) U
ARGENT OMEGA (2.24-2210-4) H::e Iheﬁe' ArgemlntstamHEIp Alg.lt chut

Tool Sets Relator In Test Mode Not Be Scheduled Until Changed To Production Mode =

Alerts
What To Monitor (Nodes) ~ What To Run (Rules) = When To Run (Schedules) | What To Do (Alerts)
» 12 Monitoring Groups

~ [ Relators [l 5chedule Monitoring Tasks Based On Time Zone Of Monitored Server Or Device

- DEMO

& REL_DEMO) When To Execute This Relator: San
# REL_DEMO_LINUX Start Time [ Dynamic | Repetition [une [ catendar
No

Network Connectivity 00:00:00 10 Minutes 2355159

System Baseline
» 11 Workflows

» [ Macros

» [ Calendars

» [ Administration

Exclude Following Time Frames For Executing This Relator: + & x

Start Time [End Time |catendar

Sescription:

Format Block ~ Font x Full Screen
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Select What To Do (Alerts) tab and click “+” to add Alert.

Fire Alert: Select An Alert Or Alert Macro

s
Alert Name: ALARM_DEMO -

[ Use Defauit Alert Of Monitoring Target

Monitoring Group: Please Choose: -

Fire Urgent Alert If The Same Rule Is
Broken For All Nodes In Monitoring
Group

Use Generator: Please Choose: -

OMEGA . 2 -
A R G E N T (2.2a-2210-24) Home Theme ~ Argent Instant Help About Logout

» Alerts

» [ Monitering Groups

Mod: “
+ [ Relators Notifications And Correction Alerts To Fire + & %

- DEMO Ale

%t REL_DEMO| System Alsrm Alart ALARM_DEMO

# REL_DEMQ_LINUX

Network Connectivity

System Baseline
» [ Workflows

» [ Macros

» [ Calendars
» Administration [ Fire Urgent Group Alerts Always As Long As Condition Persists

[ Fire Alerts Once Only Within Period: | Minutes

(@) Automatic Resolve Events When Rule Is No Longer Broken

Alert Escalation Plan: + [ & | %

Wait Minutes |Alert Type ‘A\Erl Name ‘ Generator

Format Block ~ Font Full Screen
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Select Change To Production Status from context menu to put the Relator in Production and the Relator

runs as per the Schedule.

» [ Tool Sets
> [0 Alerts
» [ Monitoring Groups
= 1 Relators

~ [ DEMO
CIEED

# REL_DEMO_LINUX

Network Connectivity

System Baseline
» [ Waorkflows

> Macros

» | Calendars

» (] Administration

(O successfully)Updated Relator: ®EL_DEMO

= ARG E N T O M EG A (2.2A-2210-A) Iheﬁe' Argent Instant Help About Logout

Relator In Test Mode Will Not Be Scheduled Until Changed To Produs

‘What To Monitor (Nodes) What To Run (Rules) When To Run (Schedules) What To Do (Ale

Notifications And Correction Alerts To Fir =

Alert Type |Nert Name ‘ T B ‘ FrEwn

m Alarm

Add New

Delete
[Fire Urgent Group Alerts Always As Long As Condition Persists RGeS

Rename

[ Fire Alerts Once Only Within Period: | Minutes

[ Automatic Resolve Events When Rule Is No Longer Broken e T Erh e e

Alert Escalation Plan:

Wait Minutes Alert Type Generator

Test Relator

U Format Block « Font Full Screen

» [ Tool Sets
> 1 Alerts
» [ Monitoring Groups
= [ Relators
=
% REL_DEMO_LINUX
Network Connectivity

System Baseline
» [ Workflows

> Macros

» | Calendars

» [0 Administration

—_— )
ARGENT OM EGA (2.2a-2210-4) Theﬁe' ArgemlncstumHelp Abouut Lngut

Relator In Production Mode

What To Monitor () What To Run (Rules) ~ When To Run (Schedules) ~ What To Do (Alerts)

Monitoring Group

Monitoring Group Or Machine Excluded |Assigned Generator ackup Generators Use Local If Installed
b aME_DEMO {Dynamic}

Execute Monitoring Tasks: {Dynamic} -

Root Cause Analyss Fo Offne Server Or Daice:

Description:

B 7 U FormatBlock - Font A == 7 Full Screen
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Workflows

Workflow is a superset of Relator. Workflow is designed to fulfill some special requirements that cannot be
achieved by using Relator. Workflow has all the functionalities of Relator, and it has following additional
features:

1. Facility to run Workflow tasks on multiple licensed servers. Example: Install Windows updates in
licensed server.
Each task in a Workflow is called a Step.
Some Steps execute in parallel, and some are sequential.
Facility to configure conditional branches in Workflow definition.

Facility to configure task looping and it can be controlled properly.

a > 0N

Run and control long running tasks.

The above features do not fit well into Relator model, which is simple, linear, independent, and generally for

short running tasks.

Workflow = Steps + Success Alert + Failure Alert + Escalation + Schedule.
Step = Step# + Independent Licensed Server or Monitoring Group + Condition + True Operation + False

Operation + Repetition + Failure Handling + Next.

Step# — Step number. Workflow executes in order of Step number.

Independent Licensed Server or Monitoring Group — Step logic is applied to the selected licensed
server or all machines in selected Monitoring Group. They are executed in parallel.

Condition — It can be a Rule or built-in condition such as ‘Apply Windows Updates’ or “Create VM
Snapshot”. Built-in ones will grow over time.

True-Operation — It is executed when condition is true. It can be an Action Alert or built-in operation such
as ‘Apply Windows Updates’. Built-in ones will grow over time.

False-Operation — It is executed when condition is false.

Repetition — If true, after operation is done, recheck condition, repeat until condition becomes false.
Failure Handling — It can be Ignore or Bail Out or Go to Step.

Next — It can be End Workflow or Next Step or Go To Step or Repeat Step.

Argent Software
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Workflow is a separate node right after Relators in Control Information tree as shown below:

fod ¢ e

Argent Instant Help About

Tool Sets

Alerts
When To Run {Schedules) ~ What To Do (Alerts)

Relators

Macros

»
»
» 12 Monitoring Groups
»
»

>

» [ Calendars

= [ Administration

B9 Licensa (Admin Only)
» [ Generator Settings

2 Security
Netwark Scan
Event Logs
SuperMaps
Topology Maps
Locations

Contacts

Argent Reporter
& Tag
X Knowledge Base

& Total Support Interface

o

Logout

Execute On Generator:
Fail Step IF Tt Has Repeated More Than: ) Times

Fail Worlkflow If It Has Executed More Than: Steps.

Fail Step If It Has Quiet More Than: Seconds

Step Timeout: (HH:MM:SS)

Workflow Timeout: pa:00:00 | (HH:MM:SS)

To define a new Workflow, click Add New and specify a name:

Please Enter New Workflow Name

Need to define the following sections to complete the definition of a Workflow:
e Configure Steps in What To Run (Steps) tab.
¢ Configure execution schedules in When To Run (Schedules) tab.

e Configure Alerts in What To Do (Alerts) tab.
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Tool Sets
Alerts
Monitering Groups

Relators

N

Workflows
¥ [ TEST_WORKFLOW
ERTNETEER
> Macros
» [ Calendars
= [ Administration
B License (Admin Only)
~ | Generator Settings
» o Argent Omega
» o Argent Alert Mechanism
» o Argent Forecaster
» o Argent SIEM-Complete
2 Security
Network Scan
Event Logs
SuperMaps
Topology Maps
Locations
Contacts
Argent Reporter
& Tag

3 Knowledge Base

- v v v v oo -

[ Total Support Interface

= ARGENT OMEGA (2.2A-2210-4)

#

Home

L

Theme -

)
Argent Instant Help

2]

About

%)

Logout

Woridlow In Test Mode Will Not Be Scheduled Until Changed To Production Mode

When To Run (Schedules)

Workflow Logic:

|Cnmputer(s)

What To Do (Alerts)

[Tool ser [rake action when

Jacton

‘Dn Success

[on aiure

Execute On Generator:

Fail Step If It Has Quiet More Than:

Step Timeout:

Workflow Timeout:

Fail Step If It Has Repeated More Than:

Fail Workflow If It Has Executed More Than:

Seconds
(HH:MM:SS)
b4:00:00 (HH:MM:SS)

Please Choose: v

A Workflow can have one or more Step definition. Each Step is identified by its unique Step number.

Workflow executes in order of Step number. Steps in a Workflow are executed in sequential manner.

To define a Workflow Step, click “+” in What To Run (Steps) tab. Workflow definition dialog will be popped

up:

‘Workflow Step

On Success:

On Failure:

@® computer @ Moritoring Group

Please Choose: -

(@ Always Run Actien

Please Choose

-
Please Choose -
-

Abort Workflow

Cancel
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Select the Computer or Monitoring Group in Run On section. The Step logic will be applied to the selected
Computer or all machines in the selected Monitoring Group.

Check Always Run Action check box to execute a built-in action or action Alert.

Select action type from Action combo box. Example: Built-in Actions:

Workflow Step

@ Computer @ Monitoring Group

DND-MFC-SQL -
(@ Always Run Action

Action:

Built-in Actions

powershell Correction Alert
WMI Correction Alert

On Success:

On Failure: System Command Alert

SQL Query Alert

System Reboot Correction Alert
Windows Service Correction Alert
Linux Correction Alert

SUN Solaris Correction Alert.

AIX Correction Alert

HP-UX Correction Alert

SCO Correction Alert

Alert Macro

Select the Action from combo box. Example: Apply Windows Updates:

‘Workflow Step

@ computer @ Monitoring Group

DND-MFC-SQL v

(@ Always Run Action

Action: Built-in Actions -

Please Choose: -

On Success: Apply Windows Updates
. Create VM Snapshot
On Failure:

If you want to execute any Tool Set Rule instead of action, uncheck Always Run Action option. This will
show all available Tool Sets and Rules as shown below:
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‘Workflow Step

Tool Set:
Rule Type:

Rule Name:

@ Computer @ Meritoring Group

DND-MFC-SQL
@ Always Run Action
Please Choose:
Please Choose:

Please Choose:

[ Run Action If Rule Passed
Action When Rule Is Broken: Built-in Actions
Please Choose:
On Success: Next Step

On Failure: Abort Workflow

Select the Tool Set from combo box. It lists all available Tool Sets:

Workflow Step

@ Computer @ Monitoring Group

@ Always Run Action
Tool Set: Please Choose:
Argent Omega Baseline
Argent Omega for Microsoft 365
Argent Omega for SNMP

Rule Type:
Rule Name:

Argent Compliance Automator

Action When Rule Is Broken: Argent Omega Web Defender

Argent Omega for SQL Server

Abort Workflow v

Cancel

0On Success:

On Failure:

After the selection of Tool Set, all the available Rule types and Rule names will be populated in respective
combo boxes. Choose the Rule Type and Rule Name.
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Choose the action required to execute from Action When Rule Is Broken combo box if the selected Rule
is broken:

Workflow Step

@ computer @ Menitoring Group

DND-MFC-SQL -

B Always Run Action

Tool Set:

Action When Rule Is Broken:
Built-in Actions.
Powershell Correction Alert

On Success:
WMI Correction Alert

On Failure:

System Reboot Correction Alert
Windows Service Correction Alert
Linux Correction Alert

SUN Solaris Correction Alert

AIX Correction Alert

HP-UX Carrection Alert

SCO Correction Alert

Alert Macro

Check Run Action If Rule Passed option if you want to execute action if the Rule is NOT broken.
Select the action on successful Step execution from On Success combo box. The available actions are
Next Step, Go to Step, End Workflow and Repeat Step.

Select the action on failed Step execution from On Failure combo box. The available actions are Next

Step, Go to Step, End Workflow and Abort Workflow.

Click OK button to complete the Step definition:

Workflow Step

@ Computer @ Monitoring Group

DND-MFC-5QL

@ Always Run Action

Tool Set: Argent Omega Baseline
Rule Type: Windows Performance Rule
Rule Name: PRF_CPU_OVERLOAD
@ Run Action If Rule Passed
Action When Rule Is Broken: System Reboot Correction Alert
REBOOT_REBOOT
On Success: Next Step

On Failure: Abort Workflow

Cancd
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The Step will be added to Workflow Logic list as shown below:

i) U
ARGENT OM EGA (2.2a-2210-4) Theﬁe' ArgemlncsmmHelp Abonul Lngut

» [ Tool Sets ‘Workflow In Test Mode Will Not Be Scheduled Until Changed To Production Mode: o

> Alerts

o en To R edule at To Do (Ale
» [ Monitoring Groups

Workflow Logic:

> Relators
= [ Warkflows ep ompute Rule ool Se ake Actio 8 Actio o] e 0
¥ [ TEST_WORKFLOW 1 DND-MFC-5QL PRF_CPU_OVERLOAD Argent Omaga Szsaline Rule Broken REBOOT_REBOOT Hext Stap Abart Workflow

& WFL_CHECK|

> Macros
» [ Calendars
~ [ Administration
¥ License (Admin Only)
~ [ Generator Settings
» ©° Argent Omega
» o Argent Alert Mechanism

» o Argent Forecaster

» o Argent SIEM-Complete

This way you can add any number of Steps.
To test the execution of Workflow, click Test Workflow context menu option:

—_— i) U
= ARGENT OM EGA (2.2a-2210-4) - Iheﬁe' ArgemlncstamHEIp Abeuul Lugut
4 Tool Sets
» 0 alerts

> Monitering Groups
» | Relators
- [ Workflows
v [ TEST_WORKFLOW
ERTNETER Add ew
4 Macros

» | Calendars

= [ Administration Delete
B License (Admin Only) Copy
~ [ Generator Settings Rename

» & Argent Omega
» o Argent Alert Mechanism Change To Production Status
» & Argent Forecaster

» o Argent SIEM-Complete
2 Security

» [ Network Scan

Test Workflow

4 Event Logs

> Linerian

Before testing ensure that the following Workflow options are configured:

) O
ARGENT OM EGA (2.2A-2210-4) Iheﬁe' Argenllncstaanelp Aboout Logut

3 Tool Sets
> plerts
4 Monitering Groups
» [ Relators
- [ Waorkflows
¥ [ TEST_WORKFLOW
EETNETER
4 Macros
» | Calendars
- [ Administration
& License (Admin Only)
~ | Generator Settings
» o Argent Omega
» o Argent Alert Mechanism
» o Argent Forecaster
» o Argent SIEM-Complete
2 Security

» [ Network Scan

4 Event Logs

» [ Topology Maps
Fail Step If Tt Has Repeated More Than: Times

4 SuperMaps Execute On Generator:

» [ Contacts

Argent Reporter
& Tag
3 Kknowledge Base

8 Total Support Interface

Fail Step If It Has Quiet More Than:
Step Timeout:
Workflow Timeout:

Event Prierity:

b [ Locations —
Fail Workflow If Tt Has Executed More Than: Steps
=

101:00:00 (HH:MM:SS)
—

Low -

Workflow Trace Level:
Application:
Reference URL:

Console Comment:
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Execute On Generator: Select the Generator in which Workflow needs to be executed. Workflow only

executes on Primary Generator for this version.

Fail Step If It Has Repeated More Than: Specify the limit. Step execution will be considered as failed if a
same Step execution will be repeated more than specified number of times.

Fail Workflow If It Has Executed More Than: Specify the limit. Workflow execution will be considered as
failed if the number of Step executions exceeds the limit specified.

Fail Step If It Has Quiet More Than: Specify the time limit seconds. Step execution will be considered as
failed if the execution not responding or no communication between the Omega Engine and target server

since the time limit configured.

Step Timeout: Specify the time limit in HH:MM:SS format. Step execution will be considered as failed if the

Step execution duration exceeds the limit specified.

Workflow Timeout: Specify the time limit in HH:MM:SS format. Workflow execution will be considered as
failed if its execution duration exceeds the limit specified.

Event Priority: Configure this to fire event with specified priority.

Click Save context menu option to save the Workflow definition.

Click Test Workflow to test the Workflow definition. You can see the execution progress in result dialog:

Test Workflow (WFL_CHECK) - Progressing...

WO 15 being processad by Generator
WO is being processed by Generator

WO is being processed by Generator

WO is being processed by Generator

WO is being processad by Generator

Windows Update in progress..

WO is being processed by Generator

WO is being processed by Generator

WO is being processad by Generator

WO is being processed by Generator

WO is being processed by Generator

WO is being processed by Generator

WO is being processad by Generator

WO is being processed by Generator

WO is being p by t

>>> Fri, 30 Sep 2022 02:27:21.754 WC‘N'PDIF.QEVZP$1 NT AUTHORITY\SYSTEM Downloaded

>3 Fri, 30 Sep 2022 02:27:21.770 WN-PDSE(EV2PQ1 NT AUTHORITY\SYSTEM Downloading: Security

B2267602 (Version 1.375.1243.0) {23315d09-c6f2-

Intelligence Update for Microsoft Defen.
[4cb7-

° UgadingS.

= 8b40-869952¢28480.200}

>> Fri, 30 Sep 2022 02:27:22.976 WIN-PD1EQ6EV2PQ1 NT AUTHORITY\SYSTEM Downloaded

>>2 Fri, 30 Sep 2022 02:27:23.070 WIN-PD1EQ6V2PQ1 NT AUTHORITY\SYSTEM Installing: 2018-05
Cumulative Update for Windows Server 2016 for x64-based Systems (KB4103720) {a711f6a5-5bf3-4392-95d0-
= 686f748789dd.201}

Windows Update in prograss..

WO is being processed by Generator

WO is being processed by Generator

WO is being processed by Generator

WO is being d b t
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Workflow log file will be created in OMEGA_INSTALLATION_FOLDER\LOGS\WORKFLOW folder.
To execute the Workflow in Production mode, Schedules and Alerts needs to be configured. Configure
Schedules in When To Run (Schedules) tab.

Select When To Run (Schedules) tab and click “+” to configure the schedule to execute:

When To Execute This Test

Start Time: 00:00:00

(@@ Repeat Task

Repeat Task Until: 23:59:59

Calendar: Please Choose:

Workflows can also optionally use Calendars.

Specify Alerts in What To Do (Alerts) tab. Workflow has facility to fire Alerts in following situations:

o Fire Alert when Workflow has been completed successfully.

e Fire Alert when Workflow has failed.

o Fire Escalation Alert after configured time.

# & ) 2] (©)

= A R G E N T O M E G A (2.2a-2210-4) Home Theme ~ Argent Instant Help About Logout
Workflow In Test Mode Will Not Be Scheduled Until Changed To Production Mode |

Tool Sets
Alerts
Monitoring Groups

Relators

v v v

Workflows
v [ TEST_WORKFLOW
- vin_ciiecx]
» [ Macros
» [ Calendars
= [ Administration
¥ License (Admin Only)
~ | Generator Settings
» o Argent Omega
» o Argent Alert Mechanism
» o Argent Forecaster
» o Argent SIEM-Complete
2 Security
Network Scan
Event Logs
SuperMaps
Topology Maps
Locations

Contacts

Argent Reporter
& Tag
3 knowledge Base

8 Total Support Interface

‘What To Run (Steps) When To Run (Schedules) What To Do (Alerts)
Send Notification When Workflow Has Been Completed Successfully: + # =

Alert Type ‘Alerl Name ‘ Generator

Alert Type |Alert Name ‘ Monitoring Group ‘ Generator

Notifications When Workflow Has Failed: + -3 x

Alert Escalation Plan: + & x

Wait Minutes |A|EI't Type ‘A\erl Name ‘ Generator

description:

B 7 U FormatBlock ~ Font v 7l A E s} )| Full Screen
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To fire Alert on successful execution of Workflow, configure Alerts in Send Notification When Workflow
Has Been Completed Successfully section:

Success Notification: Select An Alert Or Alert Macro

Alert Name: EMAIL_GENERAL -

Use Generator: {default} -
o]

Note: If Workflow succeeded, Alert will be fired without raising Event in console.

Example: Email will be sent with details.

To fire Alert when Workflow execution failed, configure Alerts in Notifications When Workflow Has Failed

section:

Fire Alert On Failure: Select An Alert Or Alert Macro

Alert Type: Email Alert v
Alert Name: EMAIL_GENERAL -

[ Use Default Alert Of Monitoring Target

Use Generator: {default} -

o] Care

To fire Escalation Alert, configure Alerts in Alert Escalation Plan section. Need to specify Wait Minutes.
Escalation Alert will be fired after the specified time if there is no response:

Argent Software

Proprietary Information — All Rights Reserved Page 32 of 135



Escalation: Raise Alert If No Response

Wait Minutes:
Alert Type:

Alert Name:

Use Generator: {default}
o

Click Change To Production Status context menu option to run Workflow in Production Mode:

ARGENT OMEGA . G o o
(2.2a-2210-4) Home Theme ~ Argent Instant Help About Logout
v | UNIX Script Rules * | workiiow mn Test Mode ot Be Scheduled Until Changed To Production Mode =

» [ Solaris

When To Run (Schedules) What To Do (Alerts)
» AIX
» HP-UX

» b sco |Cnmpuler{s) ‘Tcml Set ‘Take Action When |Acliun |0n Success ‘On Failure
» [ Argent Compliance Automator a

» 1 Argent Omega Web Defender
» 14 Argent Omega for Microsoft 365 Add New
» [ Argent Omega for SNMP

dowrs Updates End World

» [ Argent Omega for SQL Server
- [ Alerts Delete

» 141 Correction Copy

» Notification Rename

» Alert Macro
» Monitoring Groups inge To Production Status
» Relators
~ [ Warkflows

¥ [ TEST_WORKFLOW

- wi_ciicc]

A Macros

» (% Email Redipients

» [ SMS Recipients

Test Workflow

¥ [ windows Services

2 windnue @
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Click Scheduled Tasks menu item in Home screen to see the Workflow task instances
ARGENT OMEGA ::x-2010-0)

¢ o
Theme = Argent Instant Help About Logout
‘ Q Find any field's name on any screen. For example, type 'Status'
Recently Viewed

& =] 8

Workflows Scheduled Tasks

CMDB-X Engines Relators

[5°]
- ]

n ®
Global Status

Events

SuperMaps Network Topology Maps Super Console SLA
= 55
i G 104 X N
Performance Graph Dashboard CeoConsole Enterprise View Top X ViewMagic
O
8 (] g8d |8
Scheduled Tasks Relators

Workflows CMDB-X Tool Sets
e
2]

Alerts
b =

- @ e
Calendars Macros i

Monitoring Groups Engines Security

Argent Reporter

ARGENT OMEGA (2.24-2210-4)

Theme ~
Scheduled Monitoring Tasks

o

(] V)
Argent Instant Help About Logout

‘Server Or Device Status

‘Next Run Time

Generator

‘Lai Run Time
Ready

30 Sep 2022

20 S=p 2022 1

30 Sep 2022 30 S2p 2022 1

Task Instances(Relator: WFL_CHECK, Server Or Device: AI-2019-009) Last 10 Instances

Status cecution Time umber ‘
aed 30 Sep 2022 15.30.00 3001048

nded 30 Sep 2022 15:20:00 A1-2019-009 001028

ded 30 Sep 2022 15:10:00 A1-2013-003 001071

Argent Software
Proprietary Information — All Rights Reserved

Page 34 of 135




Click View Workflow Trace Log to see execution trace log of selected Workflow instance:

fod ¢ 2 Y

ARGENT o M EGA (2.2A-2210-4) Theme ~ Argent Instant Help About Logout
scheduled Monitoring Tasks 12 seconds

‘SENEI Or Device ‘Genemlur ‘Last Run Time ‘Ne)(t Run Time

AI-2015-008 AI-2013-008 30 Sep 2022 15:54:00 30 Sep 2022 15:37:00
DND-MFC-SQL 30 Sep 2022 1 3 30 Sep 2022 13:33:30

WFL_CHECK

Task Instances(Relator: WFL_CHECK, Server Or Device: AT-2019-009) Last 10 Instances -

Execution Time Generator Task Number

Refresh A

P

Ended A1-2013-003 001029

Ended A1-2013-003 3001031

v Workflow Trace Log
View Waterfall

Run Workflow Now

Hold

Go To Definition

Click View Waterfall to see Workflow waterfall display:

Workflow Waterfall Display

Step Computer/Monitoring Group Status Start Time End Time Action Progress

REBCOT_REBOOT Finished 30 Sep 2022 15:30:07 30 Sep 2022 15:30:43
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Scheduled Tasks

The Scheduled Tasks section is a useful method of viewing the schedules for upcoming Relators or
Workflows, as well as Relators or Workflows that have completed execution. Each task has an individual
log that can be viewed by right-clicking on the task.

Select Scheduled Tasks from the Home Screen.

) U
ARGENT OM EGA (2.2A-2210-4) Theﬁe' ArgemlncstumHEIp Abouut Lugut

| Q Find any field's name on any screen. For example, type 'Status’

Recently Viewed

* & 8]

Tool Sets Events Relators CMDB-X Engines

Product: (Sorted By Name)

A I & ©

Alerts CMDB-X Calendars CeoConsole Dashboard Engines

(O] -W— . -2 '@'
Enterprise View Events Global status Macros Monitoring Groups Network Topology Maps
performance Graph Relators SLA Scheduled Tasks Security Super Console

" 5% X R 88

SuperMaps Tool Sets Top X ViewMagic Workflows

Argent Reporter

ARGENT OMEGA (. 2200 A, N S

Scheduled Monitoring Tasks

‘Ezrwemtur

REL DEMO 570 WASH ZND FLR ANNEX A SERVER 15 Reaty A1-2018-009 1 1un 2022 15:20:00 12un 2022 15:30:

REL DEMO 570 WASH 2D FLR ANNEX A SERVER 3 Reaty GMEGA MaTOR 1 1un 2022 15:13:20 12un 2022 15:23:

REL DEMO 570 WASH ZND FLR ANNEX A SERVER 13 A1-2015-009 +Jun 2022 15:16:40 130 2022 15:26

REL PRODUCTION CONNECTIVITY 192.168..7 aMEGA MoTOR 4 Jun 2022 15:18:03 130 2022 15:21:03
REL PRODUCTION CONNECTIVITY 192.1682.1 Ready 2019008 4 Jun 2022 15:18:08 130 2022 15:21:08
REL PRODUCTION CONNECTIVITY 19216825 Ready aMEGA MoTOR 1 Jun 2022 15:18:08 130 2022 15:21:09
REL PRODUCTION CONNECTIVITY 192.1683.10 Ready 2019008 1 1un 2022 15118112 130 2022 15:21:22
REL PRODUCTION CONNECTIVITY 570 WASH ZHD FLA ANNEX A SERVER 18 Ready aMEGA MoTOR 1 1un 2022 15:18116 1300 2022 1521126
REL PRODUCTION CONNECTIVITY 570 WASH ZND FLR ANNEX A SERVER 3 Resdy A12015-008 1 1un 2022 15:16:18 13un 2022 15:21:18
REL PRODUCTION CONNECTIVITY 570 WASH ZHD FLR ANNEX A Resdy oMEGA MOTOR 1 1un 2022 15:16:22 13un 2022 15:21:22
REL PRODUCTION CONNECTIVITY 570 WASH ZHD FLR ANNEX A Resdy A12015-008 1 1un 2022 15:16:25 13un 2022 15:21:25
REL PRODUCTION CONNECTIVITY 570 WASH ZHD FLA ANNEX B SERVER 13 Resdy GMEGA MOTOR 1 1un 2022 15:16:28 13un 2022 15:21:28
REL PRODUCTION CONNECTIVITY 570 WASH ZHD FIR ANNEX B SERVER 34 Ready A1-2015-008 1 1un 2022 15:16:32 13un 2022 15:21:32
REL PRODUCTION CONNECTIVITY 570 WASH ZND FLR ANNEX B SERVER 4 Ready GMEGA MOTOR 1 1un 2022 15:18:35 13un 2022 15:21:35
REL PRODUCTION CONNECTIVITY 570 WASH ZND FIR ANNEX B SERVER 42 Ready A1-2015-008 1 1un 2022 15:16:38 13un 2022 15:21:38
REL PRODUCTION CONNECTIVITY 570 WASH IND FIR ANNEX € SERVER 20 Ready oMEGA MOTOR 1 1un 2022 15:18:01 13un 2022 15:21:1
REL PRODUCTION CONNECTIVITY 570 WASH IND FIR ANNEX € SERVER 33 Ready AL2015-008 1 1un 2022 15:18:05 13un 2022 15:21:45

Task Instances(Relator: REL_PRODUCTION_CONNECTIVITY, Server/Device: 162.168.1.1) Last 10 Instances

tion Time Generatz

1 3un 2022 15:18:00 L2018

+ Jun 2022 15:15:00 AL-2018-009

+ Jun 2022 15:12:00 AL2019

1 2un 2022 15:609:00 AL-2015- 003992
1 Jun 2022 15:06:00 AL-2015-009 Jo03821
1 Jun 2022 15:03:00 AL-2015-009 1003850
1 Jun 2022 15:00:00 AL-2015-009 1003780
1 3un 2022 12:57:00 AL-2015-009 1003708
1 3un 2022 12:54:00 AL-2015-009 1003638
1 3un 2022 12:51:00 AL-2015-009 1003587
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Select any Relator and click View Relator Trace Log from context menu.

ARGENT OMEGA (2.24-2204-71)

Theme ~

(34
Argent Instant Help

Q

About Logout

Scheduled Monitoring Tasks 1 second
‘ erver Or Device |5talus ‘Genemlor ‘ Last Run Time |Naxt Run Time
REL_DEMO 570_WASH_2ND_FLR_ANNEX_A_SERVER_18 Ready AT-2018-008 1 Jun 2022 15:20:00 1 Jun 2022 15:30:00
REL_DEMO 570_WASH_2ND_FLR_ANMEX_A_SERVER_3 Ready OMEGA_MOTOR 1 Jun 2022 15:13:20 1Jun 2022 15:23:20
REL_DEMO S70_WASH_2ND_FLR_ANNEX_A_SERVER_33 Ready AT-2019-009 1 3un 2022 15:16:40 13un 2022 15:26:40
REL_PRODUCTION_CONNECTIVITY 152.168.1.7 Ready OMEGA_MOTOR 1 Jun 2022 15:16:03 13un 2022 15:21:03
REL_PRODUCTION_CONNECTIVITY 152.168.2.1 Ready AT-2015-003 1 Jun 2022 15:16:06 13un 2022 15:21:06
REL_PRODUCTION_CONNECTIVITY 192.168.2.5 Ready QMEGA_MOTOR 1Jun 2022 15:18:09 1Jun 2022 15:21:09
REL_PRODUCTION_CONNECTIVITY 192,168.3.10 Ready A1-2018-003 1Jun 2022 15:18:12 1Jun 2022 15:21:12
REL_PRODUCTION_CONNECTIVITY S70_WASH_2ND_FLR_ANNEX_A_SERVER_18 Ready OMEGA_MOTOR 13un 2022 15:18:16 13un 2022 15:21:16
REL_PRODUCTION_CONNECTIVITY 570_WASH_2ND_FLR_ANMEX_A_SERVER_3 Ready AT-2019-009 1 Jun 2022 15:18:19 13un 2022 15:21:19
REL_PRODUCTION_CONNECTIVITY 570_WASH_2ND_FLR_ANNEX_A_SERVER_33 Ready OMEGA_MOTOR 13un 2022 15:18:22 13un 2022 15:21:22
REL_PRODUCTION_CONNECTIVITY 570_WASH_2ND_FLR_ANNEX_A_SERVER_48 Ready AT-2019-009 13un 2022 15:18:25 13un 2022 15:21:25
REL_PRODUCTION_CONNECTIVITY 570_WASH_2ND_FLR_ANMNEX_B_SERVER 1§ Ready OMEGA_MOTOR 13un 2022 15:16:28 13un 2022 15:21:28
Task Instances(Relator: REL_PRODUCTION_CONNECTIVITY, Server/Device: 192.168.1.1) T
Status xecution Time Generator ask Number
Ended 13un 2022 15:16:00 AT-2013-003 1004206
Ended 1Jun 2022 15:15:00 A1-2018-00% 1004134
Ended 1Jun 2022 15:12:00 A1-2018-00% J00d062
Refresh
Ended 1 Jun 2022 15:06:00 1003921
Pause
Ended 1Jun 2022 15:03:00 1003850
View Relator Trace Log
Ended 1Jun 2022 15:00:00 1003780
Clear Trace Log
Ended 1Jun 2022 14:57:00 A1-2015-004 1003709
Ended 1Jun 2022 14:54:00 21-2018-00 il 1003838
Ended 1 Jun 2022 14:51:00 PRELIERLE Hold 1003567
Go To Definition
C @ blobhttp://localhost:6100/d994c040-efc8-4b31-957e-72b2d0034ad 2 % O &2 :
1 Jun 2022 15:09:6@ AI-2019-009 No outstanding condition found for included Rules
le1 Jun 2022 15:09:60 AI-2819-009 Submitted task to Generator 'AI-2018-869' (Pool: 1)
o1 Jun 2022 15:09:67 AI-2019-0@9 *** Saving Performanace Data for Argent Forecaster ***
el Jun 2022 15:09:@7 AI-2019-009 2022-86-01 @9:32:83 (UTC): \\192.168.1.1\Service Level Agreement(192.168.1.1GSNIP)\System Alive =
o1 Jun 2022 15:09:67 AI-2019-009 2022-86-01 @9:39:83 (UTC): \\192.168.1.1\Service Level Agreement(192.168.1.18SNMP(Ports1))\Systen 1.00
o1 Jun 2022 15:09:7 AI-2019-009 2022-96-01 @9:39:03 (UTC): \\192.168.1.1\Service Level Agreement{192.168.1.1SNMP(Port#2))\Systen 1.00
|21 Jun 2022 15:@9:07 AI-2019-809 2022-06-01 ©9:39:03 (UTC): \\192.168.1.1\Service Level Agreement{192.168.1.1@SNMP(Port#3))\System 1.20
o1 Jun 2022 15:09:07 AT-2019-800 2022-06-01 @9:39:03 (UTC): \\192.168.1.1\Service Level Agreement(192.155.1.1SNMP(Port#4))\Systen 1.00
o1 Jun 2022 15:09:07 AI-2019-809 2022-86-01 @9:39:@3 (UTC): \\192.168.1.1\Service Level Agreement(192.168.1.1ESNMP(Port#5))\Systen 1.00
B1 Jun 2022 15:09:63 AT-2019-809 Successfully reach server 192.168.1.1
o1 Jun 2022 15:09:67 AI-2019-809 (Not Broken) Argent Omega Baseline: Successfully reach server 192.168.1.1
o1 Jun 2022 15:09:67 AI-2019-009 Total time spent: ©:00:00:00.0009832 (Executor: AI-2019-809, User: ANYTIME-SUPPORT\Gri)
le1 Jun 2022 15:12:60 AI-2019-809 No outstanding condition found for included Rules
o1 Jun 2022 15:12:60 AI-2019-009 Submitted task to Generator 'AI-2012-0@9' (Pool: 1)
el Jun 2022 15:12:@5 AI-2019-809 *** Saving Performanace Dats for Argent Forecaster ***
o1 Jun 2022 15:12:05 AI-2019-9@9 2022-86-01 @9:42:01 (UTC): \\192.168.1.1\Service Level Agreement(192.165.1.1SMMP)\System Alive = 1.00
o1 Jun 2022 15:12:05 AI-2019-009 2022-96-01 @9:42:01 (UTC): \\192.168.1.1\Service Level Agreement(192.168.1.1SNMP(Port#1))\Systen Alive = 1.00
|21 Jun 2022 15:12:05 AI-2019-809 2022-06-01 ©9:42:01 (UTC): \\192.168.1.1\Service Level Agreement{192.168.1.1@SNMP(Port#2))\System Ali 1.20
o1 Jun 2022 15:12:05 AT-2019-800 2022-06-01 @9:42:01 (UTC): \\192.168.1.1\Service Level Agreement(192.155.1.1SNMP(Port#3))\Systen 1.00
Pl Jun 2022 15:12:05 AI-2019-809 2022-86-01 ©9:42:81 (UTC): \\192.168.1.1\Service Level Agreement(192.168.1.1ESNMP(Port#4))\Systen 1.00
o1 Jun 2022 15:12:065 AT-2219-809 2022-86-01 @9:42:01 (UTC): \\192.168.1.1\Service Level Agreement(192.165.1.1SNMP(Port#5))\Systen 1.00
el Jun 2022 15:12:61 AI-2019-809 Successfully reach server 192.168.1.1
o1 Jun 2022 15:12:65 AI-2019-009 (Not Eroken) Argent Omega Baseline: Successfully reach server 192.165.1.1
le1 Jun 2022 15:12:65 AI-2019-009 Total time spent: 0:00:00:00.0000000 (Exscutor: AI-2019-809, User: ANVTIME-SUPPORT\Giri)
o1 Jun 2022 15:15:60 AI-2019-009 No outstanding condition found for included Rules
el Jun 2022 15:15:@8 AI-2019-009 Submitted task to Generator 'AI-2012-8@9' (Pool: 1)
o1 Jun 2022 15:15:04 AI-2019-8@9 *** Saving Performanace Data for Argent Forecaster ***
o1 Jun 2022 15:15:@4 AI-2019-009 2022-96-01 09:45:08 (UTC): \\192.168.1.1\Service Level Agreement(192.168.1.1SNMP)\System Alive =
|21 Jun 2022 15:15:04 AI-2019-809 2022-06-01 ©9:45:00 (UTC): \\192.168.1.1\Service Level Agreement{192.168.1.1@SNMP(Port#1))\System 1.20
o1 Jun 2022 15:15:04 AT-2019-800 2022-06-01 @0:45:08 (UTC): \\192.168.1.1\Service Level Agreement(192.155.1.1SNMP(Port#2))\Systen 1.00
o1 Jun 2022 15:15:04 AI-2019-809 2022-86-01 ©9:45:88 (UTC): \1192.168.1.1\Service Level Agreement(192.168.1.1ESNMP(Port#3))\Systen 1.00
o1 Jun 2022 15:15:64 AT-2219-809 2022-66-01 @9:45:08 (UTC): \\192.168.1.1\Service Level Agreement(192.165.1.1SNMP(Port#4))\Systen 1.00
o1 Jun 2022 15:15:64 AT-2019-009 2022-86-01 @9:45:08 (UTC): \\192.168.1.1\Service Level Agreement(192.168.1.18SNMP{Port#5))\Systen Alive = 1.00
o1 Jun 2022 15:15:6@ AI-2019-009 Successfully reach server 192.165.1.1
le1 Jun 2022 15:15:64 AI-2819-809 (Not Broken) Argent Omega Baseline: Successfully reach server 192.168.1.1
o1 Jun 2022 15:15:04 AI-2019-009 Total time spent: ©:00:00:00.0010009 (Executor: AI-2019-809, User: ANVTIME-SUPPORT\Giri)
el Jun 2022 15:18:@9 AI-2819-809 No outstanding condition found for included Rules
o1 Jun 2022 15:18:00 AI-2019-809 Submitted task to Generator 'AT-2019-8@9' (Pool: 1)
o1 Jun 2022 15:18:05 AI-2019-009 **° Saving Performanace Data for Argent Forecaster *=*
o1 Jun 2022 15:18:05 AI-2019-809 2022-86-01 @9:48:82 (UTC): \1192.168.1.1\Service Level Agreement(192.168.1.18SNMP)\System Alive =
o1 Jun 2022 15:18:05 AT-2019-000 2022-06-01 @0:45:02 (UTC): \\192.168.1.1\Service Level Agreement(192.165.1.1SNMP(Port#1))\Systen 1.00
el Jun 2022 15:18:05 AI-2019-809 2022-86-01 ©9:48:82 (UTC): \\192.168.1.1\Service Level Agreement(192.168.1.1ESNMP(Port#2))\Systen 1.00
o1 Jun 2022 15:18:065 AT-2219-009 2022-66-01 @9:45:02 (UTC): \\192.168.1.1\Service Level Agreement(192.165.1.1SNMP(Port#3))\Systen 1.00
el Jun 2022 15:18:05 AI-2819-809 2022-86-01 89:48:82 (UTC): \1192.168.1.1\Service Level Agreement(192.168.1.1GSNMP(Port#4))\Systen 1.00
o1 Jun 2022 15:18:65 AI-2019-009 2022-86-01 @9:45:02 (UTC): \\192.168.1.1\Service Level Agreement(192.165.1.18SNMP(Port#5))\Systen 1.e0
le1 Jun 2022 15:18:62 AI-2019-809 Successfully reach server 192.168.1.1
o1 Jun 2022 15:18:65 AI-2019-009 (Not Broken) Argent Omega Baseline: Successfully reach server 192.168.1.1
el Jun 2022 15:18:@5 AI-2019-809 Total time spent: ©:00:00:00.00@9791 (Executor: AI-2019-809, User: ANYTIME-SUPPORT\Giri)
1 Jun 2022 15:21:60 AI-2019-809 No outstanding condition found for included Rules
o1 Jun 2022 15:21:00 AI-2019-009 Submitted task to Generator 'AI-2012-069' (Pool: 1)
o1 Jun 2022 15:21:03 AI-2019-8@9 *** Saving Performanace Data for Argent Forecaster ***
o1 Jun 2022 15:21:03 AT-2019-800 2022-06-01 @9:51:01 (UTC): \\192.168.1.1\Service Level Agreement(192.155.1.18SNMP)\System Alive =
o1 Jun 2022 15:21:03 AI-2019-809 2022-86-01 @9:51:@1 (UTC): \\192.168.1.1\Service Level Agreement(192.168.1.1ESNMP(Port#1))\Systen 1.00
o1 Jun 2022 15:21:03 AT-2219-809 2022-66-01 @9:51:01 (UTC): \\192.168.1.1\Service Level Agreement(192.165.1.1SNMP(Port#2))\Systen 1.00
el Jun 2022 15:21:03 AI-2819-809 2022-86-81 89:51:81 (UTC): \1192.168.1.1\Service Level Agreement(192.168.1.18SNMP(Port#3))\Systen 1.00
o1 Jun 2022 15:21:03 AI-2019-009 2022-86-01 @9:51:01 (UTC): \\192.168.1.1\Service Level Agreement(192.165.1.1SNMP(Port#4))\Systen 1.00
o1 Jun 2022 15:21:03 AI-2819-809 2622-86-01 89:51:81 (UTC): \\192.168.1.1\Service Level Agreement(192.168.1.18SNIP(Port45))\Systen 1.00
|21 Jun 2022 15:21:01 AI-2019-809 Suc ;fully reach server 192,168,1.1 h
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Alerts
Argent Omega separates Alerts into three categories:
o Correction

« Notification

e Alert Macros

— ) U
= ARGENT O M EGA (2.2A-2210-4) Hgm Iheﬁe' ArgemlncstuanEIp Abonu( mgut

Name | e

Carrection

> Tool Sefs

-

» [ Correction

4 Notification
Notification
» [ alert Macro

Alert Macro
Monitoring Groups

Relators
Workflows
Macros

Calendars

Administration

Argent Software
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Correction Alerts

Argent Omega comes with a set of Correction Alerts to proactively correct issues.

= ARGENT OMEGA (ouznion) - ¢ o

Home Theme ~ Argent Instant Help About Logout

> Tool Sets

A M Alerts
LB = [oescrpion
~ [ Correction
Conacion
PowerShell
WMI

SQL Query

Notification

Alert Macro

System Command

»
»

»

»

» [ Reboot
» [ windows Service
» [ Linux Seript

= [ UNIX Script
Solaris

AIX

HP-UX

sCo

Notification
Alert Macro

Monitoring Groups
Relators
Workflows

Macros

Calendars

Administration

e PowerShell
These Alerts allow you to execute any PowerShell script.

Remember to specify the PowerShell credentials before executing the Alert.

= ARGENT OMEGA (2.2a-2210-24) ! o cﬂ)

Home Theme ~ Argent Instant Help About Logout

A M Alerts
) [ | [E—
v Correction

Correction
> [ PowerShell

PS_RESTART_VM
PS_START_IIS_WWW
PS_START_SQL_SERVER
WHMI
SOL Query

System Command

Notification

Alert Macro

Reboot
Windows Service
Linux Seript

UNIX Script

v v v v v

Solaris
AIX
HP-UX
sco
Notification
Alert Macre

Monitoring Groups:
Relators
Workflows

Macros

Calendars

Administration
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Proprietary Information — All Rights Reserved Page 39 of 135



e WMI

These Alerts allow you to execute any WMI script.

= ARGENT OMEGA - < I,
— (2.2A-2204-T1) Theme ~ Argent Instant Help About Logout

- | Alerts

Name Last ged Time (UTC) ‘Descnp
~ [0 Correction

VBS_CLUSTER_GROUP_OFFLINE 01 Jun 2022 05:27:35 This Argent Corrective Alert will automatically take a cluster group offline,
> PowersShell

-CImm

& VBS_CLUSTER_GROUP_OFFLINE

VBS_CLUSTER_GROUP_ONLINE 01 Jun 2022 05:27:35 This Argent Corrective Alert will automatically put a dluster group back online.
VBS_CLUSTER_NODE_RESUME 01 Jun 2022 05:27:35 This Argent Corrective Alert will automatically resume a cluster node.

VBS_CLUSTER_RESOURCE_ADD... 01 Jun 2022 05:27:35 This Argent Corrective Alert will automatically add a cluster node to the resource.
o VBS_CLUSTER_GROUP_ONLINE
VBS_CLUSTER_RESOURCE_CHA.. 01 Jun 2022 05:27:35 This Argent Corrective Alert will automatically move the cluster object to a new resource group.

@ VBS_CLUSTER_NODE_RESUME
VBS_CLUSTER_RESQURCE_MAL.. 01 Jun 2022 05:27:35 This Argent Corrective Alert will set the cluster mode to FALSE.

& VBS_CLUSTER_RESOURCE_ADD_NODE

VBS_CLUSTER_RESOURCE_MAL.. |01 Jun 2022 05:27:35 This Argent Corrective Alert will set the cluster mode to TRUE.
@ VBS_CLUSTER_RESOURCE_CHANGE_GRO!

VBS_CLUSTER_RESOURCE_OFFL.. 01 Jun 2022 05:27:35 This Argent Corrective Alert will automatically take a cluster resource offline.

VBS_CLUSTER_RESOURCE_ONL.. |01 Jun 2022 05:27:35 This Argent Corrective Alert will automatically put a cluster resource back online.
&5} VBS_CLUSTER_RESOURCE_MAINT_TRUE VBS_CLUSTER_RESOURCE_QUO.. | 01 Jun 2022 05:27:35 This Argent Corrective Alert will automatically make the cluster object to be a quorum resource.
5] VBS_CLUSTER_RESOURCE_OFFLINE VBS_CLUSTER_RESOURCE_REM.. |01 Jun 2022 05:27:35 This Argent Corrective Alert will automatically remove a cluster nade from the cluster resource.
& VBS_CLUSTER_RESOURCE_ONLINE

@ 'VBS_CLUSTER_RESOURCE_QUORUM

& VBS_CLUSTER_RESOURCE_REMOVE_NODE

¥ QC Query

» [0 System Command
» [ Reboot

» ' Windows Service
» [ Linux Script

~ [ UNIX Seript

> Solaris

» [0 A
> HP-UX
> 5CO
> Notification

Alert Macro

Argent Software

Proprietary Information — All Rights Reserved Page 40 of 135



e SQL Query

»

~ [ S0L Query

» [ Reboot
. 1 DBCC SHRINKDATABASE
» 1 windows Service 2 ‘Database_Name' |  Database ID | ]
. N 3 , Target_Percent
» [ Linux Script a NOTRUNCATE | TRUNCATEONLY
~ [ UNIX Script 5
6 WITH NO_INFOMSGS

» [ Solaris

» [0 AIX [ stored Procedure

> [0 HP-UX Description:

»osco B 7 U FormatBlock ~ Font Full Sareen
Notification his Argent Corrective Alert will automatically shrink a database.
Alert Macro

iSyntax:

Monitering Groups:

IDECC SHRINKDATABASE

Relators | ‘Database_Name' | Database_ID | 0

Work I Terget_Percent ]
foridlows [.{ NOTRUNCATE | TRUNGATEONLY }]

Macros I['WITH NO_INFOMSGS |

Calendars

These Alerts allow you to execute any SQL Query.
Remember to specify the SQL Server credentials before executing the Alert.

W SA_SHRINK_DATABASE [ use Trusted Connection

» = Srtem command ot avery:

o) [0}

# o C (2]
(2.24-2210-4A) Theme ~ Argent Instant Help About Logout
ARGENT OMEGA
Tool Sets SQL Server: [tdefaulty |
Alerts
Corection Database: [ defautty |
» [ powershell Logon User: [ |
b Password: [ |

Administration

I T T T T TR
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¢ System Command
These Alerts allow you to execute any batch file, command file or executable on any machine.

Remember to specify the Windows credentials before executing the Alert on aremote machine.

—_— ) I
ARGENT o M EGA (2.2A-2210-A) Hgne Theﬁe' Argem\ntstamHelp Ahenul Lﬂ‘g.gul

» [ Tool Sets
v Alerts
~ [ Correction
PowerShell
WMI
SQL Query
System Command
E1 CD_PROC_LIST
Reboot

v - -

»

» [ Windows Service

» [ Linux Seript

~ [ UNIX Script

¥ [ Solaris

» [0 AIX

» [ HP-UX

» [ sCO

> Notification

» [ Alert Macro
Monitoring Groups
Relators
Workflows
Macros
Calendars

Administration

C [\\%AGN odeName?s\Argentalert Console\CLEAN_TEMP_DIR.CHD ]
— ]
Timeout: Seconds

[ simply Run Command Line And Log No Output

Description:

B 7 U FormatBlock v Font
his Argent Corrective Alert will automatically dlean the temporary directory.

Full Screen

T T T T T
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»

Reboot

These Alerts allow you to perform a system reboot or shutdown. Argent Omega will automatically

close all applications and perform the specified action.

This Alert is restricted only to Administrator users.

ARGENT OM EGA (2.24-2210-4)

Message: Keywords

Taol Sets
Alerts
Correction
PowerShell
WML
SQL Query
System Command
Reboot
{ REBOOT_SHUTDOWN
Windows Service
Linux Script
UNIX Script
Solaris
ALX
HP-UX

sco
Notification

Alert Macro
Monitering Groups
Relators
Workflows

Macros

Calendars

Administration

Home

d

Theme ~

o
Argent Instant Help

About

%)

Logout

ITHIS SYSTEM WILL REBOOT IN FIVE (5) MINUTES!

PLEASE SAVE YOUR WORK AND LOG OFF IMMEDIATELY TO PREVENT LOSS OF DATA!

[ Forcibly Clase Applications

[E Reboot After Shutdown
Timeout: 300 | Seconds
Description:

B 7 U FormatBlock ~ Font

his Argent Corrective Alert will automatically ciose all applications and reboot the system.

Full Screen

T T T T T EETE
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e Windows Service
These Alerts allow you to Stop, Start, or Restart a stalled or stopped service.
Argent is unique in its ability to detect and correct a stalled service — one that says “Running”
on the SCM screen; see Argent KBI Https://Help.Argent.com/#KBI_ 310212

# o ¢ e o

Home Theme ~ Argent Instant Help About Logout

.

v | Alerts

+  Correction Service Name: [#BROKEN_SERV[CE# ]_
» - powershell Display Name: [ ] captional)
b wML Description:
» [SQL Query B 7 U FormatBlock w Font : =
» System Command 'his Argent Comective Alert will automatically stop, sleep for thirty (30) seconds, and start the affected service.
» [ Reboot
~ [ windows Service

€ SS_RESTART
@ S5_RESTART_EXCHANGE_POP3
@ 55_RESTART_EXCHANGE_REPLICATION
@, S5_START
@ s5_STOP
» Linux Script
= [ UNIX Script
Solaris
AIX
HP-UX

v v v -

sCo

-

Notification

-

Alert Macro
Monitoring Groups:
Relators
Workflows

Macros

Calendars

- v v v v v

Administration

I T T T T I

Select any service name and choose the type of operation for broken service.

Select A Service

Remote Machine: [Ar-2010-000 :
Execute On: {default} -

Senvice Name |pisplay Name

|adobe Acrobat Update Service
allioyn Router Service
|application Layer Gateuay Service
|Application Host Helper Service
lication Identity
lication Information
lication Management
450 Readiness

Microsoft App-V Client

Cancel
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e Linux Script

These Alerts allow you to execute any Linux shell script.

Remember to specify the Linux credentials before executing the Alert.

ARGENT OM EGA (2.24-2210-4)

(%4
Argent Instant Help

About

%)

Logout

’ Tool Sets
- Alerts
~ [ Correction

4 PowerShell
3 WMI
» 10 SQL Query
» [ System Command
» [ Reboot
4 Windows Service

= [ Linux Seript

B8 ACT_LINUX_DISK_CLEANUP
8 ACT_LINUX_RESTART_LPSCHED
~ [ UNIX Script

> Solaris
> AIX
» [ HP-UX
4 SCO
> Notification
4 Alert Macro

» 1 Monitoring Groups
» [ Relators

» [ Workflows

» [ Macros.

» [ Calendars

» [ Administration

1|#!/bin/sh
24
3%
4 # Copyright (c) 2811 ARB Intellectual Property Holdings (HK), Limited
54
6 # All Rights Reserved.
7E
& # ARG Intellectusl Property Holdings (HK), Limited
s #
10 %
11 # This is PROPRIETARY SOURCE CODE of ARB Intellectual Property Holdings (HK), Limited.
124
13 # The contents of this file may not be disclosed to third parties, copied or
14 # duplicated in any form, in whole or in part, without the prior written
15 # permission of ARB Intellectual Property Holdings (HK), Limited.
16 #
17 # RESTRICTED RIGHTS LEGEND:
18 # Use, duplication or disclosure by the Government is subject to restrictions
19 # as set forth in subdivision (c)(1}(ii) of the Rights in Technical Data
20 # and Computer Software clause at DFARS 252.237-7013, and/or in similar or
21 # successor clauses in the FAR, DOD or NASA FAR Supplement.
22 #
23 # Unpublished - rights reserved under the Copyright Laws of the United States
24 # and other countries.
25 #
26 #
27 # This Argent Corrective Alert will automatically use 'wall' to broadcast a message to everyone logeed into the system.
28
29 # The message is the argument string passed in.
30
31
32 WALL="wall"
33
34 "SHALL" <<t
35 %=
36 !
37
38
39
48 exit @
41
42
. -
Timeout: Saconds
Description:

B 7 U FormatBlock ~ Font

nis Argent Corrective Alert will automatically use wall'to broadcast a message to everyone logged into the system.

IThe message is the argument string passed in

Full Screen

Applications hosted off a UNIX environment that are causing issues in your environment can easily be

corrected by running shell scripts to restart daemons, kill processes, cleanup disk space, etc.
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e UNIX Script

These Alerts allow you to execute a UNIX shell script.

ARGENT OMEGA (2.24-2210-4A) Theme ~
St solis

» [ Tool Sets
A Alerts
+ I Correction

» [ PowerShell
» WML
» 1 SQL Query
» [ System Command
» | Reboot
» [ Windows Service
» [ Linux Seript
+ [ UNIX Script

[ Solaris

B8 ACT_SUNOS_DISK_CLEANUP
B8 ACT_SUNOS_RESTART_LPSCHED

» [0 AIX
4 HP-UX
» [ sco

4 Notification

Alert Macro

Monitering Groups.

Relators

» [ Workflows

Macros

Calendars

Administration

o ¢

Argent Instant Help

e

About

%)

Logout

Jvin/sh

Copyrignt (c) 2011 ARB Intellectual Property Holdings (HK), Limited

A1l Rights Reserved.

#
#

#

#

#

#

#

# ARB Intellectual Property Holdings (HK), Limited

#

2

# This is PROPRIETARY SOURCE CODE of ARB Intellectual Property Holdings (HK), Limited.
#

# The contents of this file may not be disclosed to third parties, copied or

# duplicated in any form, in whole or in part, without the prior written

# permission of ARS Intellectusl Property Holdings (HK), Limited.

#

17 # RESTRICTED RIGHTS LEGEND:
8 # Use, duplication or disclosure by the Government is subject to restrictions

19 # as set forth in subdivision {c)(1)(ii) of the Rights in Technical Data

20 # and Computer Software clause at DFARS 252.227-7013, and/er in similar or

21 # successor clauses in the FAR, DOD or NASA FAR Supplement.

22 %

23 # Unpublished - rights reserved under the Copyright Laws of the United States

24 # and other countries.

25 #

26 #

27 # This action script uses 'wall' to send a message to everyone logged in the system.
L]

# The messsge is the argument string passed in.

2 WALL="wall -a"

34 "SHALL" <cl

Timeout: [z seconds

Description:

Full Screen

Format Block ~ Font

nis Argent Corrective Alert will automatically use wall 1o broadeast a message to everyone logged into the system.

IThe message is the argument string passed in

Applications hosted off a UNIX environment that are causing issues in your environment can easily be

corrected by running shell scripts to restart daemons, kill processes, cleanup disk space, etc.
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Notification Alerts

Notification Alerts provide several ways to alert Administrators and support staff.

Argent Omega comes with a rich set of Notification Alerts.

i) U
ARGENT o M EGA (2.2a-2210-4) HD‘[T]E Iheﬁe' ArgemlncstamHEIp Abouul Lugut

- 1 hlerts
~ Name |Describtion
4 Correction

Email

. Event Log
Email
Help Desk:
Event Log

Netwiork Messsge
Help Desk

Syctem Alarm
Network Message
SMs
System Alarm

SMsS
SNMP Trap
Twitter

SNMP Trap

Titter

Alert Macro
Monitoring Groups
Relators
Workflows
Macros

Calendars

»
>
»
»
>
»

Administration
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e Email

This Alert allows you to send an email containing the details of the Alert to any recipient.

ARGENT OMEGA (:2n-2210-0 ol o ¢ @ o

> Tool Sets
- Alerts
3 Correction
- Notification
- Email
% EMAIL_MEARTBEAT
% EMAIL_SERVICE_RESTORED
% EMAIL_SYSTEM_RESTORED
Event Log
Help Desk
Network Message
System Alarm
SMS
SNMP Trap

Twitter

L4 Alert Macro
Monitoring Groups
Relators
Workflows
Macros.

Calendars

Administration

Home Theme = Argent Instant Help About Logout
Email Type: AUTO -
To: [aRM_aDMIVISTRATORS ]

[ )

[ Replace Recipients For Escalation

Importance: Not Spedified v

Subject: [%AGStatus% - Issue on server: %AGNodeNameds

[ s ]

B 7 U FormatBlock + Font

=== Full Screen
[(ANSW:UID=8AGUniquel D%)

Server: %AGNodeNames

I%AGConsoleCommentt

9bAGHIghDetail%

Description:

B 7 U FormatBlock ~ Font

Full Screen

his sample Email Alert is a general message sent o the domain administrators specified in the referenced Emall Recipient Macro (8RM_ADMINISTRATORS)

IThe message subject is the name of the affected node (server or device).

[The message text includes a Unique 1D variable to allow answering this alert by replying to the email. and a complete text of the Alert

INOTE.

T T T T T

The SMTP server or MAPI profile is configured in the Administration area of Argent Omega.

Built-in “Keywords” can also be used in any of the fields to customize your Alert — see Argent KBI

Https://Help.Argent.com/#KBl 312002
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e Event Log

This Alert allows you to create a custom Event Log with the specified type and source.

) U
A R G E N T o M E (2.2A-2210-A) Hgne Theﬁe' Argent \r\tslum Help. Atﬁn Lugul

r Tool Sets
ool ¢ Event ID: [ 1,000 E
- 4 Mlerts

» [ Correction

EID_LOG_AS_ERROR

EID_LOG_AS_INFO

+ i Notification Event Source: [%AGPmductName% ]
» o Email Log Type: [application ]
~ | Event Log Message:

%AGHIghDetail%s

£ EID_LOG_AS_WARNING
Help Desk
Network Message
System Alarm
sMs
SNMP Trap

Twitter Description:

» [ alert Macro B 7 U FormatBlock + Font

Full Screen

Monitering Groups: nis sample Event Log Alert adds an Error type log entry to the Application Event Log.
Relators
Workflows
Macros

Calendars

Administration

T T T T T T

Built-in “Keywords” can also be used in any of the fields to customize your Alert, see Argent KBI

Https://Help.Argent.com/#KBl 312002

e Help Desk

This Alert allows you to forward Alerts to any third-party help desk facility.

) I
A e ¢ (2} O
Home  Theme-  ArgentinstantHelp  About  Llogout
» Tool Sets
oot el Log Path: [LoGS\ACU_HELPDESK_LOG.TXT ]
- 1 Alerts
[ use Raw Format
» [ Correction
~ 1% Notification Description:

» B Email B 7 U FormatBlock ~ Font A == =i T Full Screen

» Event Log 'his sample Help Desk Alert writes event detail to the specified log Tile.
- Help Desk

Network Message

System Alarm

SMS

SNMP Trap

Twitter

3 Alert Macro
Monitering Groups
Relators
Workflows
Macros

Calendars

Administration

I T T T T
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¢ Network Message
This Alert allows you to send a network message (using the Messenger service) to a specific account,

account group, or an entire domain.

) I
ARGENT o M EGA (2.2A-2210-A) nge Tl\eﬁe' Argenlmcs[uanEIp Atﬁn Lugul

Send To: [aum_spmmisTRATORS ]

» [ Tool Sets

- Alerts

» - Comrection Target Machine:  [{local} |

=
+ 14 Notification Timeout: Seconds
Email .

Event Log

%AGLowDetail%

Help Desk

v v -

Network Message
[ MsG_DEMO
[ MSG_SERVER_LOCAL
[-) MSG_SERVER_TARGET

» 1 System Alarm
» SMS Description:
,
SNMP Trap B 7 U FormatBlock ~ Font &~ = § es I Full Screen
> 1 Twitter

his sample Network Message Alert is sent1o the Domain Administrators group using a User M BUM_ADMINISTRATORS)

» 14 Alert Macro
Monitoring Groups
a Group IThe message includes a complele tex! alert.
Relators
Workflows
Macros

Calendars

Administration

T T T BT T T

Built-in “Keywords” can also be used in any of the fields to customize your Alert, see Argent KBI

Https://Help.Argent.com/#KBl 312002
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e System Alarm
This Alert causes the Argent Omega server to emit a customized alarm (beep) originating from the
machine’s speaker.

)

— 4
= ARG E N T o M EG A (2.2A-2210-4A) H:he Theﬁe' Argenl\n(stcmHelp Agul Ln‘g-gut

> Tool Sets

Wave File: [Atarmo1.wav ]

- 1 dlerts -
Repetition: Single Beep -

4 Correction

Description:

¥ [ Notification
B 7 U FormatBlock - Font & I Full Screen

Email

Event Log his sample System Alarm Alert is used for demonsiration purposes.
It piays Wwindows\media\Alam01 wav

I only wave file name is given, engine searchs Argent Alert Mechanism directory followed by Windows media sub-directory.

,
>

» [ Help Desk
4 Network Message

System Alarm
) ALARM_NOTIFY
) ALARM_RING
o) ALARM_TADA
13 SMS
» [0 SNMP Trap
» 0 Twitter
» [ Alert Macro
Monitoring Groups
Relators
Workflows
Macros

Calendars

Administration

I T T T T T

This Alert is typically used for local testing, and in most cases, is not a good choice for production use.
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e SMS

This Alert allows you to send an SMS message to a specified cell phone humber.

= ARGENT OMEGA (2.2A-2210-4)

)
Argent Instant Help About Logout

> Tool Sets

- Alerts
¥ [ Correction
~ [ Notification
Email
Event Log
Help Desk

Network Message

T

System Alarm

SMS

» [ SNMP Trap

» Twitter
» Alert Macro
Monitoring Groups
Relators
Workflows
Macros

Calendars

Administration

Phone Numbers: [800-555-1212

[ Replace Recipients For Escalation

(@ send As WhatsApp Message

%AGHighDetail%

Description:

B 7 U FormatBlock « Font

IPLEASE NOTE THIS IS A SAMPLE AND NEEDS TO BE MODIFIED TO MEET YOUR REQUIREMENTS

This sample SMS Alert will send a customized message showing a highly detailed description of the event to the specified mobile number.

Full Screen

T T T T T

An SMS modem and service provider is required to send the SMS message. The configuration for the

SMS modem is set in the Administration area.

Proprietary Information — All Rights Reserved
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e SNMP Trap
This Argent Corrective Alert will automatically fire an SNMP trap message using the Argent Enterprise
OID. The SNMP trap is sent through the installed Argent Console SNMP trap agent.

)

= #
= ARG E N T O M EG A (2.24-2210-4) Home Theﬂe' Argeﬂﬂncsmm Help Agm Logout

[0 Alerts
Destination SNMP Manager 1P Address: [155 255.255.255 ]

4 Correction

o SNMP Trap Enterprise OID: [1.3.6.1.4.1.2040.1 ]
A Notification
Email Enterprise Specific Type: =
Event Log Community: [public ]

»
»
»
> Network Message YoAGHIOhDatail"s
»
»

System Alarm
SMS
SNMP Trap

® SP_SEND_TRAP

Twitter

» Alert Macro

» [ Monitering Groups

3 Relators Description:

> ‘Workflows B 7 U FormatBlock ~ Font K] = =N 7 Full Screen
» [ Macros nis Argent Correciive Alert will automatically fire an SNMP rap message using the Argent enterprise QID

> Calendars {The SNMP frap is sent through the installed Argent Console SNMP trap agent

» [ Administration

I T T T T T
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o Twitter
This Twitter Alert will send a customized message showing a description of the Event to the specified

Twitter account.

) I
ARGENT OM EGA (2.24-2210-4) The?e' Argeﬂl\ncsluanelp Ag.ﬂ Lu‘giul

N
Tool Sefs User Access Token:  [Your_Access_Token ]
~ [ Alerts
User Access Secret: [ Your_Access_Secret ]
» [ Correction
Consumer Key:
o etifieation y [our_consumer_key ]
R Consumer Secret: [vnur,consumerjecret ]
* ' Help Desk 2eAGNodeName%: %AGLowDetail%
» [ Network Message
» [ System Alarm
»osMs
» [ SNMP Trap
v [ Twitter
¥ TW_TWEET
¥ [ Alert Macro
Description:

» [ Monitoring Groups

B 7 U FormatBlock ~ Font A Full Screen

» [ Relators
3 Workflows IPLEASE NOTE THIS IS A SAMPLE AND NEEDS TO BE MODIFIED TO MEET YOUR REQUIREMENTS
» [ Macros

> 14 Calendars IThis sample Twitter Alert wil send a customized message showing @ description of the event to the specified Twitter account.

» [ Administration

T T T T T
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Calendars

Calendars provide maximum flexibility and customization while creating a schedule. The schedules can be
defined to run the Rule on any desired day. For example, the last working day of a quarter.

The Calendar consists of two parts:
o Base Definitions

e Holidays

The known Holidays of a year can be defined in advance and the Base definition can be configured to

consider the Holidays so that the schedule does not fall on a holiday.

The Base Definition has 12 predefined Calendar definitions to ease the creation of schedules. All these

definitions can be customized further, or new ones created.

Add New available as a button on top of the list screen of the Base Definitions and as a right-click menu
item can be used to create new Calendar definitions.

The name of the new Calendar definition can be specified in the pop-up sub-window:

—_— ) O
= ARGENT OM EGA (2.2A-2210-4) H:.'“a Thsﬁs' Argsmlncstuanelp Ab?u( mgut

Alerts Refresh

Monitoring Groups:

ition installed by Setup. Add New

v v v v v

Relators

Workflows Delete
Macros :

Calendars CAL_EVEN_WEEKS 30 Sep 2022 11:46:37 installed by Setup. Export

hd M Base Definitions

T CAL_ALL_DAYS

7 CAL_EVEN_WEEKS

T CAL_FIRST_MONDAY_OF_MONTH
T CAL_FIRST_WORKDAY_OF_MONTH

= CAL FIRST WORKDAY OF QUARTER CAL_FIRST_MONDAY_OF_MONTH |30 Sep 2022 11:46:37
T CAL_FIRST_WORKWEEK_OF_QUARTER

7 CAL_HOLIDAY

" CAL_LAST_WORKDAY_OF_MONTH CAL_FIRST_WORKDAY_OF_MON... | 30 Sep 2022 11:46:37 This is a sample calendar definition installed by Setup.
"7 CAL_LAST_WORKDAY_OF_QUARTER
7 CAL_ODD_WEEKS

T CAL_RUN_DAYS
= CAL_WORKDAYS

It matches the first workday of sach month.

CAL_FIRST_WORKDAY_OF_QUA.. | 30 Sep 2022 11:46:37 This is a sample calendar definition installed by Setup.

It matches the first workday of each quarter.
» 1 Holidays

CAL_FIRST_WORKWEEK_OF_QU.. 30 Sep 2022 11:46:37 This is a sample calendar definition installed by Setup.
> Administration

It matches the workdays of the first week of each quarter

CAL_HOLIDAY 30 Sep 2022 11:48:37 This is a sample calendar definition installed by Setup.
It matches the days defined in the HOLIDAY definition,
CAL_LAST_WORKDAY_OF_MONTH | 30 Sep 2022 11:46:37 This is a sample calendar definition installed by Setup.

It matches the last workday of each month

CAL_LAST_WORKDAY_OF_QUAR.. | 30 Sep 2023 11:48:37 This is a sample calendar definition installed by Setup.

It matches the last warkday of each quarten

CAL_ODD_WEEKS 30 Sep 2022 11:46:37 This is a sample calendar definition installed by Setup.
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For ease of creating the Calendars and increasing flexibility, eight different types of calendar definition are

available in the Base Definitions. They are:

e Simple

e Dalily

o  Weekly

e Monthly

¢ Holiday

e Recursive
e Advanced

o All Days

Tool Sets
Alerts
Monitoring Groups
Relators
Workflows
Macros
Calendars

Base Definitions
T CAL_EVEN_WEEKS
= CAL_FIRST_MONDAY_OF_MONTH
T CAL_FIRST_WORKDAY_OF_MONTH
7 CAL_FIRST_WORKDAY_OF_QUARTER
= CAL_FIRST_WORKWEEK_OF_QUARTER
T CAL_HOLIDAY
7 CAL_LAST_WORKDAY_OF_MONTH
7 CAL_LAST_WORKDAY_OF_QUARTER
7 CAL_ODD_WEEKS
7 CAL_RUN_DAYS
7 CAL_WORKDAYS

Holidays
Administration

= ARGENT OMEGA (2.24-2210-4)

L |
# i ¢ (24 o
Home Theme ~ Argent Instant Help About Logout
Definition Type:
Holiday Option:
Description:
B 7 U Format Block (RN Full Screen

his is a sample calendar defind| Advanced

It matches all the days

T T T T T

Simple

A Simple definition type can be used to create a schedule for any particular date of a year.

ARGENT OMEGA (2.24-2210-4) Home Theme ~

Tool Sets

Alerts
Monitoring Groups
Relators
Workflows
Macros
Calendars
Base Definitions
7 CAL_EVEN_WEEKS
7 CAL_FIRST_MONDAY_OF_MONTH
7 CAL_FIRST_WORKDAY_OF_MONTH
7 CAL_FIRST_WORKDAY_OF_QUARTER
7 CAL_FIRST_WORKWEEK_OF_QUARTER

i ¢ o V)

Argent Instant Help About Logout

Definition Type:
[ Exclude Days Matching Criteria

Holiday Option:

No Holiday Test At All -

Date: Monday, 03 Oct 2022 Ignore Year Part In The Date

October 2022
Su Mo Tu

25 26 27
Tis 5 a sample calendar defin|
ey : K

Description:

B 7 U Format Block - Full Screen

9 10 11
16 17 18
23 24 25
30311 2 2

It matches all the days

Argent Software
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The “Ignore Year Part in the Date” option, when checked, will ensure the schedule is valid across all

future years.

Daily

The Daily definition type can be used to create a schedule for repetitive tasks that should occur in an

interval of days. The start date and the frequency in days can be specified.

—_— i) U
= ARGENT O M EGA (2.2a-2210-4) H:T]E Iheﬁe' Arger\anstamHEIp Abeuul Lugut

Tool Sets

Alerts

Monitoring Groups
Relators
Workflows

Macros

v v v v v«

Calendars
~ I Base Definitions
7 CAL_EVEN_WEEKS
7 CAL_FIRST_MONDAY_OF_MONTH
7 CAL_FIRST_WORKDAY_OF_MONTH
T CAL_FIRST_WORKDAY_OF_QUARTER

Definition Type: Daily

@ Exclude Days Matching Criteria

Holiday Option: No Holiday Test At Al -

1 H Start Date: | Monday, 03 Oct 2022

Day Interval:

Description:

B 7 U FormatBlock « Font 71 A ) EE i T Full Screen

his is @ sample calendar definition installed by Setup.

It matches all ihe days

In the above definition, the schedule starts on Wednesday, 01 June 2022 and occurs every day thereafter.

Weekly

The Weekly definition type can be used to create a schedule for tasks that should occur on a particular day

of a week.

Tool Sets

Alerts

Monitering Groups
Relators
Workflows

Macros

Calendars

~ [ Base Definitions
T CAL_EVEN_WEEKS
= CAL_FIRST_MONDAY_OF_MONTH
T CAL_FIRST_WORKDAY_OF_MONTH
= CAL_FIRST_WORKDAY_OF_QUARTER
7 CAL_FIRST_WORKWEEK_OF_QUARTER
7 CAL_HOLIDAY
7 CAL_LAST_WORKDAY_OF_MONTH
7 CAL_LAST_WORKDAY_OF_QUARTER
¥ CAL_ODD_WEEKS
7 CAL_RUN_DAYS

= ARGENT OMEGA (2.2A-2210-4) Home Theme ~

# ] ¢ 2] (V)

Argent Instant Help About Logout

@ exclude Days Matching Criteria

No Holiday Test At All -

Definition Type:

Holiday Option:

[— Weekdays and
Sunday
Monday
(@ Tuesday
@ Wednesday
[@ Thursday
Friday
Saturday

Description:

B 7 U FormatBlock ~ Font - === 1y Full Screen

nis 1s @ sample calendar definition installed by Setup

It matches all the days.

In the above screenshot, scheduled task is configured to occur on all days of a week.

Monthly

The Monthly definition type can be used to create a schedule for tasks that should occur on a particular day

of a month or on a particular week of a month.

—_ ) J
= ARG E N T o M EG A (2.2A-2210-4) H:ne Iheﬁe' Argenllncstaanelp Aboout Logut

Tool Sets

Alerts

Monitoring Groups
Relators
Workflows

Macros

Calendars
~ I Base Definitions
7 CAL_EVEN_WEEKS
7 CAL_FIRST_MONDAY_OF_MONTH
7 CAL_FIRST_WORKDAY_OF_MONTH
T CAL_FIRST_WORKDAY_OF_QUARTER

Definition Type:

Monthly -

@ exclude Days Matching Criteria

No Holiday Test At All -

Holiday Option:

Month Day Option

@ pay of Month @ ranuary @ray (@ september
@ Vreck Day Of Month February @ une [@ October
vay [ dJ8 of The month Evarch @y November
@ Aol [ August (@ December
Description:

B 7 U FormatBlock ~ Font & == i=d 7, Full Screen

his is a sample calendar definition installed by Setup.
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In the above screenshot, the schedule is set for 5" of every month.
In the below screenshot, the schedule is configured for the first Sunday of every month, excluding March.

Tool Sets

Alerts

Monitoring Groups
Relators
Workflows

Macros

Calendars
~ I Base Definitions
7 CAL_EVEN_WEEKS
7 CAL_FIRST_MONDAY_OF_MONTH
7 CAL_FIRST_WORKDAY_OF_MONTH
T CAL_FIRST_WORKDAY_OF_QUARTER

# od ¢ 2] (U]

ARGENT OMEGA (2.24-2210-A) Home Theme ~

Argent instant Help About Logout

Monthly -

[ Exclude Days Matching Criteria

No Holiday Test At All v

Definition Type:

Holiday Option:

Month Day Option

@ Day Of Month January May September

@ Week Day Of Month B February @aune [ October
The _ Of The Month W march By November
@ 2pril @ August (@ pecember

Description:
Full Screen

B 7 U FormatBlock ~ Font

his s a sample calendar definition installed by Setup.

Holiday
The Holiday type definition can be used to create a schedule for a task to occur on defined Holidays.

ARGENT OMEGA (2.2a-2210-4) Home Theme =

Tool Sets
Alerts

Monitoring Groups
Relators
Workflows

Macros

v v v v vy

Calendars
~ I Base Definitions
7 CAL_EVEN_WEEKS.
7 CAL_FIRST_MONDAY_OF_MONTH
7 CAL_FIRST_WORKDAY_OF_MONTH
T CAL_FIRST_WORKDAY_OF_QUARTER

# & % 7] O

Argent Instant Help About Logout

[ Exclude Days Matching Criteria

No Holiday Test At All ~

Definition Type:

Holiday Option:

Description:
Full Screen

B 7 U FormatBlock ~ Font
his is a sample calendar definition installed by Setup.

It matches al the days|

Recursive

The Recursive type definition can be used to create a schedule that includes one or more of the previously

defined schedules, with a depth limit of 10.

Tool Sets

Alerts

Monitoring Groups:
Relators
Workflows

Macros

v v v v v -

Calendars
~ | Base Definitions

7 CAL_EVEN_WEEKS

7 CAL_FIRST_MONDAY_OF_MONTH

7 CAL_FIRST_WORKDAY_OF_MONTH

7 CAL_FIRST_WORKDAY_OF_QUARTER

T CAL_FIRST_WORKWEEK_OF_QUARTER

= CAL_HOLIDAY

7 CAL_LAST_\WWORKDAY_OF_MONTH

7 CAL_LAST_\WORKDAY_OF_QUARTER

7 CAL_ODD_WEEKS

7 CAL_RUN_DAYS

# od ¢ 2] (U]

ARGENT OMEGA (2.2a-2210-4) Home Theme ~

Argent Instant Help About Logout

Definition Type: Recursive

[ Exclude Days Matching Criteria

No Holiday Test At All -

Use Following Calendar Definitions:
CAL_EVEN_WEEKS
CAL_FIRST_MONDAY_OF_MONTH

B CAL_FIRST_WORKDAY_OF_MONTH
B CAL_FIRST_WORKDAY_OF_QUARTER
@ CAL_FIRST_WORKWEEK_OF_QUARTER
@ cAL_HOLIDAY
CAL_LAST_WORKDAY_OF_MONTH
8 CAL_LAST_WORKDAY_OF_QUARTER
@ cAL_ODD_WEEKS

B CAL_RUN_DAYS

Holiday Option:

Description:
Full Screen

B 7 U FormatBlock ~ Font

'his is a sample calendar definition installed by Setup.

It matches all the days

In the above screenshot, the schedule makes use of four other Calendar definitions defined earlier.
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Advanced

The Advanced type definition can be used to create a schedule using PowerShell script.

) U
ARGENT o M EGA (2.24-2210-4) Home Ihege- ArgemlncstamHEIp Abouul Lugut

Definition Type:

Tool Sets

» 1 alerts

@ Exclude Days Matching Criteria

4 Monitoring Groups

Holiday Option: No Holiday Test At Al -
3 Relators

b 1 Workflows PowerShell Script:
b Macros 1 Sts = Sdtvar - (Get-Date -year 2017 -month 12 -Gay 30)
2
+ [ Calendars. 3 Sweeks = [System.Math]::Floor($ts.Days / 7)
a
- Base Definitions. 5 if (Sweeks ¥ 2 -eq @) {
© $false

CAL_ALL_DAYS 7 }else {

I8 CAL_EVEN_WEEKS g f““ﬁ
7 CAL_FIRST_MONDAY_OF_MONTH
! CAL_FIRST_WORKDAY_OF_MONTH

All Days

This type of definition can be used to create a schedule for all days.

) U
ARGENT OM EGA (2.2a-2210-4) Iheﬁe' Arger\llr\cstaanEIp Abonut mgut

Tool Sets : All Days

Alerts

Exclude Days Matching Criteria
» [ Monitoring Groups

Holiday Option: No Holiday Test At Al -
4 Relators

» [ Workflows P
Description:
» [ Macros
B 7 U FormatBlock ~ Font Full Screen
= [ Calendars

his s @ sample calendar definition installed by Setup.

~ [ Base Definitions
T CAL_EVEN_WEEKS
7 CAL_FIRST_MONDAY_OF_MONTH
7 CAL_FIRST_WORKDAY_OF_MONTH
7 CAL_FIRST_WORKDAY_OF_QUARTER
T CAL_FIRST_WORKWEEK_OF_QUARTER
= CAL_HOLIDAY

It matches all the days.

7 CAL_LAST_WORKDAY_OF_MONTH
7 CAL_LAST_WORKDAY_OF_QUARTER
7 CAL_ODD_WEEKS
¥ CAL_RUN_DAYS
= CAL_WORKDAYS

b 1 Holidays

> Administration

T T T T T T

Holiday Option
The Calendar definitions can automatically handle holiday definitions using the “Holiday Option” available
in all types of definitions.

) O
ARGENT OM EGA (2.2A-2210-4) Iheﬁe' Argenllncstaanelp Aboout Logut

Tool Sets Definition Type: All Days 7

v

plerts [ Exclude Days Matching Criteria
> Monitoring Groups
Holiday Option: No Holiday Test At All

» [ Relators _
- No H Test At All

forkflows Description: Skip Day Completely
> Macros

B 7 U Format Block - [JUSSLUGIIGHENIGEYNE ¥ 2 Full Screen
= [ Calendars

his is @ sample calendar defin Use Next Non-Holiday Day
Use Prior Nen-Holiday Weekday

Use Next Non-Holiday Weekday

~ [ Base Definitions

It matches all ihe days

= CAL_EVEN_WEEKS
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Macros

Macros are a collection of a particular item, such as email addresses (Email Macros) or login names (User

Macros).

A macro enables you to define once, in one location, common information that can then be used on dozens

or hundreds of other building blocks.
For example, a single email macro can be created that lists all the email addresses of people in the support

team. Then, this Email Macro can be specified in dozens or hundreds of Relators; when a new person is

added to the support team, then only a single change needs to be made to this single Email Macro.

»

Tool Sets
Alerts
Correction
Notification
Alert Macro
Monitoring Groups
Relators
Workflows
Macros
Calendars

Administration

ARGENT OMEGA ¢oio0-n) I

Macro Definition:

Alert Name ‘SIEED Before Action ‘Calendar
15G_DEMD Immediately Not Used

EMAIL_GENERAL Immedistely Mot Used

5]

Logout

Description:

B 7 U FormatBlock - Font

his sample Alert Macro provides a convenient way to specify a set of Alerts.

IMore importantly, Alert Macros allow you to specify the time ranges for each included Alert

Full Screen

T T T T T
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If a typical Alert procedure involves an SMS to the help desk team, a page to a group of engineers, and an

email to the CIO, you can create a single Alert Macro and use this Alert process at multiple times.

—_— ) U
= ARGENT o M EGA (2.2A-2210-4) Hn‘me Iheﬁe' AvgeMIncstamHEIp Abenul Lngut

Search
Name | pesarption

Email Recipients

Tool Sets

Alerts

Monitoring Groups:
Relators

SMS Recipients
Workflows

M Macros

Email Recipients

]v v « - ~

Windows Services
Windows Processes

Users
SMS Recipients

Windows Services

Windows Processes

Users

» | Calendars

» || Administration

Macros can be used in areas of the product that apply. For instance, you can use a single Email Macro
containing 10 email addresses in any Email Alert. So, rather than defining 10 email addresses in the Email
Alert definition, you define it once in an Email Macro under a convenient alias. The added benefit is it can

be re-used for other Email Alert definitions as needed.
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Email Recipient

This Macro provides a convenient way to specify a set of email addresses.
The specifications include the Email Address, Importance, and Node Tier.
The Node Tier property can used in Email Recipient Macros and SMS Recipient Macros to control which

email addresses or mobile numbers should be used when an alert is fired for the specific node.

Select An Email Address

Email Address:  [sample@foo.com ]

Successfully Updated Email Recipient Macro:

= # &RM_ADMINISTRATORS
= ARGENT OM EGA (2.2A-2207-4) Home rh;rnr:s @ S Ao TogTaT

7 Tool Sets

Macro Definition: + & X
Alerts
Email Address

Monitoring Groups ‘lmpc,rtznce ‘Tier ‘

Relators Normal

4 v v v -

Macros Highest =1

~ [ Email Recipients Highest -

High <3

&RM_ADMINISTRATORS

1 SMS Recipients
[ windows Services

I windows Processes

v v v v

I Users

» [ Calendars

» [0 Administration

Global Security Object (GS0):

Please Choose: | ceareso

Description:

T T T T

SMS Recipient
This sample SMS Recipient Macro provides a convenient way to specify a set of mobile phone numbers.

The user will enter the Mobile Number and Node Tier.
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The Node Tier property can be used in Email Recipient Macros and SMS Recipient Macros to control

which email addresses or mobile numbers should be used when an alert is fired for the specific node.

Select A Mobile Number

Mobile Number: (1234567895 |

= ARGENT OMEGA (2.2a-2204-T1) o 2 . - 2

Home Theme ~ Argent Instant Help About Logout

» [ Tool Sets
Macro Definition:

~ [ Alerts

» [ Correction Mobile Number

» [0 Netification 2121008000

» [ Alert Macro 2121008002 <
» [ Monitoring Groups 2121008001 e
» B Relators 1234567805

~ | Macros

-

11 Email Recipients

4

11 SMs Recipients

€ &PM_ADMINISTRATORS

» [0 Windows Services
» [0 Windows Processes
» [ Users

Description:

» [ Calendars B 7 U FormatBlock + Font

H I Full Screen
» [ Administration is sample SMS Recipient Macro provides a convenient way to specify a set of mobile phone numbers.

T T T T
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Windows Services

This Macro provides a convenient way to specify a set of Windows services.

Select A Service

Remote Machine:

Execute On:

Service Name
ADAM_instancel
ADWS

AJRouter

AppIDSve
Appinfo
AppMgmt

AppReadiness

= ARGENT OMEGA (2.2A-2204-T1

» [ Tool sets

> Alerts

Monitoring Groups

» [ Relators
~ [ Macros

» [ Email Recipients
SMS Recipients

- Windows Services

&SM_IIS_SERVICES
Windows Processes

» Users
» [ Calendars

» [ Administration

Macro Definition:

Display Name

1IS Admin Service

pE=m
{default} -

‘ Display Name |5tatus

lDND—MFc—SQL

instance1 Running
Active Directory Web Services Running
Allloyn Router Service Stopped
Application Layer Gateway Service Stopped
Application Host Helper

Application Identity Stopped
Application Information Running
Application Management Stopped

App Readiness Stopped

Cancel

‘Service Internal Name

LISADMIN

o

Theme ~

Application Host Helper Service

AppHostSve

¢

Argent Instant Help

2]

Abor

Description:

B 7 U FormatBlock « Font

is sample Service Macro provides a convenient way to specify a set of services.

|This particular Service Macro contains the 1S Admin service only.

I T T T
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Windows Processes

This Macro provides a convenient way to specify a set of Windows processes.

# Lo (34 2] 0]

A R G E N T O M E G A (2.2A-2204-T1) Home Theme ~ Argent Instant Help About Logout

» Tool Sets
Macro Definition:
4 Alerts
» [ Monitoring Groups Server Process ‘Cnmmand Line Arguments
» [ Relators wininit.exe
- Macros

» [ Email Recipients
~ [ SMS Recipients

¥ &PM_ADMINISTRATORS
» [ Windows Services

v windows Processes

Y} &PG_SAMPLE

> Users

» Calendars

» Administration Description:
Full Screen

B 7 U Format Block « Font

I T T
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Users

User Macros are a collection of user accounts.

For example, you can use a single User Macro containing 10 user accounts in any Network Message Alert.

So rather than defining 10 user accounts in the Network Message Alert definition, you define it once in a

User Macro under a convenient alias. The added benefit is it can be re-used for other Alert definitions as
needed.

To define a User Macro, navigate to Macros or Users and click Add New.

Please Enter New User Macro Name

Then define user accounts in the new User Macro.

Select An AD User

User Account: ARGENT\Joseph -

[ use UPN Format
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Then configure the User Macro in required Alerts. For example, to configure User Macro in Network
Message Alert, navigate to Alerts\Notification\Network Message\MSG_ADMINISTRATORS as shown
below.

The specified message will be sent to the Domain Administrators accounts defined in User Macro

UM_ DOMAIN_ADMINISTRATORS.

) I
ARGENT OMEGA (2.2a-2204-T1) H&;‘r;m Thgev Ar Enllncs,tuansl Aign Lucgut
£ P g

» [ Tool Sets

v [ Alerts
» [ Correction
~ [ Notification

> 10 Email

» [ Event Log

» 1 Help Desk

- 1 Network Message

B MSG_ADMINISTRATORS

() MSG_DEMO
() MSG_SERVER_LOCAL
() MSG_SERVER_TARGET

System Alarm

»
» SMS
4 SNMP Trap
» L0 Twitter
» [ Alert Macro
> Monitering Groups
» [ Relators
v Macros
» [ Email Recipients
» [ SMS Recipients
4 Windows Services
» [ windows Processes
~ [ Users
53 BUM_ADMINISTRATORS
48 BUM_DOMAIN_ADMINISTRATORS
» [ Calendars

» [ Administration

Send To: [ sum_pomam_apmiNISTRATORS |

Target Machine:  [{localy J

Timeout: oo seconts
p—

%AGLowDetail%

Description:

[The message includes a complets text alert

Full Screen

s e o [ [

Select An AD User

User Account: [ANmME—sUDPoRT\m v

@ use upN Format
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Tool Sets
> Alerts
» [ Monitoring Groups Server Account
4 Relators Administrator@a.local

~ [ Macros ANYTIME-SUPPORT\triv

» [ Email Recipients
» [ SMS Recipients
» Windows Services

> Windows Processes

DMINISTRATO!

S,

> Calendars

= ARGENT OMEGA (2.2a-2204-T1) Ths?n‘s'

Logout

- Administration

B§ License (Admin Only)

~ [ Generator Settings
» & Argent Omega
» o Argent Alert Mechanism
» & Argent Forecaster
» ¢ Argent SIEM-Complete
2 security

» [ Network Scan

» [ Event Logs

» [ SuperMaps

> Topology Maps

> Locations

» [ Argent Reporter

& Tag

¥ Knowledge Base
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Monitoring Groups

A Monitoring Group is a list of one or more servers or IP addresses.

— W) |
= A R G E N T O M E G A (2.2a-2210-4) Hgm Iheﬁe' Argent Incs'tnnl Help Agn Lngut

» Alerts
= Name |Last Changed Time (UTC) |Cmmt ‘Descrintinn
B s Monitoring Groups
JS——— 20 5ep 2022 11:42.37 B
» APPLICATION SERVERS
» 20 5ep 2022 11:02.27 1
»amp
LICENSED 20 Sep 2022 11:46:27 4
» LICENSED
Loca 30 56p 2022 11146138 1
» LOCAL
unix 20 Sep 2022 11146137 B
» UNIX
wmoows 30 Sep 2022 11146137 .
» WINDOWS
> Relators
» Workflows
» Macros
» Calendars
- Administration

B9 Licensa (Admin Only)
~ [ Generator Settings
» o Argent Omega
» © Argent Alert Mechanism
» o Argent Forecaster
» o Argent SIEM-Complete
2 Security
Network Scan
Event Logs
SuperMaps
Topology Maps
Locations
Contacts
Argent Reporter
& Tag

X Knowledge Base

8 Total Support Interface

In Argent Omega, Monitoring Groups define the servers and devices to be processed; Monitoring Groups
are shared by all Argent Omega Tool Sets. The same Monitoring Group can be used by any number of
Relators in Agent Omega.

Client/Assigned Generator Detail

Monitoring Group:

Assigned Generator: | BMG_AIX
&1MG_DOMAIN_CONTROLLERS
&IMG_EXCHANGE_SERVER
&IMG_HPUX

&MG_IIS_SERVER
&MG_IP_RESOURCES
&1MG_LICENSED

Backup Generators:

[ use Local Generator If Installed
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By not having to specify servers and devices in the actual Relators, and by sharing Monitoring

Groups, only the Monitoring Groups need change when a new production server comes online (or

an existing server is replaced), rather than having to change hundreds of occurrences of the same

server name or device address.

There is no limit to the ways Monitoring Groups can be created -- you can have one Monitoring Group

consisting of the servers and devices in the Accounting Department, and another Monitoring Group of

those in the Engineering Department.

These same servers and devices can be in different Monitoring Groups may list servers by application - all

production Exchange servers in one Monitoring Group, all production Oracle servers in another Monitoring

Group, all test Linux machines in another Monitoring Group, and all network printers in another Monitoring

Group.

A new group is created using the ‘New Group’ button or ‘Create Group’ on the right-click menu option.

> Tool Sets
> Alerts
I

» APPLICATION SERVERS
» 1P
> LICENSED
» LOCAL
» UNIX
» WINDOWS
Relators
Workflows
Macros

Calendars

“ v v v -

Administration

B9 License (Admin Only)
~ [ Generator Settings
» o Argent Omega
» o argent Alert Mechanism
» o Argent Forecaster
» & Argent SIEM-Complete
2 security

Network Scan

Event Logs

SuperMaps

Topology Maps

Locations

Contacts

Argent Reporter
& Tag
X Knowledge Base
B Total Support Interface

= ARGENT OMEGA cansros

| Last Changed Time (UTC)

|Cm|nt ‘ ez

4

PR

Refresh

Create Group

Export
Import

Print List

Logout

V)
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Select any group and a new monitoring group is created using Add New button or right-click menu option.

o ¢ @ (V)

Home Theme ~ Argent Instant Help About Logout

ARGENT OMEGA (v smos

» [0 Alerts
Name e cription

This is a sample monitoring group definition installed by Setup

~ [ Monitoring Groups:
20 52p 2022 11:48:38

» | APPLICATION SERVERS .

LIS

» | LICENSED

 CIEE

» [ UNIX

b 1 WINDOWS
» | Relators

» [ Workflows T
' ecros Add New

» 1 Calendars
+ [ Administration
¥ License (Admin Only)

~ [ Generator Settings

Rename Group
Delete Group
» o Argent Omega
» & Argent Alert Mechanism Er—
» o Argent Forecaster
» o Argent SIEM-Complete
2 security
» [ Network Scan

Print List

b 1 Event Logs
» [ SuperMaps
» 1 Topology Maps

» [ Locations

» [ Contacts
» [ Argent Reporter
& Tag

X Knowledge Base

& Total Support Interface

Please Enter New Monitoring Groups Name
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Select group type as Simple or Use SQL Query or Recursive.
In Simple mode, you need to select the server or device from the list by checking the box of the

corresponding server.

o (O successfully)added Monitoring Groups: BMGLTEST

ARG E N T O M EG A (2.2A-2210-A) Theme ~ Argent Instant Help About Logout

3 Tool Sets
= [ Monitoring Groups. @ Use SQL Query
» | APPLICATION SERVERS @ recursive
4 1P
b MLICENSED Included Server Search Select Al Clear | Togale
v [ LocAL
% 8MG_DEMO Selected ‘ Machine
(] 10.0.0.11 19 Davics AP
» i UNIX ) 10.0.0.22 19 Bavice e
» 10 WINDOWS ] 10.0.023 2 Devics e
» | Relators (] 10.0.0.2¢ 1P Device a1
» [ Workflows (] 10.0.0.25 1P Device aps
» Bl Macros ] 10.0.0.28 19 Bavice e
b 1 Calendars ] 192.168.108.121 Windows Server
- [ Administration -] 52.188.108.57 Linux/UNIX
B License (Admin Only) [} 192.168.110.65 Windows Workstation
~ [ Generator Settings ] 182.168.111.1 1P Davics
» o Argent Omega ] 192.168.111.18 1P Dvies .
» o Argent Alert Mechanism Description:

Full Screen

» of Argent Forecaster B 7 U FormatBlock ~ Font

» & Argent SIEM-Complete
2 security

» [ Network Scan

» [ Event Logs

13 SuperMaps

» [ Topology Maps

» [ Locations

» Contacts

» Argent Reporter
P BT BT
X knowledge Base

& Total Support Interface

In Use SQL Query mode, you can select the servers and devices by specifying a SQL Query.

o ¢ (2] V)

ARG E N T O M EG A (2.2a-2210-4) Theme ~ Argent Instant Help About Logout
» [ Tool Sets — Group Type
[ |

> Alerts

= I Monitering Groups
» [ APPLICATION SERVERS
[
» [ LICENSED

SELECT NAME FROM ARGSOFT_CMDBX_ENTITY
WHERE ENTITY_TYPE="windows"
ORDER BY NAME

~ [ WINDOWS
.7 BMG_DOMAIN_CONTROLLERS Exclude Nodes:

&MG_WINDOWS

<7 BMG_WINDOWS_SERVERS

(Separated By Commas)

Description:
w27 BMG_WINDOWS_WORKSTATIONS =
T Full Screen

B 7 U FormatBlock ~ Font

» 1 Relators
> 1 Workflows
» 1 Macros
» 1 Calendars
- [ Administration
& License (Admin Only)

~ [ Generator Settings

*» o Argent Omega

» o argent Alert Mechanism

> o Argent Forecaster e [ e | |

» o Argent SIEM-Complete

2 Security
» [ Network Scan
4 Event Logs
b [ SuperMaps
» [ Topology Maps

4 Locations

» [ Contacts -
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Recursive mode allows you to select and use other Monitoring Groups recursively.

» [ Tool Sets

» 0 Alerts

- Monitoring Groups
» [ APPLICATION SERVERS
4 pig
4 LICENSED

v [ WINDOWS

1+ 8G_DOMAIN_CONTROLLERS
&MG_WINDOWS
&MG_WINDOWS_SERVERS
7 &MG_WINDOWS_WORKSTATIONS
» | Relators
> 1 Workflows
» [ Macros
» [ Calendars
~ [ Administration
& License (Admin Only)
~ [ Generator Settings
¥ o Argent Omega
» o Argent Alert Mechanism
» of Argent Forecaster
» o Argent SIEM-Complete
2 security
» [ Network Scan
» [ Event Logs
» [ SuperMaps
» 1 Topology Maps
» [ Locations

4 Contacts

o (Q Successfully Updated Monitoring Groups: 8MG_TEST

= A R G E N T o M E G A (2.2a-2210-4) Hgm Theme ~ Argent Instant Help About Logout

Group Type
@simple

@® Recursive

Included Serve Search

Selected | Machine
e Wanitaring Grus
e Voritoring Grous

&MG_DOMAIN_CONTROLLERS Monitaring Group

SMG_EXCHANGE _SERVER Menitoring Group
8MG_HRUX Monitoring Group
8MG_IIS_SERVER Monitaring Group
SMG_IP_RESOURCES Monitoring Group
&MG_LICENSED Monitaring Grous
SMG_LICENSED, Ip_RESOURCES Monitoring Group

&MG_LICENSED_LINUX Menitaring Group

&MG_LICENSED_WINDOWS Monitaring Group

Exclude Nodes:

(Separated By Commas)
Description:

B 7 U FormatBlock ~ Font A g 7 Full Screen

e e . . .
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Administration

The Administration section is where authorized Administrators can centrally configure many of the
one-time, critical aspects of Argent Omega.

This includes configuring Primary or Secondary or Offload Generators, licensing, configuring Argent Alert
Mechanism, configuring security components, etc. The administration section configures the following

components:

— ) 0
= ARG E N T O M EG A (2.2A-2210-4) H:ne Theﬁe' ArgemlncstumHEIp Abouut Lugut

Tool Sets — Group Type

3
> o et @simic
» [ Monitoring Groups @ Use SQL Query
» [ Relators @ Recursive
» [ Workflows
» [ Macros Included Server Or Devices: Search Select Al Clear Toggle
» [ Calendars
— Selected | achine
~ 1 Administration
B9 License (Admin Only) [} BMG_ATX Monitoring Group
» [ Generator Settings @ BMG_DEMO Monitaring Group
2 Security ] &MG_DOMAIN_CONTROLLERS Monitoring Group
» © Network Scan (5] 8MG_EXCHANGE_SERVER Manitoring Group
» [ Event Logs (] BMG_HPUX Monitoring Group
» [ SuperMaps (] BME_TIS_SERVER Menitoring Group
» [ Topology Maps ] 541G _1P_RESOURCES Monitaring Group
b 4 Locations ] aHE_LICENSED Monitoring Group
» | Contacts (] &MG_LICENSED_IP_RESQURCES Menitoring Group
» 14 Argent Reporter (5] &MG_LICENSED_LINUX Manitoring Group
& 10 ) &MG_LICENSED_WINDOWS Monitaring Grous -
2 Knowledge Base Exclude Nodes: |
B Total Support Interface (Separated By Commas)
Description:

B 7 U FormatBlock ~ Font K3 === 1y Full Screen

I T T T
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Generator Settings

The Generator Settings screen selects the configuration settings of the Argent Omega Primary or
Secondary or Offload Generator, Argent Alert Mechanism, Argent Forecaster, Argent
SIEM-Complete and License.

(To learn more about Argent Omega terms please see Argent KBI Https://Help.Argent.com/#KBI 312003)

Generator Configuration:

e Send Internal Events to Email Address
Specify the email address for receiving alerts on internal events of Argent Omega, Argent Alert

Mechanism, Argent Forecaster, and Argent SIEM generator.

e Shared Task Executor Process Pool Size
Set the pool size to execute the shared task.

¢ Max Days to Automatically Resolve Events

Specify the maximum number of days to resolve events automatically.

o Keep Task Execution Info For Days
Number of days to keep the executed task information. There is an option to truncate task execution
daily.
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Delay Firing Internal Event

Specify the interval for firing internal events.

Prevent Firing the Same Internal Event Within Interval
Specify the number of minutes to prevent firing the same internal event within the interval specified in
Delay Firing Internal Event.

Max Allowed Lapse For Active Generator

Specify the maximum allowed time lapse minutes to consider the Generator as Active.

Auto Logoff Minutes

Specify the number of inactive minutes to auto logoff Argent Omega.

Miraki APl Key
API key to monitor Cisco Meraki devices.

Default Location

Specify the default location for Argent Omega.

Default Contact

Specify the default contact for Argent Omega.

Administrative Protection Password

Protection password for Administrator level operations. Default password is “Argent Omega.”

Action Alert Test Password
Specify the password for alert testing.

Take Automatic Backup

Check this option and specify time and calendar to backup Argent Omega automatically.

Recycle Service

Check this option and specify time and calendar to recycle Argent Omega service.

Smart Security Mode
This option is checked by default as Argent Omega uses Smart Security Mode by default. Uncheck this

option to use Advanced Mode security.
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e Use Selected Windows Groups For Security
Check this option to use selected Windows Groups in Argent Omega Security. Select groups from
“Windows Groups” combo box. If this option is unchecked, all predefined Windows Groups are used in
Argent Omega Security.

e Windows Groups
If “Use Selected Windows Groups For Security” option is checked, select the groups from Windows

Groups combo box.

Argent Software

Proprietary Information — All Rights Reserved Page 77 of 135



Argent Alert Mechanism Configuration

This is where the Argent Alert Mechanism is configured. This section also provides the facility to configure
Email and SMS Generators to fire Email and SMS alerts respectively.

)

= (2.2A-2204-11) Home Theme ~ Argent Instant Help About Logout
= ARGENT OMEGA 2 ¢ L

Tool Sets Google APT Key: ATzaSyAP0g9098_9008zncltLyZgR3qpFaNyb(
Alerts

Days To Keep Answered/Resolved Events:
Monitoring Groups

Days To Keep Unanswered Events:
Relators
Days To Keep Archived Events:
Macros

Calendars

Administration Maximum Pending Events To Fire Alerts:

B License (Admin Only) Maximum Pending Events To Fire Alerts Per Hour:
o i . " =
Generator Settings Maximum Pending Events To Process: (Same Node, Rule and Relator from One Product)
>
o Argent Omega Forward SMS Messages To Generator: [ \
- Argent Alert Mechanism i
Forward Email Messages To Generator: I ‘
» ¢ Argent Forecaster
Default Location: NYC -
» o Argent SIEM-Complete
- = Default Contact: Please Choose: -
2 security
» [ Network Scan R AT =
| {

» [ Event Logs

e Google API Key
Google API key required for using the optional Google Maps.

e Days to Keep Answered Or Resolved Events

Specify number of days to keep answered or resolved events.

¢ Days to Keep Unanswered Events

Specify number of days to keep unanswered events.

o Days to Keep Archived Events
Specify number of days to keep archived events. There is an option to save events to database.

e Maximum Pending Events To Fire Alerts

Specify the maximum number of pending events to fire alerts.

e Maximum Pending Events To Fire Alerts Per Hour
Specify the maximum number of pending events to fire alerts per hour.

e Maximum Pending Events To Process
Specify the maximum number of pending events to process for the same Node, Rule, and Relator from
One Product.

o Forward SMS Messages To Generator
Generator name to forward SMS Messages.
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¢ Forward Email Messages To Generator

Generator Name to forward Email Messages.

o Default Location
Specify the default location for Argent Alert Mechanism.

e Default Contact

Specify the default contact for Argent Alert Mechanism.

Configure SMS Generator

SMS Generator sends SMS Alerts. SMS Generator uses any of the following communication method to
send SMS Alerts:

1. Using GSM Modem

2. Using Twilio API

3. Using SMS gateway of cell service provider

— Ps ) g
= ARGENT OM EGA (2.2a-2204-T11) Home Tha?n.av ArgsntlrsstantHslp Abeau! Lugut

» [ Tool Sets

» & Argent SIEM-Complete
2 security
Network Scan
Event Logs
SuperMaps
Topology Maps
Locations

Contacts

Argent Reporter
& Tag

X Knowledge Base

B ea) £t Lntare:

— GSM Modem

b Alerts com port: [ ]
Monitoring Groups
Baud Rate: 19200 -
» [ Relators
» [ Macros
b b Caendors parity: B A
- 14 adminisration stop aits: )
5§ License (Admin Only) pin: [ ]
v [ Generator Settings SMSC: [ ]
bigPRrgent Omega Memory Type: Use Memory On Modem/Phone -
~ @ Argent Alert Mechanism
1 SMS Generator i
[— Twilio APT
&% Email Generator
sID: [ ]
 Escalation
Auth Token: [ ]
® Delayed Alerts
@ Archived Events Registered Mobile Number: [ ]
» ©° Argent Forecaster (@) Attempt To Send Message Using Twilio APT First

ive Email Gateway
’7 Email Gateway:

|
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GSM Modem Configuration Settings

COM Port: Serial port or the virtual serial port of the computer to which the GSM Modem is
connected.

Baud Rate: Maximum port speed of modem.

Data Bits: Communication Data Bits size between GSM Modem and the computer.

Parity: Type of parity check for communication between GSM Modem and the computer.

Stop Bit: Communication Stop Bits size between GSM Modem and the computer.

Pin: Specifies the PIN (Personal Identity Number) for activating the services in the GSM
Modem

SMSC: SMSC address of SIM card.

Memory Type: Specify the message storage area.

Twilio API Settings
SID: Security Identifier provided by Twilio.
Auth Token: Authentication Token provided by Twilio.

Registered Mobile Number: Mobile number registered in Twilio.

Email Gateway Settings
Email Gateway: Specify the SMS gateway or you can select the SMS gateway of a specific

cell service provider.

Configure Email Generator

The following three services or protocols can be configured in Email Generator to send email Alerts in
Argent Omega:

e Exchange Web Service

e MAPI Protocol

e SMTP Protocol

The following services can be configured to check incoming emails:
e POP
e IMAP
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Email incoming services are required to check email server for auto-answering messages in particular

intervals.

Exchange Web services (EWS) uses Microsoft Exchange Web Services Managed API to send Alert email

messages. Specify the following properties to send emails using EWS:

e Exchange Account

e Azure Application ID

e Azure Tenant ID

e Client Secret

e Certificate Thumbprint
¢ Exchange URL

— )
= ARGENT OMEGA (2.2A-2204-T1) H:ne The?\’e' ArgantlrsstuntHalp Algut Logut

Argent Omega Tool Sets

Relators

Alerts

Calendars

Macros

Monitoring Groups

Administration

Email Configuration
Exchange Web Service

Exchange Account:
Azure Application ID:

Azure Tenant ID:

MAPI Protcol SMTP Mail Service POP/IMAP Service

[ L.

~ [ Generator Settings

f
L

Client Secret: [ J
[

©° Argent Omega Certificate Thumbprint: 615256D9954E4EF1U10ca4c5As4E36154-

]

©° Argent Alert Mechanism Exchange URL: .Automaucally Determined

[ SMS Generator @ Microsoft 365

m ]
Escalation Reply-to Address: [ J
) Delayed Alerts
Reply-to Name: [ ]
£ Archived Events
Read Mailbox: (ot used | .. ]

» ¢ Argent Forecaster

» ¢ Argent SIEM-Complete l [

B¥ License
Network Scan
Security
Event Logs
Argent SuperMaps
Topology Maps
Locations

Contacts

Argent Reportar
& Tag
¥ knowledge Base

2 Total Support Interface

Specify the following properties to send emails using MAPI:
e Profile Name

e Password
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= ARGENT OMEGA (2.24-2204-11)

» Relators

» Alerts

» Calendars

» Macros

> Monitoring Groups

- Administration

Email Configuration

Exchange Web Service MAPI Protcol SMTP Mail Service POP/IMAP Service

Profile Name: [ ]_

Password: [ ]

Read Profile: [Not Used ]—

o] |

Theme ~ Argent Ir

¥ o7 Argent Omega
~ 7 Argent Alert Mechanism
[ sMs Generator

Email Generator

o+ Escalation

- Generator Settings ) )
View Log Test Email
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Specify the following properties to send emails using SMTP service:
e  SMTP Server
e SMTP Port
e SSL Mode
e Logon User

. Password

ARGENT OMEGA (2.2a-2204-11) Tha?n’a' Argsntlrs::dntHalp

4 Argent Omega Tool Sets Email Conﬁgu ration
4 Relators

4 Alerts Exchange Web Service MAPI Protcol ITP Mai

4 Calendars

SMTP Server: [smtp.qmaII.:om ]

4 Macros
SMTP Port:
> Monitoring Groups

. R SSL Mode:
hd Administration

~ | Generator Settings Logon User: |

Password:

©° Argent Omega

]

©° Argent Alert Mechanism Sender Alternative Address:

[@= sms Generator

Email Generator

. Escalation

Sender Name:

Reply-to Name:

I
I
Reply-to Address: l
I

() Delayed Alerts

3 Archived Events ] [

¥ o Argent Forecaster
b o Argent SIEM-Complete

! License

e (V)

About Logout

Specify the following properties to send emails using POP/IMAP service:
e  Mail Host
e  Service Port
e SSL Mode
e Logon User

. Password

ARGENT OMEGA (2.2A-2204-T1) Thaﬁa' Argantlnc::untHelp

4 Argent Omega Tool Sets Email Conﬂguration
4 Relators

4 Alerts MAPI Protcol

Exchange Web Service

SMTP Mail Service POP/IMAP Service

4 Calendars . N
Mail Service Type:

4 Macros

Mail Host: I I
4 Monitoring Groups

R Service Port:
hd Administration

SSL Mode:

Please Choose: -

Logon User: [ I

- Generator Settings

» o Argent Omega

+ o Argent Alert Mechanism Password: | |

E— SMS Generator

g Email Generator|

A Escalation

Mailbox: [ |

BT T BT T

() Delayed Alerts

£ Archived Events

NPT Yy L.

o o

About Logout
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Argent Forecaster Configuration:

1
= ARGENT OMEGA . = 2n
— (2.2A-2204-T1) Home Theme ~ Argent Instant Help About Logout
> Teol Sets Default Data Store: |
b Bl Alerts SQL BCP Batch Size: 5,000 s
3 Monitoring Groups rY
9 croup SQL BCP Accumulation Time (Seconds):
» [ Relators =
SQL Update Batch Size: 100
b [ Macros
> B Calendars SQL BCP Timeout (Seconds): 120

Administration
| |

B License (Admin Only)

~ [ Generator Settings
» ©f Argent Omega
» & Argent Alert Mechanism
> Data Stores
» & Argent SIEM-Complete
Security
Network Scan

Event Logs

Topology Maps

»
»
»
» 1 SuperMaps
»
>

Locations.

e Default Data Store

Specify the default data store for Argent Forecaster to store Performance data.

e SQL BCP Batch Size
Specify the SQL bulk copy batch size.

e SQL BCP Accumulation Time (Seconds)
Specify the SQL bulk copy accumulation time in seconds.

e SQL Update Batch Size
Specify the SQL update batch size.

e SQL BCP Timeout (Seconds)
Specify the SQL bulk copy timeout.
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Manage Data Stores
Data Stores defines the SQL Server database details to store Performance metrics retrieved by Argent
Omega Rules. Users can create and manage Data Stores in Argent Forecaster section.

= ARGENT OMEGA e e = O
- (2.2A-2204-T1) Home Theme ~ Argent Instant Help About Logout
Tool Sets y y
[ roreen | acavew  [IONBSREIN choose ciobat securty objet :

»
» [ Alerts

) Name |Lasl Changed Time (UTC) ‘Descriptiun
» [ Manitoring Groups

DS_DEMO 02 Jun 2022 06:07:36

» [ Relators
» [ Macros
4 Calendars

Administration
B License (admin only)

- Generator Settings
» ¢ Argent Omega
» & Argent Alert Mechanism

~ ¢ Argent Forecaster

i B Data Stores

8 ps_beMo

» ¢ Argent SIEM-Complete

» [ Security
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To create a Data Store, click Add New context menu option or Add New button and specify a name for the

new Data Store.

— ARGENT OMEGA (2.2a-2204-T1)

O

Logout

Tool Sets

»
SQL Server: [{defau\t} ] Test Connection
> Alerts
s o [ B
» [ Relators [ use Trusted Connection
4 Macros SQL Schema: [{defau\t} ]
>
Calendars Sharding: \ H | ]
~ [ Administration )
(B oo not use Sharding
B¥ License (Admin Only)
¥ [ Generator Settings
» o Argent Omegs Raw Data Retaining Days: [ so[8
» & Argent Alert Mechanism Do not Purge Raw Data
v of Al t F it
rgent Forecaster Argent Predictor Data Aggregation: + & %
~ [ Data Stores
Interval ‘Unit ‘Retaining Policy
@ os_oeMo
» o Argent SIEM-Complete
¥ 1 Security
» Network Scan
» Event Logs No data to display
¥ [ SuperMaps
» [ Topology Maps
» Locations
¥ [ Contacts
¥ [ Argent Reporter
Global Security Object (GS0):
&g ty Object (GS0)
e >
X Knowledge Base
B8 Total Support Interface Description:
B 7 U FormatBlock = Font Full Screen
-

Specify the SQL Server and Database. The Performance data will be stored in the specified SQL

database when you configure this Data Store in Tool Sets.

Specify Logon and Password if trusted connection is not used.

Use Test Connection button to test the SQL Server connectivity using the specified credentials.

Specify SQL Schema to override the default Schema.

Uncheck Do Not Use Sharding option to use database sharding. Sharding improves performance.
Specify sharding criteria in Sharding field. Each shard is a separate table in Argent Omega database.

Select the method of keeping raw data from Save Raw Data combo box. It can be “None” for not keeping
raw data or it can be either “SQL Database” or “File System” to store the raw data in database table or file

system respectively.

Uncheck Do Not Purge Raw Data option to purge raw data after the days specified in Raw Data

Retaining Days field.
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Define Argent Predictor Data Aggregation. Data Store Allow aggregates Predictor Data by minute, hour
and day. It is possible to define multiple aggregation definitions. Users specify the interval and aggregated
data retaining days in each definition. Aggregated result data of each definition will be stored in a separate
database table. Uncheck Do Not Purge Shardings option to delete older aggregated data.

You can configure the newly created Data Store in Argent Omega Rules as shown below. The
Performance Data retrieved by the Rule will be stored in configured Data Store.

)

= #
= ARGENT OMEGA (2.2a-2204-T1) Home 1h£e- Argsntlrssmn!Help Abecu! Logout

~ [ Tool Sets

[— Connect To Office 365 Service

~ [ Argent Omega Baseline @ Azure Active Directory
» 41 Service Level Agreement Rules @ Exchange Online
» | System Down Rules @ sharepoint Online
» 14 Windows Service Rules @ Vicrosoft Team And Skype Business
» 7 Windows Program Rules
T [— Notify If Response Time Exceeds One Of Following Limits (Seconds)
» 1 PowerShell Script Rules (B Acceptable Limit Value: [ oH
» © WMI Script Rules {8 Approaching Limit Value: [ ofd
» [ LINUX Script Rules [ At Limit Value: A
- N i 1!
UNECSCript:Ryles [ Exceeding Limit Value: [ o
» [ Solaris —
@ Major Overload Value: [ o
R AIX SR
» .
KB [ save Response Time
» B sco

(B save Performance Data To The Argent Forecaster Using Data Store:
Tag 1: [ I{DS,DEMO

{default}

T
Tag 3: l |

» [ Argent Compliance Automator

» [ Argent Omega Web Defender
Tag 2 [

~ [ Argent Omega For Microsoft 365

System Management

~ [ Service Connectivity Rules @B Post Event Even If The Same Event Is Still Outstanding (Unanswered)

SC_AZURE_ACTIVE_DIRECTORY @00 S0 Only After 1 5] Hour [ | Minute since Event Is Post

4@ SC_EXCHANGE_ONLINE

[ 1gnore The Same Outstanding Event If Alerts Were Fired More Than | 1 | Hour o = Minute Ago

G SC_SHAREPOINT_ONLINE

@ ost Event Only After Rule Is Broken | 2 [5| or More Times
S SC_TEAM_AND_SKYPE_BUSINESS -

Exchange Online
SharePoint Online

Team Storage Usage Rules

OneDrive Personal Usage Rules

Microsoft 365 PowerShell Script Rules

22l Application: -
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Argent SIEM-Complete Configuration

= ARGENT OMEGA 2 - a2 h o
= (2.2A-2210-4) Home Theme ~ Argent Instant Help About Logout
> [ Tool Sets Default Archive Repository: {default} -
> M Alerts SQL BCP Batch Size: 5,000 |
» 1 Monitoring Groups _— =
SQL BCP Accumulation Time (Seconds):
> Relators
s Workflone QL Update Batch Size: 100
b bl Macros SQL BCP Timeout (Seconds): :
» | Calendars Work-Hours: [nanm:un ] - [IE‘DCI:CIO

Administration
- ‘Generator Settings
» o Argent Omega
» ¢ Argent Alert Mechanism
» 0F Argent Forecaster

» Argent SIEM-Complete

T Security

o Default Archive Repository

Specify default Archive Repository for Argent SIEM.

e SQL BCP Batch Size
Specify the SQL bulk copy batch size.

e SQL BCP Accumulation Time (Seconds)
Specify the SQL bulk copy accumulation time in seconds.

e SQL Update Batch Size
Specify the SQL update batch size.

e SQL BCP Timeout (Seconds)
Specify the SQL bulk copy timeout.

¢ Work-Hours

Specify the working hours to operate Argent SIEM.
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Manage Archive Repository

Archive Repository defines the SQL Server database details to archive compliance data retrieved by Argent
Compliance Automator. It is possible to create and manages Archive Repositories in Argent
SIEM-Complete section.

To create an Archive Repository click Add New context menu option or Add New button and specify a

name for new Archive Repository.

Please Enter New Archive Repository Name

[Mﬂ,SGS?AUDIT?LOGS

— P ) I
= ARGENT O M E G A (2.2A-2204-T1) Horme Th;run.e' ArgentlnsstcntHe\p Algut Lo(g-gut

» [ Tool Sets

» 0 Alerts

SR (o C
» [ Relators Use Trusted Connection

» [ Macros SQL Schema: [¢defauity

* M Calendars SQL Table Prefix: [caetauny

-

)
[0 Administrati ]
isttion charding: | 'H

5§ License (Admin Only)
[ o Mot Use Sharding

= [ Generator Settings

» & Argent Omega Data Retaining Days: | 20 a
» & Argent Alert Mechanism [ Do Mot Purge Data

» & Argent Forecaster Long Term Storage Folder: I{default}

~ ©° Argent SIEM-Complete Global Security Object (GS0):

» [ SIEM Palicy Please Choose: - Clear GSO

~ [ Archive Repository Description:

AR_MS_365_AUDIT_LOGS

B 7 U FormatBlock « Font e= T Full Screen

[ Security

[ Network Sean
[ Event Logs

[ SuperMaps

[ Topology Maps
[ Locations

[ Contacts

vy v v v v v v ¥

| argent Reporter

& Tag

B Total Support Interface

Specify the SQL Server and Database. The compliance data will be stored in the configured SQL
database when using this Archive Repository in Argent Compliance Automator Rules and SIEM policies.

Argent Software

Proprietary Information — All Rights Reserved Page 89 of 135



Specify Logon and Password if trusted connection is not used.

Use Test Connection button to test the SQL Server connectivity using the specified credentials.

Specify SQL Schema to override the default Schema.

Specify SQL Table Prefix to use custom table prefixes for tables that stores compliance audit data.

Uncheck Do Not Use Sharding option to use database sharding. Sharding improves performance.

Specify sharding criteria in Sharding field. Each shard is a separate table in Argent Omega database.

Uncheck Do Not Purge Data option to purge the archived data after the days specified in Data Retaining

Days field.

You can configure the newly created Archive Repository in Argent Compliance Automator Rules. The event

data retrieved by the Rule will be stored in configured Archive Repository.

(v v v vowvovwowvow

v v v v~

»

»

»

»

Tool Sets
Argent Omega Baseline
Service Level Agreement Rules
System Down Rules
Windows Service Rules
Windows Program Rules
Windows Performance Rules
PowerShell Script Rules
WM Script Rules
LINUX Script Rules
UNIX Script Rules
Solaris
AIX
HP-UX

sco
Argent Compliance Automator
Windows Compliance Rules
Windows Event Log Rules
Windows File Log Rules
LINUX/Unix File Log Rules
SYSLOG Rules
SQL Server Log Rules
Microsoft 365 Audit Log Rules
PowerShell Script Log Rules
Argent Omega Web Defender
Argent Omega for Microsoft 365
Argent Omega for SQL Server
SQL Query Rules

ARGENT OMEGA (2.2a-2204-11) Home Theme ~

Ignore Event Log Records Over:

# & (34

Argent Instant Help

[ =B CE

Fire Event With Format: @ system Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message

o

Logout

Rule Is Broken If Audit Log Record Satisfies Criteria

@ user 1D:

\
@ client 1P Address: [
\

(@ workload:

(@ operation: [

Result Status: [Faited ]
Include/Exclude Keywords. Enter keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma And
Minus Sign, Proceed With Character '\'. Wildcards "' And '?' Are Supported

@ Events In Time Range: 00:00:00 | - [23:50:59 |

{0 Alert Only If The Specific Event Happens More Than [ 1[5 Times

(@ Alert If The Specific Event Does NOT Exist

(@ Correct Event If Seeing Result Status Of Same Source: [succeeded

(B save To Archive Repository:
{default}

(@ save Archive Data Only
AR_MS_365_AUDIT_LOGS

(@ Alert If Failed To Download Audit Log

(@ save Performance Data To The Argent

Tag 1: l I

Tag 2: l I

Tag 3: l I

(@ Post Event Even If The Same Event Is Still Outstanding (Unanswered)
@ oo So only After | Hour | Minute Since Event 1s Post

@1gnore The Same Outstanding Event If Alerts Were Fired More Than | 1 1= Hour | o = Minute Ago
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License

New license file can be browsed and applied from the License screen. The information regarding the

applied license is displayed in the screen.

ARGENT OMEGA 2422000

c

Argent Instant Help

]

(0]

Logout

b [ Tool Sats
» [ Alerts

» [ Monitoring Groups.
» [ Relatars

» [ Workflows

» [ Macros

» [ calendars

- Administration

= [ Generator Settings
» ¢ Argent Omega
» 0 Argent Alert Machanism
» o Argent Forecastar
» o Argent SIEM-Complate
& security

» [ Network Scan

Event Logs

Suparhaps

Topology Maps

Locations

Contacts

Argent Reporter
&
X knowledgs Base

B Total Support Interface

License File:

Expiration Date:
Licensed Domain:

Licensed Server:

License Type

Advanced Support Feature:
Company:

Contact:

Email

Phone:

Address:

Sales Manager:

Product:
Windows Servers:
Windows Workstations:
Unix Servers:

iSeries Servers:

Windows Cluster Objects:
VMware Objects:
Xenservers:

1P Devices:

Printers:

Internet Objects:

Microsoft 365 Service Units:

Link Objects:

Enterprise Application View:

Generic Objects:

| Choose.

Wad, 4 Oct 2023 12:00:00
ANYTIME-SUPPORT
AL-2018-00%

Production

Yes

Argent Key

Argznt Intarnal Keys

Keys@Argent.com

Argant Omega Bazsline

100 (Licensed) - 54 (Used)
100 (Licensed) - 45 (Used)
100 (Licensed) - 2 (Used)

100 (Licensed) - 0 (Used)

100 {Licensed) - 0 (Used)

100 (Licensed) - 0 (Used)

100 (Licansed) - 0 (Used)

No Limit (Licensed) - 7 (Used)
No Limit (Licensed) - 0 (Used)
100 (Licensed) - 2 (Used)

100 (Licansed) - 1 (Used)

100 (Licensad) - 0 (Used)

100 (Licensed) - 0 (Used)

100 (Licensed) - 0 (Used)
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Network Scan

Network Scan is used to scan servers or devices in the network.

0 [0)

= ARG E N T o M EG A (2.2a-2210-4) Hrne Iheﬁe' ArgenllncstaanEIp Abonut Logout

Alerts
Name |Descripu'un
Monitoring Groups
Jve Directe

Relators

Workflows
Macros

Calendars

v v v v v v ¥

Administration

& License (Admin Only)

~ [ Generator Settings
» ¢ Argent Omega
» o Argent Alert Mechanism
» ¢ Argent Forecaster
» & Argent SIEM-Complete
2 Security
B e oo o)
Active Directory
1P Address
SNMP Managed Devices
VMware Infrastructure

Wwindows Cluster

Network Browser

Event Logs
SuperMaps
Topology Maps
Locations

Contacts

Argent Reporter
& Tag
X Knowledge Base

[ Total Support Interface

Argent Omega provides the facility to scan servers or devices in the following environments:

e Active Directory

e |P Address

e SNMP Managed Devices
e VMware Infrastructure

e Windows Cluster

e Network Browser
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Active Directory

Define this scan to search devices in Active Directory.
Argent Omega provides for repeating the scan at specific intervals by defining a schedule.

ARGENT OMEGA im0

&

Theme ~

(%
Argent Instant Help

About

5]

Logout

Tool Sets
Alerts
Monitoring Groups

Network Scan In Test Mode Will Not Be Scheduled Until Changed To Production Mode |

Domain Controller:

[Defautt

J
Relators Organization Unit (OU): [ ]
Warkflows Logon: ‘ ‘
Macros Password: \ ‘
Calendars

Administration
B License (Admin Cnly)
~ | Generator Settings
» & Argent Omega
» o Argent Alert Mechanism
» & Argent Forecaster
» o Argent SIEM-Complete
2 security
- Network Scan

~ 1 Active Directory

Save To Network Group:

License Newly Found:
Fire Notification:
Schedule Time:
Repetition Interval:

Repetition Unit:

([ use Generator Service Account

@ windows Servers Only

Repeat Task

_ Repeat Task Until: 23:59:59
» (1P Address Calendar: Please Choose:
» [ SNMP Managed Devices Trace Level:

» 1 VMware Infrastructure
» [ windows Cluster
» [ Network Browser

» [ Event Logs

» [ Superiaps

» [ Topology Maps

+ [ Locations

» [ Contacts

» [ Argent Reporter
& Tag
2 knowledge Base

[ Total Support Interface

Execute On Generators:

[l Use Generator Location As Location For Discovered Server Or Devices

Exclude Nodes (Separated By Comma):

Description:

Format Block ~ Font

Full Screen

IP Address

Define this scan to search devices in a specified IP address range.

ARGENT OMEGA :zrz20-m

d

Theme ~

¢

Argent Instant Help

e

About

O

Logout

B License (Admin Only)
~ [ Generator Settings
» o Argent Omega
» o Argent Alert Mechanism
» o Argent Forecaster
» o Argent SIEM-Complete
£ Security
~ [ Network Scan
» [ Active Directory
= 1P Address
EEEIE
» [ SNMP Managed Devices
» [ VMware Infrastructure
4 Windows Cluster
» [ Network Browser
3 Event Logs
» [ SuperMaps

» [ Topology Maps.

Save To Network Group:

License Newly Found:
Fire Notification:
Schedule Time:

Trace Level:

Execute On Generators:

Network Group -

Argent Omega Baseline -
12:00:00 [l Repeat Task

[l Use Generator Location As Location For Discovered Server Or Devices

Exclude Nodes (Separated By Comma):

Description:

B 7 U FormatBlock ~ Font

 MTod sers 5
b 1 Alerts

> Monitoring Groups Start Ip: llgz'lﬁs'z'l ]

> [ Relators End 1P: [ ] (optional)

b 10 Workflows Network Mask: [255.255.255.0 ]

> Macros Timeout:

» 1 Calendars Retry:

~ 11 Administration Thread Limit

Full Screen

'his definition scans 192.168 2 x network segment for IP devices
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SNMP Managed Device

Define this scan to search SNMP-enabled devices in a network.

Users have the option to specify an IP address range to search for SNMP-enabled devices in a specific IP

address range.

ARGENT OM EGA (2.24-2210-4)

e o 7] O

Theme = Argent Instant Help About Logout

» [ Tool Sets
> Alerts
» 1 Monitoring Groups
> Relators
» [ Workflows
» [ Macros.
» [ Calendars
= [ Administration
B License (Admin Only)
~ [ Generator Settings
» o Argent Omega
» o Argent Alert Mechanism
» o Argent Forecaster
» o Argent SIEM-Complete
2 security
- Network Scan
» [ Active Directory
4 IP Address
~ | SNMP Managed Devices

VMware Infrastructure

Windows Cluster

Network Browser

» [ Event Logs

» [ SuperMaps

»  Topology Maps

4 Locations

» [ Contacts

4 Argent Reporter

& Tag

2 Knowledge Base

B Total Support Interface

Network Scan In Test Mode Will Not Be Scheduled Until Changed To Production Mode —
'SNMP Credentials: + | £ | =

Version

‘Cummumw ‘SNMF User

No data to display

Security Level

Start IP Address

Network Segments: Query Local Interface Query Switch Interface + | £ | =

[End 1P Address

Mo data to display

[Wetwork Mask

Thread Limit:

Save To Network Group:
License Newly Found:
Fire Notification:
Schedule Time:

Trace Level:

3 || Seconds

sillia

(@ Poll Directly Connected Neighbor Switches

[l Repeat Task
oma -]

VMware Infrastructure

This definition scans vCenter for all Virtual Machines and ESX hosts.

ARGENT OM EGA (2.24-2210-4)

Tool Sets

4 Alerts

» [ Monitoring Groups

4 Relators

» [ Workflows

» [ Macros

» [ Calendars

w [ Administration
& License (admin Only)

~ | Generator Settings
» o Argent Omega
» o Argent Alert Mechanism
» o Argent Forecaster
» o Argent SIEM-Complete
2 Security
v Network Scan

» [ Active Directory
4 1P Address
» | SNMP Managed Devices
hd VMware Infrastructure

Windows Cluster

» [ Network Browser

» [ Event Logs

» [ SuperMaps

» [ Topology Maps

» [ Locations

» Contacts

» [ Argent Reporter
& Tag
X Knowledge Base

[ Total Support Interface

vCenter or ESX Host:

Protocol:

License Newly Found:
Fire Notification:
Schedule Time:

Trace Level:

Execute On Generators:

Save To Network Group:

[vour_vcenTEA_tp_aDDRESS ]

(B use Generator Service Account

oo ]
=B

(@ Include ESX Hests

@ 1nclude Datacenter

[ include VMware Cluster

[ include Resource Pools

(@ Include Virtual Machines

12:00:00 [ Repeat Task

[ use Generator Location As Location Fer Discovered Server Or Devices

Exclude Nodes (Separated By Comma):

Description:

B 7 U FormatBlock ~ Font

his definition scans vCenter for all virtual machines and ESX hosts

hd o e (Y]

Theme = Argent Instant Help About Logout

Network Scan In Test Mode Will Not Be Scheduled Until Changed To Production Mode

Full Screen

Argent Software

Proprietary Information — All Rights Reserved

Page 94 of 135



Windows Cluster

This definition scans servers or devices in a Windows Cluster environment.

Tool Sets
> Alerts
» [ Monitoring Groups
» | Relators
» [ Workflows
» [ Macros
» | Calendars
- [ Administration
& License (Admin Only)
~ | Generator Settings
» o Argent Omega
» o Argent Alert Mechanism
» & Argent Forecaster
» o Argent SIEM-Complete
2 Security

~ [ Network Scan

Active Directory
1P Address
SNMP Managed Devices

VMware Infrastructure

~ [ windows Cluster

Network Browser

> Event Logs
» [ SuperMaps
» [ Topology Maps

» [ Locations

» [ Contacts
» [ Argent Reporter
& Tag

X knowledge Base

8 Total Support Interface

¢

ARGENT OMEGA (2.24-2210-4) Argent Instant Help At?

Cluster: lYDlJ R_CLUSTER_NAME ]

Save To Network Group:

—
Schedule Time: [ Repeat Task

R —

[ Use Generator Location As Location For Discoverad Server Or Devices

Exclude Nodes (Separated By Comma):

Full Screen

B 7 U Format Block + Font

'his definition scans cluster objects.

Network Browser

This definition scans computers using network browser.

Tool Sets
» 1 Alerts
» [ Monitoring Groups
» | Relators
» [ Workflows
» [ Macros
» | Calendars
= [ Administration
B9 License (Admin Only)
~ | Generator Settings
» o Argent Omega
» o Argent Alert Mechanism
» o Argent Forecaster
» o Argent SIEM-Complete
& Security
~ [ Network Scan
» [ Active Directory
» [01P Address
» | SNMP Managed Devices
» [ VMware Infrastructure
¥ [ Windows Cluster
= [ Network Browser
[ - scan srowser AL
» [ Event Logs
> SuperMaps
» [ Topology Maps

4 Locations

» Contacts
» [ Argent Reporter
&1

X knowledge Base

8 Total Support Interface

¢

ARGENT OM EGA (2.24-2210-4) Theﬁe' Argent Instant Help Abouut an’:ut

Network Scan In Test Mode Will Not Be Scheduled Until Changed To

Workgroup Or Domain: | |

(B Browse All Computers

—
Schedule Time: [ Repeat Task
U—

[l use Generator Location As Location For Discovered Server Or Devices

Exclude Nodes (Separated By Comma):

Description:

Full Screen

B 7 U FormatBlock ~ Font

is definition SCans COMPUters USINg NEtwork Browser.
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Change the scan definition to Production Mode to execute the scanning as per the schedule.

3 Tool Sets
> Alerts
4 Monitoring Groups
> Relators
» [ Workflows
> Macros
> Calendars
= [ Administration
B License (admin only)
~ | Generator Settings
» o Argent Omega
» o Argent Alert Mechanism
» o Argent Forecaster
» o Argent SIEM-Complete
2 Security
~ [ Network Scan
~ [ Active Directory
[ scan a0
4 1P Address
» | SNMP Managed Devices
4 VMware Infrastructure
4 Windows Cluster
¥ [ Network Browser
» [0 Event Logs
» [ SuperMaps
» [ Topology Maps
» I Locations
4 Contacts
» [ Argent Reporter
& Tag
X Knowledge Base

& Total Support Interface

= ARGENT OMEGA (2.2a-2210-4) HD‘[T]E Iheﬁe'

(U]
Logout

Network n In Test Mode Will Not Be Scheduled Until Changed To Production Mode

Domain Controller: [pefutt ]
Organization Unit (OU): | ]
Logon: [ |
Password: [ |

Save To Network Group:

License Newly Found:
Fire Netification:
Schedule Time:
Repetition Interval:
Repetition Unit:
Repeat Task Until:
Calendar:

Trace Level:

Execute On Generators:

[E use Generator Service Account
Delete

[ Windows Servers Only Copy

First Network Group Rename

Argent Omega Baseline

Do Not Fire Alert -
12:00:00 Repeat Task

Change To Production Status

CE Tes Scanning

[l use Generator Location As Location For Discovered Server Or Devices

Exclude Nodes (Separated By Comma):

Description:

B 7 U Format Block

~ Font

Full Screen
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Event Logs

The Event Logs screen provides details on the following:
¢ Internal Events
e User Audit Log
e Web Ul Log

Internal Events

The Internal Events screen lists the internal events that occurred in the Argent Omega environment.

Filtering options are provided to search the list by Machine, Severity and Event Type.

) I
ARGENT OM EGA (2.2A-2210-A) - Tl\eﬁe' Argenlmcs[uanEIp Atﬁn Lugul

» [ Tool Sets
> Alerts

» [ Monitoring Groups

S User Audit Log
&) Web UI Log
» SuperMaps
» 1 Topology Maps
> Locations
» [ Contacts
» [ Argent Reporter
& Tag
X Knowledge Base

& Total Support Interface

Event Time (UTC)

Machine

Severity

Event Type

02 Oct 2022 05:55:09 A1-2019-009 Informatianal Generator Start Mode
» | Relators
02 Oct 2022 033309 A1-2018-008 Infarmatianal windows Service starts
» [ wWorkflows
03 Oct 2022 05:52:26 A1-2015-009 Informatianal Generator starts
» [ Macros
30 Sep 2022 11:52:44 A1-2013-009 Informational System Backup
» | Calendars
4 30 Sep 2022 11:48:49 A1-2013-009 Informational Generstor Start Mode
- [ Administration
30 Sep 2022 11:48:43 A1-2013-009 Informational Windows Sarvice starts
B9 License (Admin Cnly)
30 Sep 2022 11:48:08 A1-2013-009 Informational Ganerstor starts
~ [ Generator Settings
30 Sep 2022 11:40:02 A1-2013-009 Informational Windows Sarvice has stopped
» o Argent Omega
d o 20 5ep 2022 11:40:02 A1-2018-008 warning Generator is shutting dovn
» o Argent Alert Mechanism
9 20 5ep 2022 10:22:24 A1-2018-009 Infarmaticnal Ganerator Start Mode
>
& Argent Forecaster 30 Sen 2022 10:22:33 A1-2015-009 Informatianal Windows Service starts
» o Argent SIEM-Complete 30 Sep 2022 10:21:42 A1-2019-009 Informational Generator starts
2 Security 29 Sep 2022 07:50:13 A-2015-008 Informational Generstor Start Mode
3 Network Scan 29 Sep 2022 07:50:13 AT-2013-009 Informational Windows Service starts
~ | Event Logs 25 Sep 2022 07:48:27 A1-2015-008 Informational Generator starts
Internal Events 29 Sep 2022 06:41:53 A1-2019-009 Informatianal Generator starts

Resolution Time

Proprietary Information — All Rights Reserved

Argent Software

Page 97 of 135



User Audit Log
The User Audit Log screen lists the Argent Omega user events. Filtering options are provided to search the

list by User, Workstation, Source and Severity type.

)

ARGENT OMEGA (2.2a-2210-A = ArgenﬂncstumHEIp Abenm mgm

Tool Sets
¥ [0 Alerts
» - Monitoring Groups Event Time (UTC) ‘User Detail
b Bl Relators 30 505 2022 08144159 e " Systerm warning ;Z’p:pﬁfgwm Authentication failurs for user 'ANYTIMEE-SURPRORT\Giri (Error: 1326) (ANYTIMEE-
> Workflows 30 Sep 2022 11:52:42 ANYTIME-SUPPORT\Giri ::1 System Informational Import Selected Objects by user "Argent Omega Baselina’ at ANYTIME-SUPPORT\Giri
» [ Macros 02 Oct 2022 07:01:00 ANYTIME-SUPPORT\GIF £11 Relator Informational UPDATED RELATOR 'REL_DEMO' by user 'ANYTIME-SUPPORTY
» - Calendars 02 Oct 2022 05:55:34 ANYTIME-SUPPORT\GIT 111 System Informatianal User logen successfully (ANYTIME-SUPPORT\GIM)
- Administration 29 Sep 2022 09:43:46 ANYTIME-SUPPORT\Giri ::1 CMDB-X Informational ADDED CMDB-X Entity '192.168.110.65" by user 'ANYTIME-SUPPORT\Giri' at ::1
B9 License (Admin Only) 03 Oct 2022 05:58:32 ANYTIME-SUPPORT\GIri ::1 Event Informational DATA ARCHIVED by user 'ANYTIME-SURPORTYGIri' at ::1
~ | Generator Settings 30 Sep 202208131156 ANYTIME-SUPPORT\GIN 111 System Informatianal User lagen successfully (ANYTIME-SUPPORT\Giri)
» ¢ Argent Omega 20 Ses 2022 0538152 ANYTIME-SUPORTAGHT | 111 <yatem warming ;::éxku;%%nuaa Authentication failure for user 'ANYTIME-SUPORT\GIr (Error: 1326) (ANYTIME-
» o Argent Alert Mechanism 5 5
30 Sep 2022 05:55:52 ANYTIME-SUPPORT\GIT 111 Warkflow Informational DELETED Workflow 'WFL_CHECK' by user 'ANYTIME-SUPPORT\GIR at :
» © Argent Forecaster 30 Sep 2022 04:56:06 ANYTIME-SUPPORT\Giri ::1 System Informational User logon successfully (ANVTIME-SUPPORT\Giri)
» o Argent SIEM-Complete 03 Oct 2022 07:32:52 ANYTIME-SURRORT\GIF =11 System Informational User logon successfully (ANYTIME-SURPORT\Gir)
2 Security 25 5ep 2022 07133122 ANYTIME-SUPPORT\G 111 System Informational User lagen successully (ANYTINE-SUPPORTIGI)
» [ Network Scan 30 Sep 2022 05:38:00 ANYTIME-SUPPORT\GIri System Informational User lagen suceessfully (ANYTIME-SUPPORT\GIr)
¥ | Event Logs 29 Sep 2022 08:25:15 ANYTIME-SUPPORT\GIr ::1 CMDEK Informational ADDED CMDB-X Entity "Wlndows10-Tes02' by user ANYTIME-SUPRORT\Giri at ¢
£/ Internal Events 02 Oct 2022 06:06:45 ANYTIME-SUPPORT\GIN 111 Event Informatianal DATA ARCHIVED by user 'ANYTIME-SUPPORT\GIr at
305892022 1115096 ANYTIME-SUPPORTIGIn Syatem Informatanal Usar lagen suazessully (ANYTINE-SUPPORTIGIR)
&) Web UI Log 30 Sep 2022 09:32:34 ANYTIME-SUPPORT\Giri ::1 Monitoring Group Informational UPDATED Monitoring Group '&MG_DEMO' by user ‘ANYTIME-SUPPORT\Giri' at 111
» [ SuperMaps 25 5ep 2022 08:37:14 ANYTIME-SURRORT\GIF =11 LR Informational UBDATED CMDB-X Entity Windows10-Tes02' by user 'ANYTIME-SURRORT\GIr at ::1
» | Topology Maps 02 Oct 2022 03¢ ANYTIME-SUPPORT\GIN 111 Event Informatianal DATA ARCHIVED by user 'ANYTIME-SUPPORT\GI at ¢
» 1 Locations 02 Oet 2022 0811 ANYTIME-SUPPORT\GIT 111 Calendar Informational UPDATED UPDATED Calendar 'CAL_ALL_DAYS' by user 'ANYTIME-SUPPORTIGI at 11
» 14 Contacts 02 Oct 2022 08:43:04 ANYTIME-SUPPORT\GI ::1 Tag Informational Added new Tag "::1' by user ‘Argent Omaga Bassline’ at ANYTIME-SURPORT\Gri
» 1] Argent Reporter 28 Sep 2022 08130118 ANYTIME-SUPPORT\GIF  £11 System Informational User logon successfully (ANYTIME-SUPPORT\Gir)
& a0 02 Oct 2022 05:56:54 ANYTIME-SUPPORT\GI 111 Event Informatianal DATA ARCHIVED by user 'ANYTIME-SUPPORTIGIr at
2 Knowledoe Base 30 Sep 2022 08:23:51 ANYTIME-SUPPORT\GI ::1 Workflow Informational UPDATED Warkflows "WFL_CHECK' by user ‘ANYTIME-SUPPORT\Giri at :
1 Total Support Interface 30 Sep 2022 10:22:47 ANYTIME-SURRORT\GIF =11 System Informational User logon successfully (ANYTIME-SURPORT\Gir)
30 Sep 2022 06:27:58 ANYTIME-SUPPORT\GIri Warkflow Informatianal UPDATED Warkflow "WFL_CHECK' by user 'ANYTIME-SUPPORT\GI at
30 Sep 2022 09:25:07 ANYTIME-SUPPORT\GIT 111 Warkflow Informational UPDATED Warkflow "WFL_GHEGK' by usar 'ANYTIME-SUPPORT\GIr at
29 Sep 2022 08:45:12 ANYTIME-SUPPORT\GI ::1 CMDEK Informational ADDED CMDB-X Entity "192.168.37.101" by user ANYTIME-SUPRORT\GIri' at ::1
03 Oct 2022 07:02:08 ANYTIME-SUPPORT\GIr ::1 Relator Informational UPDATED RELATOR 'REL_DEMD' by user 'ANYTIME-SUPRORT\Gr at ::1
25 5ep 2022 08:32:34 ANYTIME-SUPPORT\GIF £11 cMDE-X Informational DELETED CMDB-X Entity '192.168.110.65" by user "ANYTIME-SUPPORT\GI 2t 111

Web Ul Log
The Web Ul Log screen lists the Argent Omega WUI events.
Filtering options are provided to search the list by Severity, Source and Description.

)
ARGENT O M EGA (2.2A-2210-4A) Home The?e' Argeml\ncsluanelp Agﬂ Lu‘g-:ul
Tool Sets

» [ Alerts

» 1 Monitoring Groups Event Time (UTC) ‘Sevent‘f Source Description

Informational renewToken Authorization token has been renewed
» [ Relators
03 0ct Informational Calendar Successfully Updated Calendar: CAL_ALL_DAYS
» 1 Workflows e i
03 Oct 2022 07: Error Failed to logon ANYTIME-SUPRORT\Firi is not a valid domain account
» 1 Macros
03 oct Warning auto logeff Wasimum quist time reachad. Auto logoff
> Calendars
o 03 oct Informational Ralator Succassfully Updated Relator: REL_DEMO
- Administration
R ‘ 02 Oct 2022 07 Informational Relator Successfully Updated Relator: REL_DEMO
B License (admin only)
03 0ct Informational Relator Successfully Updated Relator: REL_DEMO
- Generator Settings
03 0ct Informational Relator Succassfully Updated Relator: REL_DEMO
» o Argent Omega
03 0ct Warning auta logeff Wasimum quist time reached, Auto logoff
» o Argent Alert Mechanism
d 03 Oct 2022 06: Informationsl Event Cansole Loaded svant console
»
o Argent Forecaster 03 Oct 2022 06: Informational Event Console Loaded event console
» & Argent SIEM-Complete 02 ot Informationsl Event Console Loaded svent conscle
® N
< Security 02 Oct 2022 05¢ Informational Event Console Loaded event cansole
b Network Scan 03 0ct Informational Event Console Loaded event cansole
~ [ Bvent Logs 02 0ct Informaticnal Event Conscle Loaded svant console
‘&l Internal Events 03 Oct Informational Event Console Loaded event console
& User Audit Log 0z ot Informational Event Conssle Leaded svent console
Web UI Log 03 0ct Informational Event Cansole Loaded svent console
» i SuperMaps 03 0ct Informational Event Cansole Loaded svent console
» [l Topology Maps 03 0ct Informationsl Event Cansole Loaded svant console
» 4 Locations 03 0ct Informationsl Event Cansole Loading event console...
» Contacts
» | Argent Reporter
& Tag
3 Knowledge Base
B Total Support Interface
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Argent SuperMaps Or Topology Maps

These Maps are network diagrams that show the selected devices; there are of three types:

e Optional Google Maps
When using Google Maps, Argent Omega automatically marks the selected devices in Google
Maps, provided the locations are defined and correctly assigned to the device. A Google license is

required.

e Static Map
Using a static map, an image available in the server can be used to specify the location of the

devices manually

Empty Map
When using an empty map, no background appears for the map. The size of the map can be
selected from the available sizes in the drop-down combo

Add New Map

A new map can be created using “Add New” in the right-click menu item or the button on top of the

“Group folder’s” list screen.

— « ) U
= ARG E NT O M E G A (2.2A-2204-T1) Home 1he?1‘e' Argent Ir$stantHeIp Agul Loggut

Alerts

Name ‘Last Changed Time (UTC) ‘Description

Monitoring Groups
HOME_MAP 02 Jun 2022 06:07:34
Relators
OFFICE 02 Jun 2022 06:07:34
Macros

Calendars

4« v v v v v =

Administration

E§ License (Admin Only)
) Refresh
» [ Generator Settings

2 security »
Add New
» [ Network Scan
» [ Event Logs

- o
Perep Export

& HOME_MAP

Import

@ oFFICE

Topology Maps Print List

»
» [ Locations
» [ Contacts

» [ Argent Reporter
& Tag

¥ Knowledge Base

& Total Support Interface
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The Map name can be specified in the sub-window that pops up.

Please Enter New Argent SuperMap Name

SAMPLE_MAP|
[ o ]

Set Map Background

Double clicking the “Background” field in the Properties window, pops up the sub-window “Set Map

Background.” This option can edit an existing Map or define a new Map. The sub-window contains options

to choose Google Map, Static Map, or an Empty Map. If the choice is for a static Map, either an existing
Map can be selected, or a new one can be uploaded. If the choice is for an empty Map, the size of the map

can be selected from the drop-down combo.

Set Map Background
Option
@ Use Google Maps
@ Use An Existing Map Picture
@ Upload A New Map Picture

@ Empty Map

Argent Software
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Adding Devices To Google Maps

The optional Google Maps can only be used when the Locations are properly defined for the

Network devices.

To add a device to the map, select the device list, pick the device from list, then click on “+” button.

If it is a Google Map, the device’s location property determines the device dot on the map.

—_— #« ) I
= ARGENT O M E G A (2.2A-2204-T1) Home Ths?n‘e' ArgentlrsstuntHelp Algut Logut

Tool Sets < una; g
& Properties Devices
Alerts &

Malegaon ' F Group/Name ‘Value
AT 5 i

Monitoring Groups

o

Default Map He

- Gautala

4 v v v v v =

Relators
_-Autramghat
Macros - anmad Sanatiary | Categer Topolagy Map
Calendars - Il ' g * Bockaround Google Maps
Nashik

~|  Use Geodesic Line o

Administration i AT
' _ i &sinar| - Device Name Format
¥ License (Admin Only) - ) 7 Decab S N e S it Do Tome o
e TR s Markers
i Igatpuri Gangapur
» [ Generator Settings S 5 b n 5
STl angamner  “shrirampur T -
- a s LV Links.
8 security 3 7 Szl L L
» I Network Scan A0 s : el bl A |
160, e = Rahuri [ S
, o) I~ s
Event Logs e ) ":’h Pathardi
~ [ Supertiaps umbaiz = — mednagar aridi

The application also supports the selection of multiple devices and adding them to the Map in one click.
A combination of (Shift or Ctrl + left mouse click) can be used for multiple selections.

Adding Devices To Static Map

Listed devices can be added to a Static Map similarly to the way they are added to a Google Map. The

difference is that the location of the device should be manually positioned. This can be done using drag and

drop of the “X” mark or by specifying the X and Y coordinates in the Properties window.

A ") J
ARGENT OMEGA (2.2a-2201-T21) - ArgentlrsstamHalp Agut mguc

Argent Omega for Microsoft 365

» [ Argent Omega for SQL Server Properties Devices

Auto Fit -

» | Relators

Group/Name

v [ Alerts
» B Correction saL-201e TEETI200 TESTIO-2012RZ Default Map tlo
» M Natificatian Category Argent SuperMap
Background offices.jpg
» [0 Alert Macro » Dimension 1024x768

~ [ Calendars
» Base Definitions

b Holidays
Text Font

Macros Link width

 Markers
/\/\ ) Node=1 TEST1-2016
3 4 I E—

Multiple devices can be added to the Static Map through multiple selection. Even when multiple devices are

» [ Email Recipients

} [ SMS Recipients

> _ windows Services

added to the Map, their position of each device is set individually.
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Set Device Location

To set the location of the device, select the device from the list under the “Devices” tab and either use the
right-click menu item “Select Device Location” or double click the selected device.

— P ) 1
= ARGENT OMEGA (2.2A-2204-T1) Tne?n.a- ArgantlfstuntHelp Agut Lnggut

» [ Tool Sets
» [0 Alerts
» [ Monitering Groups
» [ Relators - E 5 AC i ‘Type ‘Lucatiun
Add New MEDE
» [ Macros ATy’ DB-BUGTRACKER windows
» [ Calendars DND-MFC-SQL windows
~ [ Administration ara] WIN1D-MFC windows
Delete
E§ License (Admin Only) DND-WEB-SQL-MYSQL windows
» [ Generator Settings Copy TESTS-2012R2 windaws
Rename \
2 security ‘ TEST10-2012R2 windows
» Network Sean WIN-2022 windows
Set As Default Map
» Event Logs AI-2015-009 ‘windows.
ATS- jinds
~ [ SuperMaps inaons
@ HOME_MAP
TESTi-2016 windaws
@ orrice
TEST-VM-V52018 d
@ saMPLE_Map 7 S = i
— Compose Enterprise Application View Map A winzo1sTESTR021 windows
? 1 Topology Maps ) 192.168.111.5
168,111 i
» [ Locations o i
EHiErles srmian DESKTOP-K710708 windows
» [ Contacts
TEST4-2012R2 ‘windows
»
Argent Reparter AI-2015-001 windows
& Tag & A-QC-02 windows
X Knowledge Base po ATS-009 windows

& Total Suppert Interface ] I 4 o WIN-I727GSG4EHR windows
AJS-TSET-PC windows
ANYTIME ‘windows

DESKTOP-EDB7VES windows

! 1 v AI-2019-004 windows
Uranlslampur L
_ Keyboard shorizuls | Mep data 82022 Gaogle  Terms of Use | D3PC-21 windows

Description:

A sub-window pops up to enter or edit the device location.

Select A Location

Location MUMBAI v
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Device Name Format

The Properties tab of the Map definition has a field “Device Name Format.” This field allows setting the
name format by which the device should be displayed in the Argent SuperMaps or Topology Maps home

screen.

The Available options are:
e Default
e |P Address
e Full Qualified Domain Name (FQDN)

e Alias

Delete, Copy Or Rename

The option to delete, copy or rename the Map definition is available in the right-click menu.

Argent Software
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= ARGENT OMEGA (2.2A-2204-T1)

Tool Sets
Alerts
Monitoring Groups
Relators
Macros
Calendars
Administration
B License (Admin Only)
Generator Settings
2 security
Network Scan
Event Logs
~ | SuperMaps
@ HoME_MaP
@ oFFICE
Topology Maps
Locations
Contacts
Argent Reporter
& Tag
¥ Knowledge Base

B Total Support Interface

T P

Description:

izl \
S .

C ™
ks > i

Add New

Delete
Copy
Rename

Set As Default Map

Add A Location

Compose Enterprise Application View Map

Argent Software
Proprietary Information — All Rights Reserved
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Argent Instant Help

L ¥ Group/Name
Default Map
Category

¥ Background

Use Geodesic Line

[

Terms of Use:

About

Devices

Logout

No
Topology Map
Google Maps.

Ho.
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Drill Down

Map definitions provide a drill down option. The “Drill Down” option in Properties allows specifying
another Map. Double clicking the property pops up a sub-window from which any defined Map can be

selected.

Drill Down

Value: HOME_MAP -

If any Drill Down item is defined for a device, the popup info window in the Home screen will contain a
hyperlink. Click on the hyper link to get directed to the configured Map.

= ARGENT OMEGA . - = S
= (2.2A-2204-T1) Home Theme ~ Argent Instant Help About Logout
Map: OFFICE

A1-2010-008

Device: TEST1-2018
Outstanding: 1
Answered: 0
Resoived: 0
Suspended: 0

Drill Down: HOME_MAP |

@ Outstanding

Group/Key

v Event Status

Outstanding Yes

Argent Omega Primary Answered Yes
Generators Resolved Yes
Suspended Yes

v Event Priorities.

Critical Yes
Medium Yes
Low Yes

Custom Priority Text

Event Date/Time All

Always Show Outstanding Yes

Relator

Rule - -

Argent Software
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Save And Undo

The changes made in the Map definition should be saved or undone before one can traverse to another

screen. The right-click menu items “Save” and “Undo” are useful in practice.

—] ARGENT OMEGA (2.2a-2204-T1)

» [ Tool Sets
» 10 Alerts
» [ Monitoring Groups
» [ Relators
» [0 Macros
» [ calendars
~ [ Administration
B License (Admin Only)
~ [ Generator Settings
» ¢ Argent Omega
» ¢® Argent Alert Mechanism
» o Argent Forecaster
» ¢ Argent SIEM-Complete
& security
» Network Scan
» [ Event Logs
~ [ SuperMaps
@ HoME_Map
b OFFICE
@ samp.

MAP
» [ Topology Maps
» Locations
> Contacts
» | Argent Reporter
& Tag
® Knowledge Base

B Total Support Interface

Google

Description:

Set As Default Map

@ - (4

Theme ~ Argent Instant Help

Dahanu
Trimbak Properties
Jawhar g faa, Deolali
Tarapur SRR Samreit
Boisar 48 vikramgad
e Sz 160,
Manor
Palghar sy o Igatpuri DE-BUGTRACKER
bl jada ST
el DND-MFC-SQL
Bhandardara WIN10-MFC
g
&l DND-WEB-SQL-MYSQL
ahapur
BT g TEST5-2012R2
"
TEST10-2012R2
Gl
o 5, WIN-2022
Junnar | AI-2019-009
. shri ?F: ATS-99
Bhimashankar ard]
Jyotirlingaj QATEST-001
Set As Default Map Wildlifes
Gl Mant  TesTi-2016
o Kariat ovaRoa, TEST-VM-VS2010
@
WIN2016TEST2021
Lol gy Tolsgson  crakan 192.168.111.5
‘wioTi ahecs DESKTOP-K710708
Compose Enterprise Application View Map R
Ramby) TEST4-2012R2
oty
Set Device Location b p Ara015-001
unﬁe AI-QC-02
ATS-009
ad Lavasa
g 2 WIN-I727GSGAEHR
AJSTSET-PC
Full Screen
Mangaon  Raigad + ANYTIME
AVETE R
Diveagar A | DESKTOP-EDE7VES
e 8
ek B ] —
Mahad AI-2019-004
Shrivardhan e
CiEbs Keyboard shortcuts  Map dats 82022 TermsofUss|  D3PC-21

About

Devices

windows
windows
windows

windows

windows
windows
windows
windows
windows
windows
windows
windows
ip

windows
windows
windows
windows
windows
windows
windows
windows
windows
windows

windows

0]

Logout

+ x

‘

‘ Location

MUMBAT

MUMBAT

Set the Map as the default Map on the Home screen by using the right-click menu item “Set As Default

Map.”

= ARGENT OMEGA (.:is200m)

» [ Tool Sets
4 Alerts
» [ Monitoring Groups
> Relators
» [ Macros
> Calendars
- Administration
¥ License (admin Only)
~ [ Generator Settings
» & Argent Omega
¥ © Argent Alert Mechanism
» & Argent Forecaster
» ¢ Argent SIEM-Complete
2 security
4 Network Scan
» [ Event Logs
~ [ SuperMaps
@ HOME_MaP
@ oFFICE
» [ Topology Maps
» [ Locations
» [ Contacts
» [ Argent Reporter
& Tag
® Knowledge Base

B Total Support Interface

Description:

JIANGXI!

FUJIAN

Shgnzh%;] o

il
Hi

Keyboard shorteuts | Map

B 7 U FormatBlock + Font

d (&

Theme ~ Argent Instant Help

DND-WEB-SQL-MYSQL
TESTS-2012R2
TEST10-2012R2
WIN-2022
AI-2019-009

ATS-99

Set As Default Map

Add A Location

| Compose Enterprise Application View Map  (aiediad

04

Set Davice Location

About

windows
win
windows
windows
windows
windows
windows
windows
windows
windows
i
windows
windows
windows
windows
windows
windows
windows
windows
windows
windows

windows

(O]

Logout

Full Screen

Full Screen
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Contacts

Add contact information in Contacts.

— ) U
= ARGENT OMEGA (2.2a-2204-T1) Tha?n‘s' ArgantlfstuntHslp Algut Luglt):ut

» [ Tool Sets

Point of Contact: leup l
> Alerts
» [ Monitoring Groups System Owner: [Admmisnam.— l
> relators Email: leup@argent.cnm l
» [ Macros Phone Number: l1234557sg I
» [ Calendars Remote Administration: l I
A Administration Support URL: l I

License (Admin Onl
5 ¢ V) Description:

~ [ Generator Settings

B 7 U Format Block Full Screen

» ¢ Argent Omega
» ¢ Argent Alert Mechanism
» & Argent Forecaster
» & Argent SIEM-Complete
2 security

» [ Network Scan

» [ Event Logs

» [ SuperMaps

» [ Topology Maps

» [ Locations

~ [ Contacts

» [ Argent Reporter

& Tag

X Knowledge Base
I )
& Total Support Interface

Locations

A new location can be created using “Add New” in the right-click menu item or the button on top.

— P ) 1
= A R G E N T O M E G A (2.2A-2204-T1) Home The?:e' Argent |r$stqnt ) Algut Lugmt

Tool Sets

Refresh
» Alerts

Name |Lasl Changed Time (UTC

» Monitoring Groups
MUMBAL 02 Jun 2022 06:07:35
> Relators
» Macros
» [ Calendars
~ [ Administration

B License (Admin Only)

~ [ Generator Settings
» & Argent Omega
Refresh

» & Argent Alert Mechanism

» o Argent Forecaster

Add New

» ¢ Argent SIEM-Complete

& security
» [0 Network Scan Export
» [ Event Logs Import

» [ SuperMaps

» [ Topology Maps Print List

ions

> Contacts

» [ Argent Reporter
& Tag
® Knowledge Base

I Total Support Interface
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Enter name of the new location:

Please Enter New Location Name

[CHICAGd

ARGENT OMEGA (2.2A-2204-T1) Hg'is

[ Tool Sets.

[0 Alerts

| Monitoring Groups
I Relators

[ Macros

[ calendars

vy v vy oy~

[ Administration
BF License (Admin Only)
~ [/ Generator Settings
» & Argent Omega
» & Argent Alert Mechanism
» & Argent Forecaster
» & Argent SIEM-Complete
£ security
[ Network Scan
| Event Logs
I SuperMaps

[ Topology Maps

v v v v

[7 Locations
@ MumeAlL
» [ Contacts
» | Argent Reporter
& Tag
X Knowledge Base

B Total Support Interface

Address:

City:

County:
Region/State/Province:
Country:

Latitude:

Longitude:

Time Zone:

Contact:

Preferred Generators:

_GOB’Q'E" /./

Description:

I
[

[chicago

|
|
|
[ |
|
|
]

I
[

I41.B781135

['57.6297932

Please Choose: v
Please Choose: -

Please Choose: -
= - W
nkli

Qak Park

Msw%@ JA*:W

|'-Egmyﬂ s sl
LITTLE viLLaGE,
(g2 e
r e - .

" BRIGHTON PARK

BACK OF f
THE YaRDs (|

ensLEwoD.
|
v
7 1
i S0UTH siDE
idgeview  gyrtank i

&

Theme ~

It shows geo-locations that can be used for the Location property.

c.))
Argent Instant Help

e

About

(0]

Logout

Clicking the “Geo-Location” button after specifying the city name yields the latitude and longitude

details.

Location definitions are critical when Google Maps is used. A managed device has a location property.

When it is placed on Google Maps, its longitude and latitude are retrieved from its location.
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Tag

A new Tag for Server or device can be created in Tag screen.
(See Argent KBI Https://Help.Argent.com/#KBI_312001 for more details.)

— i) |
ARGE NT o M EGA (2.2a-2210-4) H:ne Theﬁe' Argent \ncstamHelp Abenut Lngut

Tool Sets

‘Nnde Usage |Pcrt Usage |R||Ie Usage

> Alerts
» [ Monitoring Groups
» | Relators
> [0 Workflows
» [ Macros
¥ [ Calendars
~ [ Administration
&9 License (Admin Only)
~ [ Generator Settings
» o Argent Omega
» o Argent Alert Mechanism
» of Argent Forecaster
b o Argent SIEM-Complete
2 security
» [ Network Scan
» [ Event Logs
» [ SuperMaps
» 1 Topology Maps
» [ Locations
> Contacts
» Argent Reporter
X knowledge Base

& Total Support Interface

— i) |
ARGENT O M EGA (2.2a-2210-4) H::m Theﬁe' ArgemlncsmmHelp Abonul Lngut

» [ Tool Sets
Tag ‘Nude Usage |Purl Usage |R||Ie Usage ‘Drphan
» [ Alerts
Tac_1 o 0 o false
» [ Monitoring Groups e s . ) R o
_ alze

» [ Relators

» [ Workflows

» [ Macros.

» | Calendars

= [ Administration
B License (Admin Only)

~ [ Generator Settings

» & Argent Omega
» o Argent Alert Mechanism
» o Argent Forecaster

» o Argent SIEM-Complete

Export

2 security
Import

» [ Network Scan

» [ Event Logs

v [ SuperMaps

» [ Topology Maps

» Locations

» [ Contacts

» [ Argent Reporter
2 knowledge Base

I Total Support Interface
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Please Enter New Tag

The newly created Tags will be listed under CMDB-X properties. Double-click on Tag property and select

create Tags.

)
ARGENT OMEGA (2.2A-2204-T11) mxev Argent\fs)mntHelp Agu! Lo(g-:ut

Search Server Or Device Network Group ~ Scan Network | Properties
Network Group Or Machine Licensed |Suspend [ Group Or Key
» 570_WASH_2ND_FLR. Network Group Hosting Environment
 570_WASH_2ND_FLR_ANNEX_A Network Group o SNMP Managed
SQL Server Installed
570_WASH_2ND_FLR_ANNEX_A_SERVER_18  Windows Server Yes nve
» TCP Parameters
570_WASH_2ND_FLR_ANNEX_A_SERVER 3  Windows Server Yes e
570_WASH_2ND_FLR_ANNEX_A_SERVER 33  Windows Server Yes nve Svetem oo Caching Minutes
Monitoring Level
570_WASH_2ND_FLR_ANNEX_A_SERVER_48 | Windows Server
Not Specified
) 570_WASH_2ND_FLR_ANNEX_B Network Group
» 570_WASH_2ND_FLR_ANNEX_C Network Group NYC
» 570_WASH_2ND_FLR_ANNEX_C2 Network Group NYC
) 570_WASH_3RD_FLR Network Group NYC
Tag 3
570_WASH_4TH_FIR
» 570_WASH_4TH_ Network Group NYe prommsom pors
) S70_WASH_BASEMENT Network Group e Contact.
» 570_WASH_BATTS Network Group NYe Owner Accounts 570_WASH_2ND_FLR_ANNEX_A
» 622_THIRD_33 Network Group YONKER » Default Settings
) 622_THIRD_33_168 Network Group YONKER Time Zone Settings Same as Location
) 622_THIRD_33_1668 Network Group YONKER critical No
» 622_THIRD_33_168C Network Group. YONKER Ignored No
» 622_THIRD_7 Network Group YONKER Logical Dependency .
» 622_THIRD_78_EDS Network Group YONKER Diapty Optone e
+ BACKBONE NETWORK Network Group Nye
Group Or Key
192.168.1.1 1P Device Yes COLDSPRING
192.168.1.7 1P Device Yes COLDSPRING S plets o
192.168.2.1 1P Device Yes NYC NetworcCrote)
192.168.2.5 1P Device Yes NYC el Eor )
192.168.3.10 1P Device Yes YONKER e
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Total Support Interface

The Total Support Interface allows you or third-party products and vendors to send Events directly to the

central Argent Console.

ARGENT OMEGA (s 2200 e

o (2] o
Argent Instant Help About Logout

» Tool Sets
> Alerts
> Monitoring Groups
» 1 Relators
4 Workflows
» 1 Macros
4 Calendars
= [ Administration
B License (Admin Cnly)
~ | Generator Settings
» & Argent Omega
» o Argent Alert Mechanism
» & Argent Forecaster
» o Argent SIEM-Complete
2 security
4 Network Scan
» [ Event Logs
4 SuperMaps
»  Topology Maps
» [ Locations
4 Contacts
» [ Argent Reporter
& Tag
X Knowledge Base

tal Support Interfal

Product Name:

Argent Omega Baseline

T ]

Alert Category:
Alert Name:
Event Priority:
Event Summary:

Event Detail:

[windows |
Rule Name: [sLa_cEMO ]
Relator Name: [RELﬁDEMU ]
Keywords: [ping |

Please Choose:
Please Choos

[Festing Alert from wuI (Summary)

Testing Alert from WU

[l Fire Event Even The Same Event Is Still Outstanding

Click the Fire Event button so that the event will be added to the console.

) U
(2.2A-2204-T11) Theme ~ Argent Instant Hel, About Logout
ARGENT OMEGA o L& @ o

Node/Instance

w AI-WEB-47

Testing Alert from WUT

4
Event Detail
Event Time:

Time Recorded:
Machin

Event ity:
Rule Type:

Rule Name:
Relator Name:
Keywords:

Tags:

Event Source:
Reference URL:
Status:

Console Comment:
Alert Firing Status:

Event Description:

e

sample event from Total Support Interface

2 Jun 2022 15:13:32 (GMT+5:30)

SLA_DEMO

Condition last seen at Thu, 2 Jun 2022 15:13:32 (GMT+5:30)

Thu, 2 Jun 2022 15:13:32 (GMT+5:30)
Thu, 2 Jun 2022 15:13:34 (GMT+5:30)
AI-WEB-47

Low

dba50583-024c-4501-88d 1899212155028

SLA_DEMO
REL_DEMO

Argent Omega Baseline
http://help.argent.com
Outstanding

Sample event from Total Support Interface

Sucgess - 15:13:35: Successfully fired alert 'EID_LOG_AS_ERROR'

Testing Alert from WUI

‘ Latest Event Time Status

2 Jun 2022 15:13:32 (GMT+5:30) | €

| Alert Fired |Keywards/5ummary

Enterprise Network Health
Events

Yes Testing Alert from WUT (Summary)

@ Cutstanding

Group/Key Value

Event Memos | Knowledge Base

« Event Status

e user memo has been entered yet

Outstanding Ves
Answered Ves
Resolved es
Suspended es

v Event Pricrities

Critical Yes
Medium Yes
Low ves

Custom Priority Text

Event Date/Time Al

Always Show Outstanding Yes

Relator =

Rule * b4
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Argent Omega Baseline

Argent Omega Baseline is a Tool Set within Argent Omega. There are different types of Rules used in
Argent Omega Baseline, namely:

e Service Level Agreement Rules
e System Down Rules

e Windows Service Rules

¢ Windows Program Rules

e Windows Performance Rules

e PowerShell Script Rules

o WMI Script Rules

o LINUX Script Rules

e UNIX Script Rules

Service Level Agreement Rules

Service Level Agreement Rules check if a system is down via TCP/IP ping. This is the simplest method to
determine the availability of a server or device.

Administrators should be aware that the ability to PING a server ONLY indicates the Network Interface is
functioning.

You need to use a complete System Down Rule to accurately determine the operational state of a server.

— a )
= A R G E N T O M E G A (2.2A-2204-711) Home Thge x Argent lrSstan! Help Abeou! Logout

~ MiTookSets (@ 17 TCP/1P Ping Failed, Wait Seconds And Check Again With Timeout Seconds
~ [ Argent Omega Baseline
(@ use SNMP Protocol For Managed Devices
~ [ Service Level Agreement Rules
(@ save Response Time
SLA_DOUBLE_CHECK
(8) SLA_RESPONSE_PDT (@ save Performance Data To The Argent Forecaster Using Data Store: {default} v
@) SLA_SNMP Bz | ]
) SLA_TCPIP_PING Tag 2: [ I
» System Down Rules Tag 3: l I
§ "
Winidovis' Setvice Rules (@ Post Event Even If The Same Event Is Still Outstanding (Unanswered)
» [ Windows Program Rules ) § X
@00 So only After | Hour | o [5] minute since Event 1s post
» [ Windows Performance Rules — . = e =
@ 1gnore The Same Outstanding Event If Alerts Were Fired More Than | 1[5 Hour | o = Minute Ago
» [ PowerShell Script Rules L &4 L —hd
» I WHE Script Riles @ Post Event Only After Rule Is Broken | 2[5 or More Times
» [ LINUX Script Rules Reset Counter
~ [ UNIX Script Rules @ After Event Is
» [ Solaris @
» B AIX ected
» B0 HP-UX
Application:
- BSEs pplication [ ]
» [ Argent Compliance Automator Reference URL: [ 1
» [ Argent Omega Web Defender
) Console Comment: [xw Device Unresponsive *=* ]
» [ Argent Omega for Microsoft 365
~ [ Argent Omega for SQL Server Description:
» [ SQL Query Rules B Z U FormatBlock w Font E & == EE M Full Screen
» [ SQL Logon Rules [Determines if a system is down by TCP/IP ping
» [ SQL Job Rules IThe simplest method to determine the availability of a server or device.
» [ Concurrent User Rules Administrators should be aware that the ability to PING a server ONLY indicates the Network Interface is functioning
it may be necessary to use one of the other System Down Rules to accurately determine the operational state of a server.
» SQL Lock Rules
O INOTE: To prevent false alarms due to time-out errors, set the Rule to alert only after it has been broken more than once.
Ql-DeadtocksRules 220l iThe number of times will depend on the speed of the network, and the scan rate of the Relator.

NOTE: To prevent false alarms due to time-out errors, set the rule to alert only after it has been broken
more than once. The number of times will depend on the speed of the network and the scan rate of the
Relator. (For more details, see Argent KBI https://Help.Argent.com/#KBI_312000)
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System Down Rules
System Down Rules provide various methods to determine if a particular server is alive or not.

)

= ARGENT OMEGA (2.24-2204-T1) Ho‘ma The?’\‘e' Argantlr?stantHelp Aheout Las:ut

~ [ Tool Sets

— How to Determine Whether The Node Is Running
~ [ Argent Omega Baseline @ Call Windows NetRemoteTOD APT
» [ Service Level Agreement Rules @ Scan Specific TP port
v [ System Down Rules @ Use TCP/1P Ping
@ Run Ping Blast
@ NDE_API_CONNECT_ADVANCED @ Check State Of Cluster Object
@ NDE_CLUSTER_OBJECT_STATE @ Connect To Remote Desktop Service
@ NDE_CONNECTIVITY @ Connect To WMI Service
@ NDE_DB2_PORT_SCAN @ Connect To Remote PowersShell
@ NDE_DOMINO_LDAP_SERVER @ Secure Shell Logon/Logoff
@ NDE_ISERIES_AGENT @ Open This Existing File On The Node
@ NDE_OPEN_FILE @ Best Suited Connectivity Test (ex. Use This Option For Enterprise Application View)

[@ring Node Before Calling NetRemoteTOD APT
@ NDE_PACKET_LATENCY

© NDE_PACKET_L0SS @ Double Check Bown Node With Ping

@ NDE_PORT_CHECK 1f Ping Succeeds, Determine Node Status With
@ NDE_PROTOCOL_POP API Timeout: Seconds
@ NDE_PROTOCOL_SMTP Retry: EE

@ NDE_REMOTE_PS

Ignore Error Codes: [ ]

@ NDE_ORACLE_LISTENER

@ NDE_SSH
@ NDE_TCPIP_PING

(B save Performance Data To The Argent Foracaster Using Data Store: {default} -
NDE_WLS_PORT

(@ save Response Time

Tag 1 l ]
@ NDE_wMI
Tag 2:
@ NDE_WTS 9 l ]
» [ Windows Service Rules Tag;3: [ ]
» [ windows Program Rules @ Post Event Even If The Same Event Is Still Outstanding (Unanswered)
¥. Ml Winidoits Perfonmarice: Rul6s: @ 0o So Only After 1 [5] our | o || minute since Event 1s post
» [ PowerShell Script Rules | . |
i [ gnore The Same Outstanding Event If Alerts Were Fired More Than | 1 [5] Hour o |5 minute ago
» [0 WMI Script Rules —— =
¥ [ TN L b AfiocDuls Lo Dol = v I ¥

Argent Omega provides a bundle of built-in Rules to check the status of various servers and devices.

System Down Rules provides the following methods to monitor a server or device:

NetRemoteTOD Win32 API
This method is more reliable than using a simple TCP/IP ping, which simply checks the network
card, and does not go into the actual operating system itself; this method does have a concomitant

increase in overhead.

— How to Determine Whether The Node Is Running
@ call windows NetRemoteTOD API
@ scan Specific TCP Port
@ Use TCP/IP Ping
@ Run Ping Blast
@ Check State Of Cluster Object
@ Connect To Remote Desktop Service
@ Connect To WMI Service
@ cConnect To Remote PowerShell
. Secure Shell Logon/Logoff
.Open This Existing File On The Node

. Best Suited Connectivity Test (ex. Use This Option For Enterprise Application view)

By using the API call, this Rule checks that the operating system on the monitored server is actually

running.

Testing by Argent shows that the NetRemoteTOD API call has the lowest overhead of any API call.
Any API could be used to exercise the operating system on the remote machine; NetRemoteTOD
was used because of its light weight.
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Scan Specific TCP/IP Port

It is possible to scan a specific TCP/IP port.

By default, it is a simple port scanning, connecting a TCP port then disconnecting.
Also there is an option to scan SSL ports.

— How to Determine Whether The Node Is Running
@ call windows NetRemoteTOD API

@ Scan Specific TCP Port

@ Use TCP/IP Ping

@ Run Ping Blast

@ Check State Of Cluster Object

@ Connect To Remote Desktop Service

@ Connect To WMI Service

@ Connect To Remote PowerShell

. Secure Shell Logen/Logoff

. Open This Existing File On The MNode

. Best Suited Connectivity Test (ex. Use This Option For Enterprise Application View)

TCP Service Protocol Handshakes:

Case Sensitive Regular Expression

-

LS X+ 0+

End With LF/CR

Tcpport: | 50,000 |

S5L Mode: [LE:3=1N -

Use TCP/IP Ping
Determines if a system is down by TCP/IP ping.
The simplest method to determine the availability of a server or device.

— How to Determine Whether The Node Is Running

@ call windows NetRemoteTOD API

@ scan Specific TCP Port

@ Use TCP/IP Ping

@ Run Ping Blast

@ check State Of Cluster Object

@ connect To Remote Desktop Service

@ Connect To WMI Service

@ connect To Remote PowerShell

.Secure Shell Logon/Logoff

.Open This Existing File On The Node

. Best Suited Connectivity Test (ex. Use This Option For Enterprise Application View)
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Use Ping Blast
Determines if a system is unreliable with high packet loss by TCP/IP ping blast.
It can be useful to test an unreliable slow link.

— How to Determine Whether The Node Is Running

@ call windows NetRemoteTOD API
@ scan Specific TCP Port

Use TCP/IP Pin
@ Run Ping Blast
Check State Of Cluster Object

@ Connect To Remote Desktop Service

@ connect To WMI Service

@ connect To Remote PowerShell
'Secure Shell Legon/Logoff

.Open This Existing File On The Node

i . Best Suited Connectivity Test (ex. Use This Option For Enterprise Application View)

Check State Of Cluster Object
Uses Failover Cluster WMI Provider to query state of cluster object.
WMI method is required if Argent Omega Engine runs on OS platform different from Cluster OS platform.

For example, Argent Omega Engine of Windows 2008 R2 monitoring a Windows 2016 Cluster.

— How to Determine Whether The Node Is Running
@ call windows NetRemoteTOD API

@ Scan Specific TCP Port

@ Use TCP/IP Ping

@ Run Ping Blast

| @ Check State Of Cluster Object

Connect To Remote Desktop Service

@ Cconnect To WMI Service

@ connect To Remote PowerShell

.Secure Shell Logon/Logoff

.Open This Existing File On The Node

. Best Suited Connectivity Test (ex. Use This Option For Enterprise Application View)

Use Remote Desktop Service
This Rule connects to RDP service to determine if a machine is actually functioning.

— How to Determine Whether The Node Is Running
@ call windows NetRemoteTOD API
@ Scan Specific TCP Port
@ Use TCP/IP Ping
@ Run Ping Blast
@ Check State Of Cluster Object

| @ Connect To Remote Desktop Service

Connect To WMI Service

@ Connect To Remote PowerShell

.Secure Shell Logon/Logoff

.Open This Existing File On The Node

. Best Suited Connectivity Test (ex. Use This Option For Enterprise Application View)
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Use WMI Service
This Rule connects to WMI namespace 'root\cimv2' to determine if a machine is actually functioning.

— How to Determine Whether The Node Is Running
@ call windows NetRemoteTOD API
@ Scan Specific TCP Port
@ Use TCR/IP Ping
@ Run Ping Blast
@ check State Of Cluster Object

@ connect To Remote Desktop Service

| @ connect To WMI Service

@ connect To Remote PowersShell

. Secure Shell Logon/Logoff

.Open This Existing File On The Node

. Best Suited Connectivity Test (ex. Use This Option For Enterprise Application View)

Use Remote PowerShell

This Rule connects to remote PowerShell service to determine if a machine is actually functioning.

— How to Determine Whether The Node Is Running
@ call Windows NetRemoteTOD API
@ scan Specific TCP Port
@ Use TCP/1P Ping
@ Run Ping Blast
@ Check State Of Cluster Object
@ connect To Remote Desktop Service

@ connect To WMI Service

I @ connect To Remote PowerShell I

.Secure Shell Logon/Logoff
.Open This Existing File On The Node

. Best Suited Connectivity Test (ex. Use This Option For Enterprise Application view)

Use Secure Shell Logon or Logoff
Determines if a UNIX server is down by explicitly logging on through Secure SSH.

— How to Determine Whether The Node Is Running
@ call windows NetRemoteTOD API
@ Scan Specific TCP Port
@ use TCP/IP Ping
@ Run Ping Blast
@ Cheack State Of Cluster Object
@ connect To Remote Desktop Service
@ connect To WMI Service
@ connect To Remote PowerShell

r.Secure Shell Logon/Logoff I

.Open This Existing File On The Node

. Best Suited Connectivity Test (ex. Use This Option For Enterprise Application view)
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Open Existing File On Specific Node

Determines if a system is down by checking for the existence of a file on the system.

This is a useful method to check the availability of a machine that is not running the Microsoft Windows
operating system.

The Administrator can take the appropriate action to resolve the system-down when this Rule breaks.

— How to Determine Whether The Node Is Running
@ call windows NetRemoteTOD API
@ Scan Specific TCP Port
@ use TCP/IP Ping
@ Run Ping Blast
@ Cheack State Of Cluster Object
@ connect To Remote Desktop Service
@ connect To WMI Service
@ connect To Remote PowerShell

.Secure Shell Logon/Logoff

I .Open This Existing File On The Node I

. Best Suited Connectivity Test (ex. Use This Option For Enterprise Application view)

Best Suited Connectivity Test

This Rule uses the most appropriate method based on target node type to test target connectivity.

For example, use the NetRemoteTOD Win32 API for Windows machines, SNMP for managed switches,
green, red, yellow or gray status for VMware objects etc.

Note: Link Object and Enterprise Application View should use this option to determine the object state.

— How to Determine Whether The Node Is Running
@ call Windows NetRemoteTOD API
@ scan Specific TCP Port

@ Use TCP/IP Ping

@ Run Ping Blast

@ Cheack State Of Cluster Object

@ connect To Remote Desktop Service
@ connect To WMI Service

@ connect To Remote PowerShell
.Secure Shell Logon/Logoff

.Open This Existing File On The Node

| . Best Suited Cennectivity Test (ex. Use This Option For Enterprise Application View)

Argent Software

Proprietary Information — All Rights Reserved Page 118 of 135



Windows Service Rules

W200x Service Rules allow you to check if specific services are:
e “Running™
e Stopped
e Paused
¢ Start Pending
e Stop Pending
¢ Pause Pending
e Continue Pending
e Stalled
¢ Installed

¢ Not Installed

* See Argent KBI Https://Help.Argent.com/#KBI 310212

) o
ARGENT OM EGA (2.2A-2204-T11) Hchs Thge' ArgentlrSs)wntHslp Agu! logu!

Windows Services To Monitor:
Monitoring Mechanism:
Rule Is Broken If Service Status Is:
Action To Take If Rule Is Broken:

Selected Windows Services

~ [ Tool Sets

~ 1 Argent Omega Baseline

» [ Service Level Agreement Rules

» [ System Down Rules

- Windows Service Rules

~ 4 Active Directory

¢ SVC_AD_DNS_SERVER

SVC_AD_FILE_REPLICATION

L7 ‘Stx.rvice Internal Name ‘Disp!ay Name

¢ SVC_AD_KERBEROS_KDC

Simple DNS DNS Server

» [ ARCServe

» [ Backup Exec

» [ Compaq
» [ DB2
» [ DHCP

» [ Domino Lotus
» [0 IBM

» fans

» MailMarshal

» [ Microsoft DNS

@ 1gnore Disabled Services

» [ Oracle
@ Fail Rule If Error Happens When Accessing Remote Service Control Manager (SCM)
» LURAS
@ Fire Event Even If The Condition Is Corrected
» IRPC
» 0 Spooler @ Fire Separate Events For Each Broken Service

» [ Terminal Service @ save Performance Data To The Argent Forecaster Using Data Store:

» [ TrendMicro InterScan Tag 1: l ]
» [0 windows SNMP Tag 2: l ]
» [ Windows Program Rules g3 | ]

» [ Windows Performance Rules
@ Post Event Even If The Same Event Is Still Outstanding (Unanswered)

= i [ B 2B oo Ginca Guact 1o pact

» [ PowerShell Script Rules

Windows Service Rules can also be used to take appropriate action if the Rule is Broken.

—_— P ) )
= A R G E N T O M E G A (2.2A-2204-T11) Home The?':e' Argent Ir$stam Help Agut Logut

- [ Tool Set:

ool sets Windows Services To Monitor: Explicitly Selected -
Monitoring Mechanism: windows Native -
Rule Ts Broken If Service Status Is: [ r= -

Action To Take If Rule Is Broken:

= [ Argent Omega Baseline
4 Service Level Agreement Rules

» [ System Down Rules

- Windows Service Rules

v Active Directory

@ SVC_AD_DNS_SERVER Selected Windows Services Start Service

& SVC_AD_FILE_REPLICATION Stop Service nal Name Display Name

¢ SVC_AD_KERBEROS_KDC Restart Service
DNS Server

» ARCServe

» [ Backup Exec
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You can customize your Services Rules by loading the service lists from any machine.

Select a Service

Select Option: Browse Computer -
Remote Machine: [DND-MFC-SQL ‘
Execute On: {default} -

Service Name |Disp\ay Name ‘Status

ADWS Active Directory Web Services Running
AIRouter AllJoyn Router Service Stopped
ALG Application Layer Gateway Service Stopped
AppHostsve Application Host Helper Service Running
AppIDSve Application Identity Stopped
Appinfo Application Information Running
AppMgmt Application Management Stopped
AppReadiness App Readiness Stopped

AppVClient Microsoft App-V Client sStopped
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Windows Program Rules

Windows Program Rules monitors Windows Processes.
The Administrator can take the appropriate action to ensure the process is restarted or killed, depending
upon the Rule configuration.

) 0
(2.2A-2204-T11) Theme ~ Argent Instant Help About Logout
ARGENT OMEGA - : P

~ [ Tool Sets Monitoring Mechanism: Windows Native -

~ | Argent Omega Baseline
» [ System Down Rules Process Instance Count: Any -
» i Windows Service Rules
~ [ Windows Program Rules e x|
2, PGM_DOMINO_KEY_PROCESSES Type ‘Pmcess ‘Command Line Arguments
&2, PGM_MMSL_PROCESSES
&2, PGM_MSCS_ADMIN

2, PGM_REALPLAYER
» [ Windows Performance Rules
» [ PowerShell Script Rules
» [0 WMI Script Rules
» 4 LINUX Script Rules
~ [ UNIX Script Rules

» 54 Solaris
» 0 AIX @ rail Rule If Error Happens When Acquiring Process List
¥ i HP-UX @ Fire Separate Events For Each Broken Windows Process
* Scy) @ save Performance Data To The Argent Forecaster Using Data Store: |\ 1" -
» [ Argent Compliance Automator Tag 1: l |
» 11 Argent Omega Web Defender o | ]
» 12 Argent Omega for Microsoft 365
Tag 3: l ]
~ 11 Argent Omega for SQL Server
» B SQL Query Rules [ Post Event Even If The Same Event Is Still Outstanding (Unanswered)
» 11 SQL Logon Rules 00 So only After | 1 a Hour | o a Minute Since Event Is Post
» [ 5QL Job Rules B 1gnore The Same Outstanding Event If Alerts Were Fired More Than Hour | o [ minute ago
¥ M Concurrent User Rules @ Post Event Only After Rule Is Broken | 2 a or More Times
» 741 SQL Lock Rules 5

You can customize your Program Rules by loading the processes lists from any machine.

Select a Windows Process

Select Option: Browse Computer -

Remote Machine: [ono-mFc-saL

Execute On: {default} =

- ‘ Command Line Arguments

AAMMailGenerator.exe
AAMMain.exe
AAMSMSGenerator.exe

AQFMain,exe

licationFr
ARGENT_REPORT_SCHED. .
ArgentOmegaExecutorexe 7 /loop /demo
ArgentOmegaExecutorexe 6 /loop /demo

ArgentomegaExecutorexe 1 /loop /demo

[l 1gnore Command Line Arguments
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Windows Performance Rules

Windows Performance Rules are used to retrieve valuable performance data and snapshots for a particular

Server.

Monitoring Mechanism
Two types of monitoring mechanisms, Windows Native and PowerShell Remoting, are available in

Windows Performance Rule.

ARGENT OMEGA ¢xzz0-ian

» Active Directory

Windows Native

Windows Native

Powershell Remoting

Monitoring Mechanism:
4 Backup Exec

Performance Object:
» BlackBerry

Counter:
v CPU
BE PRF_CPU_OVERLOAD Instance: Include Pattern v [_Total ]'
B pRF_CPU_OVERLOAD_ALL . Use Regular Expression
F PrRe_CPU_QUEUE_OVERLOAD Algorithm: X
W PRF_DEMO Metric Calculation: Delta Per Hour v
4 Citrix
Scale Factor: 1/10,000 v
> DB2

» Disk Space
-

Limit Value: =

» Domino Lotus

N s .Check Rule Every Second For ‘ 10 | Seconds; If All Tests Fail, Rule Is Considered Broken
» ISA [ Retrieve Performance Data For Argent Forecaster Only

4 MailMarshal [ Fail Rule If Data Is Not Available Or Nonexistent

» Memory @ Fire Separate Events For Each Performance Instance

Performance Object
After specifying the server to monitor, the performance object field drop down will show the available

performance objects of the server and the Administrator can select the required object form the drop down.

ARGENT OM EGA (2.2A-2201-T721)

Monitoring Mechanism: Windows Native v

Processor

Windows Performance Rules

> Active Directory

> Backup Exec

Performance Object:
4 BlackBerry

Counter: .NET CLR Data

v CPU

B8 PRF_CPU_OVERLOAD

[ pRF_CPU_OVERLOAD_ALL

.NET CLR Exceptions
.NET CLR Interop

Instance:

.NET CLR Jit

[ pRF_CPU_QUEUE_OVERLOAD Algorithm: .NET CLR Loading

o] PRF_DEMO doiiic Salciatiang .NET CLR LocksAndThreads
» Citrix .NET CLR Memory
Scale Factor:
» DB2 4

Comparison: Greater Than

4 Disk Space

Limit Value: £

» Domino Lotus : = m bs

» s .Check Rule Every Second For | 10 | Seconds; If All Tests Fail, Rule Is Considered Broken
» ISA . Retrieve Performance Data For Argent Forecaster Only

4 MailMarshal .Fail Rule If Data Is Not Available Or Nonexistent

» B Memory @ Fire Separate Events For Each Performance Instance
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Counter

On choosing the Performance Object, the Counter field drop down will list the available counters with

respect to that Object.

ARGENT

Windows Performance Rules

4 Active Directory

> Backup Exec

4 BlackBerry

v CPU
[ pRF_CPU_OVERLOAD_ALL
E}' PRF_CPU_QUEUE_OVERLOAD

8 prRF_DEMO
4 Citrix
» [ DB2

» Disk Space

> Domino Lotus
» IIS

» IsA

4 MailMarshal

» [ Memory

O M EGA (2.2A-2201-721)

Performance Rule View:

Windows Native v
e ]

Counter: % Processor Time

Monitoring Mechanism:

Performance Object:

% C1 Time

Instance:

% C2 Time
% C3 Time

Algorithm: % DPC Time

Metric Calculation: % Idle Time

% Interrupt Time

Scale Factor:

% Privileged Time

% Processor Time

Comparison:

Limit Value:

.Check Rule Every Second For ‘ Seconds; If All Tests Fail, Rule Is Considered Broken
. Retrieve Performance Data For Argent Forecaster Only
@ Fail Rule If Data Is Not Available Or Nonexistent

@ Fire Separate Events For Each Performance Instance

Instance

Pattern to include or exclude can be specified.

ARGENT OMEGA (212201120

Windows Performance Rules

> Active Directory

> Backup Exec

4 BlackBerry

v CPU
ﬁf PRF_CPU_OVERLOAD_ALL
I3 pPRF_CPU_QUEUE_OVERLOAD
PRF_DEMO

4 Citrix

» DB2

» Disk Space

» Domino Lotus

» 1S

4 ISA

> MailMarshal

» Memory

Performance Rule View:

Windows Native -
]

Monitoring Mechanism:

Performance Object:

Instance: Include Pattern _Total

Include Pattern

B Exclude Pattern
Algorithm:

Metric Calculation: Delta Per Hour
Scale Factor: 1/10,000

Comparison: Greater Than

Limit Value:

.Check Rule Every Second For ‘ Seconds; If All Tests Fail, Rule Is Considered Broken

[ Retrieve Performance Data For Argent Forecaster Only
@ Fail Rule If Data Is Not Available Or Nonexistent

[ Fire Separate Events For Each Performance Instance

Argent Software
Proprietary Information — All Rights Reserved

Page 123 of 135



Algorithm

Choose the required algorithm for the performance.

ARGENT OM EGA (2.2a-2201-721)

Windows Performance Rules
Active Directory
Backup Exec
BlackBerry
CPU
8 pRF_CPU_OVERLOAD_ALL
B pRF_CPU_QUEUE_OVERLOAD
8] prRF_DEMO
Citrix
DB2
Disk Space
Domino Lotus
IIS
ISA
MailMarshal

Memory

Performance Rule View:

Monitoring Mechanism:

Counter:

Instance:

Include Pattern - [_Total

[ use Regular Expression

Algorithm:

Metric Calculation: Any
Average

Scale Factor:

Comparison: Minimam

Limit Value: Sum

@ check Rule Every Second For All

[ Retrieve Performance Data For Argent Forecaster Only
[ Fail Rule If Data Is Not Available Or Nonexistent

@ Fire Separate Events For Each Performance Instance

Metric Calculation

s Considered Broken

The Administrator can select the appropriate metric calculation from the drop-down list.

ARGENT OM EGA (2.2a-2201-721)

Windows Performance Rules
Active Directory
Backup Exec
BlackBerry
CPU
B PRF_CPU_OVERLOAD_ALL
B pRF_CPU_QUEUE_OVERLOAD
[ prRF_DEMO
Citrix
DB2
Disk Space
Domino Lotus
IIS
ISA
MailMarshal

Memory

Performance Rule View:

)

Monitoring Mechanism:

Performance Object:

Counter:

Instance:

Include Pattern - [_Total

@ use Regular Expression

Metric Calculation: Delta Per Hour

Scale Factor: Get

R Delta Since Last Poll

Comparison:
Delta Per Second

Limit Value: Delta Per Minute

[ Retrieve Performance Data For Delta Walt

@ Fail Rule If Data Is Not Available Or Nonexistent

[ Fire Separate Events For Each Performance Instance

[ Check Rule Every Second For ([REICEEIENITS s Considered Broken
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Scale Factor

Specify the scale factor for the performance calculation.

ARGENT OM EGA (2.2a-2201-721)

Windows Performance Rules

Performance Rule View:
Monitoring Mechanism:
T - =

> Active Directory
» Backup Exec

> BlackBerry

v CPU

B PRF_CPU_OVERLOAD

B pPRF_CPU_OVERLOAD_ALL

.Use Regular Expression

B pRF_CPU_QUEUE_OVERLOAD

B PRF_DEMO Metric Calculation: Delta Per Hour -
» Citrix
Scale Factor: 1/10,000 -
» DB2
Comparison: No Scale
» Disk Space 10
. Limit Value:
» Domino Lotus 100
N 1S [ check Rule Every Second For 1,000 s Considered Broken
» BUISA [ Retrieve Performance Data Forl| 10,000
» [ MailMarshal @ il Rule If Data Is Not Availablj 12000
» M 1,000,000
SIOovY . Fire Separate Events For Each 1/10

> Network
Save Performance Data To the | 1/100
»

SQL Setver, Tag 1: 1/1,000
> System Uptime

Tag 2:

» Terminal Service 1/100,000

Tag 3:
1/1,000,000

[ Post Event Even If the Same Event Is ST Outstandng (Unanswered)

> TrendMicro Interscan

> PowerShell Script Rules

Comparison

The Administrator can select Greater Than, Less Than or Between, for comparing.

ARGENT OM EGA (2.2a-2201-721)

Windows Performance Rules

Performance Rule View:
Monitoring Mechanism:
O - 1]

@ use Regular Expression

> Active Directory
4 Backup Exec

> BlackBerry

v CPU

B PRF_CPU_OVERLOAD

B pRF_CPU_OVERLOAD_ALL

[ pRF_CPU_QUEUE_OVERLOAD

B PRF_DEMO Metric Calculation: Delta Per Hour -
> Citrix
Scale Factor: 1/10,000 -
» DB2
Comparison: Greater Than v
> Disk Space
; Limit Value: Greater Than
» Domino Lotus TR
N s [ check Rule Every Second For s Considered Broken
Between
» B ISA [ Retrieve Performance Data For rgemerorecssteromy

4 MailMarshal @ Fail Rule If Data Is Not Available Or Nonexistent

> Memory

[ Fire Separate Events For Each Performance Instance
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Limit Value

Limit value for can be specified for the comparison and operation.

ARGENT OM EGA (2.2a-2201-721)

Windows Performance Rules Performance Rule View: Simple

-
Monitoring Mechanism:
T - =

[ use Regular Expression

> Active Directory
> Backup Exec

> BlackBerry

v CPU

B PRF_CPU_OVERLOAD

PRF_CPU_OVERLOAD_ALL

> Citrix
Scale Factor: 1/10,000 -
» DB2

Limit Value:

> Disk Space

¥ Domino Lotus

.Check Rule Every Second For ‘ Seconds; If All Tests Fail, Rule Is Considered Broken

» I1s
» ISA . Retrieve Performance Data For Argent Forecaster Only
» [ MailMarshal @ Fail Rule If Data Is Not Available Or Nonexistent

» B4 Memory @ Fire Separate Events For Each Performance Instance

Performance Rule View

There are three types of views: Simple, Multi-Level, and Advanced

e Simple

This is the simplest view of performance monitoring.

RB7S

« o © 2] (0]

Home Theme ~ Argent Instant Help About Logout

= ARGENT OMEGA (2.2A-2204-T1)

~ [ Tool Sets =

~ [0 Argent Omega Baseline = =

Monitoring Mechani Windows Native -
» [ Service Level Agreement Rules

» [ System Down Rules
> 4 Vindows Serviee Rules o
» B4 Windows Program Rules Instance: Include Pattern - ]n

v [0 Windows Performance Rules (@ Use Regular Expression

» [ Active Directory

Algorithm:

» [ Backup Exec . .
P Metric Calculation:

» [ BlackBerry
Scale Factor: No Scale
» Citrix

~ Bacpy
B PRF_CPU_OVERLOAD Limit;Valiie:

[ PRF_CPU_OVERLOAD_ALL [l check Rule Every Second For | Seconds; If All Tests Fail, Rule Is Considered Broken
[ PRF_CPU_QUEUE_OVERLOAD [@Retrieve Performance Data For Argent Forecaster Only
B pRF_DEMO

@ rail Rule If Data Is Not Available Or Nonexistent

» BpB2 !
@ Fire Separate Events For Each Performance Instance

» [ Disk Space
(B save Performance Data To The Argent Forecaster Using Data Store: {default} -
»

Domino Lotus

Tag 1 l ]
> s
) s o2 | |
» £ MailMarshal g3z | |
» [ Memory [llPost Event Even If The Same Event Is Still Outstanding (Unanswered)
» 50 Network 0o S0 only after | 1] our | inute Since Event Is Post

»
SQLSaver [l ignore The Same Outstanding Event If Alerts Were Fired More Than |

» [ system Uptime
[ Post Event Only After Rule Is Braken |

or More Times

» Terminal Service

» [ TrendMicro Interscan ’* Reset Counter

@ After Event Is Post

» [ Powershell Script Rules

Argent Software

Proprietary Information — All Rights Reserved Page 126 of 135



Multi-Level

This Performance Rule View option contains more options for setting the Limit Value.

ARGENT OMEGA (2.2a-2204-11)

Tool Sets
Argent Omega Baseline
(1 Service Level Agreement Rules
System Down Rules
Windows Service Rules
Windows Program Rules

1 windows Performance Rules

» [ Active Directory
» [ Backup Exec

» [ BlackBerry

» 1 Citrix

~ cru

[ PRF_CPU_OVERLOAD_ALL
[ PRF_CPU_QUEUE_OVERLOAD
PRF_DEMO

» [ pB2
» [ Disk Space

» [ Domino Lotus

» s

» ISA

» [ MailMarshal

» [ Memory

» 1 Network

» [ SQL Server

» [ System Uptime
» [ Terminal Service

» [ TrendMicro Interscan

[ Powershell Script Rules

Performance Rule View:

Monitoring Mechanism:

Metric Calculation:

Multi-Level

Windows Native

Performance Object: Processor

Counter: % Processor Time

Instance: Include Pattern I"
(@ use Regular Expression

)
8
‘

Scale Factor: No Scale -
Comparison: Greater Than

[ Acceptable Limit Value:
(@ Approaching Limit Value:
(@ At Limit Value:

(B Exceeding Limit Value:

ofololo)o]

@ Major Overload Value:

[ Check Rule Every Second For 10 [ Seconds; If All Tests Fail, Rule Is Considered Broken
[ Retrieve Performance Data For Argent Forecaster Only

.Fail Rule If Data Is Not Available Or Nonexistent

@ Fire Separate Events For Each Performance Instance

[@ save Performance Data To The Argent Forecaster Using Data Store:

{default} -

Tag 1: l ]

Tag 2: [ I

Tag3: | ]

@ Post Event Even If The Same Event Is Still Outstanding (Unanswered)

@00 so only After Hour 0 a Minute Since Event Is Post

&

Theme ~

(&
Argent Instant Help

(2]

About

(0]

Logout

Advanced

For the Advanced Performance Rule View option there are two Sub-rule Types available: Performance.

Counter and Formula Expression. All the required details for both can be specified in sub window B5A.

Select A Performance Counter

Sub-rule Type:
Performance Object:
Counter:

(@ use Regular Expression
Algorithm: Any

Metric Calculation: Get

Scale Factor: No Scale
Compare: Greater Than
Limit Value:

Variable Name:

@ use As Variable Only
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Specify the required formula if choosing the Sub-rule Type “Formula Expression.”

Select A Performance Counter

Sub-rule Type:

Formula Name:

Formula:

Scale Factor: No Scale
Compare: Greater Than

Limit Value:

Cancel
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PowerShell Script Rules

With the appropriate credentials, PowerShell Script Rules allow you to create your own custom PowerShell
scripts to monitor a specific server or device.

It is also possible to save Performance Data to Argent Forecaster in PowerShell Script Rules.

Windows PowerShell (3.0 or higher) is required -- PowerShell is free of charge and executes as a

standalone application (no services required)

Argent Omega provides a useful collection of built-in PowerShell Script Rules:

= ARGENT OMEGA - - o
— (2.2A-2204-T1) Theme ~ Argent Instant Help About Logout

» [ System Down Rules

Name Last Changed Time (UTC) ‘Desc
» [ Windows Service Rules

02 Jun 2022 06:08: Find and Alert on Active Directory Users whose password has expired or about to expire

PS_ACCOUNT_PASSWORD_EXPL

» 1 Windows Program Rules

PS_ANTIVIRUS 02 Jun 2022 06:08: This sample Rule checks if Symantec Antivirus service is running

> Windows Performance Rules

A4 B Powershell Script R

@ PS_ACCOUNT_PASSWORD_EXPIRED_AND_SOQON_TO_EXPIRE

PS_CERTIFICATES 02 Jun 2022 06:08:

Get and alert on the Windows SSL Certificates from the ‘Local Machine/Computer that are about to expire (in XX days).

PS_CMD_INTERFACE 02 Jun 2022 06:08:

This script accepts the output of any command and generates an event or saves performance data

PS_CPU 02 Jun 2022 06:08:

This sample Rule checks if CPU usage is high, using the Powershell scripting language.

@ ps_anTIVIRUS PS_DHCP_SCOPE_EXCEED_THR . 02 Jun 2022 06:08:10 This Powershell script check for all Scopes Statistic on the DHCP Server. It can fire an alert when the Addresses 'In Use Percentag
reaches the Alert threshold. It can save the In "Use Percentage’ and 'Number Free' of Addresses data to Argent Predictor,

@ PS_CERTIFICATES

PS_DISABLED_USERS 02 Jun 2022 06:08:10 This Rule checks any Active Directory account is disabled
@ PS_cMD_INTERFACE

PS_EWS_MAILBOX_FIND_BY_S. 02 Jun 2022 06:08:10 To monitor an exchange mailbox and check for emails Alert should be generated if there is NO email received in the last xx minut:
@ rs_cru subject line
@ PS_DHCP_SCOPE_EXCEED_THRESHOLD PS_FILE_MODIFIED_TIME_OLDE.. 02 Jun 2022 06:08:10 Monitor a Directory for Files with Modified Time older than XX Minutes and Save Argent Predictor Data for Directory File Count an:

the oldest file.

PS_DISABLED_USERS
@rs - PS_FIND_TROI_CRYPWALL_D_V.. 02 Jun 2022 06:08:10 A virus (TROJ_CRYPWALL.D) has been found that creates an executable file (EXE) in the Users Profile under directory "\Users\{us|
@ PS_EWS_MAILBOX_FIND_BY_SUBJECT NAME}\Appdata\Roaming’ with 2 file name length of 7, the file name is random based on UID This script will find that file in any

@ PS_FILE_MODIFIED_TIME_OLDER_THAN_XX_MINUTES PS_LONG_RUNNING_PROCESS | 02 Jun 2022 06:08:10 This PowerShell script connects to a remote server and populates a pre-defined processes using the win32_process class

@ PS_FIND_TROJ_CRYPWALL_D_VIRUS 1f the queried running process exceeds the set threshold in hours, an alert is generated with the process name, process 1D and d

@ PS_LONG_RUNNING_PROCESS Applicable to any windows system
PS_NTP_TIME_SYNC 02 Jun 2022 06:08:10 This script checks the server time of target machine is synchronized with domain controller

@ PS_NTP_TIME_SYNC

PS_OS_ACTIVATE_STATUS 02 Jun 2022 06:08:10 This sample Rule checks if Windows OS has been activated

@ PS_0S_ACTIVATE_STATUS

PS_SHARE 02 Jun 2022 06:08:10 This Rule checks if unauthorized share is present on the target machine

@ Ps_sHARE

PS_SLA_PORT_MULTI_NODE 02 Jun 2022 06:08:10 This script can Save Argent Predictor Data for SLA Reporting, but only saves for the node that it runs against. Therefore to save df

@ PS_SLA_PORT_MULTI_NODE the Rule must run against both nodes. To avaid twa alerts, use the Relator - Alert - Fire Urgent Group Alert

@ PS_TCP_CONN_STATE_CLOSE_WAIT PS_TCP_CONN_STATE_CLOSE_.. | 02 Jun 2022 06:08:10 To get the Windews Server TCP connections count for CLOSE_WAIT state from the Active TCP Connections as seen from the syste|

@ PS_USER_ACCOUNT_LOCKOUT PS_USER_ACCOUNT_LOCKOUT 02 Jun 2022 06:08:10 Find and Alert on Active Directory Users that are Locked Out

PS_WINDOWS_FIREWALL_STATE 02 Jun 2022 06:08:10 Alert if the Windows Server - Windows Firewall State is ON {or OFF depending on setting) The Windows Server default install has
enabled and in certain environments this is not desired. Also a Group Policy change may enable Windows Firewall when not desirel

@ PS_WINDOWS_FIREWALL_STATE

» [ WMI Script Rules
> LINUX Script Rules
- UNIX Script Rules

> Solaris

» [0 AIX
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To tightly integrate with PowerShell technology, Argent provides a set of Properties and Methods

that extend the PowerShell script naming space.

They are conveniently available through the drop down menu by clicking the specific buttons.

»

>

ARGENT OMEGA (2.2A-2204-T1)

& (94 (2]

Theme ~ Argent Instant Help About

@ PS_ANTIVIRUS
@ PS_CERTIFICATES
@ PS_CMD_INTERFACE
@ PS_DHCP_SCOPE_EXCEED_THRESHOLD
@ PS_DISABLED_USERS
@© PS_EWS_MAILBOX_FIND_BY_SUBJECT
@ PS_FILE_MODIFIED_TIME_OLDER_THAN_XX_MINUTES
@ PS_FIND_TROJ_CRYPWALL_D_VIRUS
@ PS_LONG_RUNNING_PROCESS
@ PS_NTP_TIME_SYNC
@ PS_OS_ACTIVATE_STATUS
@ Ps_SHARE
@ PS_SLA_PORT_MULTI_NODE
@ PS_TCP_CONN_STATE_CLOSE_WAIT
@ PS_USER_ACCOUNT_LOCKOUT
@ PS_WINDOWS_FIREWALL_STATE
WMI Script Rules
LINUX Script Rules
UNIX Script Rules
Solaris
AIX
HP-UX
sco
Argent Compliance Automator
Argent Omega Web Defender
Argent Omega for Microsoft 365

Argent Omega for SQL Server

SPSPlayer.FireEvent Register an event to be fired

All Rights|l sPSPlayer.CorrectEvent Resolve a fired event
ARB Intelllf SPSPlayer.DoMessage Show a network message
I $PSPlayer.WriteStatus Log Text into Service Log
$PSPlayer.SavePredictor Save predictor data
$PSPlayer.IsCancelled Check if user abort the script
sPSPlayer.GetNodeParam Node Property

sPSP aram

d in any form, in whole or in part, without the prior written
n of ARB Intellectual Property Holdings (HK), Limited.

RESTRICTED RIGHTS LEGEND:

Use, duplication or disclosure by the Government is subject to restrictions
as set forth in subd n (c)(1)(ii) of the Rights in Technical Data

and Computer Software clause at DFARS 252.227-7013, and/or in similar or
successor clauses in the FAR, DOD or NASA FAR Supplement.

Unpublished - rights reserved under the Copyright Laws of the United States
and other countries.

8 -l e 3 Time", "_Total", $PSPlayer.TargetServer

Scounter = New-Object Syst: tics.PerformanceCounter $arguments

Scpu = Scounter.NextValue()

$PSPlayer.Wait(3000)
$cpu = Scounter.NextValue()
& if (Scpu -le 90)
$log = [System.String]::Format("CPU usage: {0}", $cpu)
$PSPlayer.WriteStatus($log)

else

{
45 Slog = [System.String)::Format("CPU usage exceeds threshold {8} (>90)". $cou)

@ PS_ACCOUNT_PASSWORD_EXPIRED_AND_SOON_TO_EXPIRE

Add Parameters

Argent Software
Proprietary Information — All Rights Reserved

Page 130 of 135



WMI Script Rules

WMI Script Rules allow you to create your own custom WMI scripts to monitor a specific server or device.

It is also possible to save Performance Data to Argent Forecaster in WMI Script Rules.

Argent Omega provides bundle of built-in WMI Script Rules:

»

- WML ipt Rules

ARGENT O M EGA (2.2a-2204-T11)
T [ o [ o e

@ WMI_APPLICATION_POOL_STATUS
B WMI_CITRIX_LICENSE_USAGE
B WMI_CLUSGROUP_STATE_FAILED
8 WMI_CLUSGROUP_STATE_NOT_ONLINE
B WMI_CLUSGROUP_STATE_OFFLINE
3 WMI_CLUSGROUP_STATE_PARTIAL_ONLINE
B WMI_CLUSGROUP_STATE_PENDING
B WMI_CLUSGROUP_STATE_UNKNOWN
(B WMI_CLUSNETWORK_STATE_DOWN
(B WMI_CLUSNETWORK_STATE_NOTAVAILABLE
(B WMI_CLUSNETWORK_STATE_NOT_UP
(B WMI_CLUSNETWORK_STATE_PARTITIONED
B WMI_CLUSNETWORK_STATE_UNKNOWN
B WMI_CLUSNODE_STATE_DOWN
@ WMI_CLUSNODE_STATE_JOINING
B WMI_CLUSNODE_STATE_NOT_UP
@ WMI_CLUSNODE_STATE_PAUSED
8 WMI_CLUSNODE_STATE_UNKNOWN
B WMI_CLUSNWINS_STATE_FAILED
8 WMI_CLUSNWINS_STATE_NOTAVAILABLE
(B WMI_CLUSNWINS_STATE_UNKNOWN
(B WMI_CLUSNWINS_STATE_UNREACHABLE
(B WMI_CLUSRES_STATE_FAILED
(B WMI_CLUSRES_STATE_OFFLINE
(B WMI_CLUSRES_STATE_UNKNOWN
B WMI_HIGH_CPU_PROCESS
8 WMI_HIGH_MEM_RUNDLL
B WMI_MULTISERVER_PING
8 WMI_RST_AD_REPLICATION
B WMI_RST_FILE_REPLICATION
8 WMI_SUB_FOLDERS_COUNT
LINUX Seript Rules

)
Theme ~ Argent nstant Help  About Logout

|Last Changed Time (UTC) |Descrip|im

02 Jun 2022 05:08:

WMI_ARPLICATION_POOL_STAT. This Rule checks status of web application pools.

02 Jun 2022 08:08+

WMI_CITRIX_LICENSE_USAGE Sample WM Rule installed by Argent Gmega

WMI_CLUSGROUP_STATE_FAILED | 02 Jun 2022 08:08:10 This Rule is broken if the monitored cluster group fails

WMI_CLUSGROUP_STATE_NOT_... 02 Jun 2022 053 This Rule is broken if the monitarad cluster group is net anline

WMI_CLUSGROUP_STATE_OFFLL. 02 Jun 2022 06:08:10 This Rule is broken i the monitored clustar group is offline

WMI_CLUSGROUP_STATE_PARTL . 02 Jun 2022 06:08: This Rule is braken if the monitared cluster group is partial online

¥MI_CLUSGROUP_STATE_PEND... |02 Jun 2022 06:08: This Rule is broken if the monitared cluster group is pending

¥MI_CLUSGROUP_STATE_UNKMN

02 Jun 2022 06:08: This Rule is broken if the monitored cluster group is in unknovm state

¥MI_CLUSNETWORK_STATE_D This Rule is broken i the monitored cluster network is down

02 Jun 2022 05:08:

WMI_CLUSNETWORK_STATE_NO. This Rule is broken if the monitared cluster network is nat available

02 Jun 2022 08:08+

WMI_CLUSNETWORK_STATE_NO... 02 Jun 2022 06:08: This Rule is broken if the monitored cluster network is not up

WMI_CLUSNETWORK_STATE_PA... 02 Jun 2022 06:08:10 This Rule is broken i the monitorad cluster network is partitioned

WMI_CLUSNETWORK_STATE_UN... 02 Jun 2022 06:08: This Rule is broken i the monitored cluster network is in unknown state

02 Jun 2022 05:08: This Rule is broken if the monitared cluster node is down

WMI_CLUSNGDE_STATE_DOWN

02 Jun 2022 05:08+

WMI_CLUSNODE_STATE_JOINING This Rule is broken if the monitored cluster node is joining

02 Jun 2022 05:08:

WMI_CLUSNODE_STATE_NOT_UR This Rule is broken if the monitared cluster node is not up

02 Jun 2022 05:08:

WMI_CLUSNODE_STATE_PAUSED This Rule is broken if the monitared cluster node is paused

This Rule is broken i the monitorad cluster node is in unknown state

02 Jun 2022 08:08+

WMI_CLUSNODE_STATE_UNKNO.

02 Jun 2022 08:08:

This Rule is broken if the monitared cluster network interface is failed

WMI_CLUSNWINS_STATE_FAILED

This Rule is broken i the monitored cluster netwark interface is unavailable

02 Jun 2022 08

WMI_CLUSNWINS_STATE_NOTA.

This Rule is broken if the monitorad cluster network interface is in unknown state

02 Jun 2022 05:08:

WMI_CLUSNWINS_STATE_UNKN...

This Rule is broken if the monitared cluster network interface is unreachable

02 Jun 2022 05:08:

WMI_CLUSNWINS_STATE_UNRE

WMI_CLUSRES_STATE_FAILED This Rule is broken if the monitored cluster resource is failed

02 Jun 2022 05:08+

WMI_CLUSRES_STATE_OFFLINE | 02 Jun 2022 05:08 This Rule is broken if the monitared cluster rescurce is offline

WMI_CLUSRES_STATE_UNKNOWN This Rule is broken if the monitared cluster resource is in unknown state

02 Jun 2022 05:08:

WMI_HIGH_CPU_PROCESS 02 Jun 2022 06:08: Sample WM Rule installed by Argent Gmega

WMI_HIGH_MEM_RUNDLL 02 Jun 2022 06:08: Sample WM Rule installed by Argent Gmega

02 Jun 2022 05:08:

WMI_MULTISERVER_PING Sample WM Rule installed by Argent Gmega

02 Jun 2022 08:08+

WMI_RST_AD_REPLICATION This Rule medifies a property of selected AD object on the menitored domain contral, then it chacks vhen the change is replicated to other damain controls.
It saves the time needed for the replication ta Argent Predictor database,

It fires alert f the time exceeds the threshold,

WML RST FILE REPLICATION

02 Jun 2022 05:08. This Rule crestes a test file on SYSVOL shars of the monitored domain control, then it checks when the changs is replicated to other domain controls.
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WMI Script Rules permit extremely flexible monitoring because the monitoring is accomplished through a
custom VBScript.
What makes WMI Rules so powerful and useful is their ability to run any WMI script.
WMI Rules can be used in the following situations:
e The monitored object is only exposed through a WMI interface. This is becoming more common as
Microsoft pushes WMI technology.
e The monitoring logic needed is very complicated, making use of existing Rule-types difficult.

¢ A third-party product exposes its programming interface through ActiveX objects.
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To tightly integrate with WMI technology, Argent Omega provides a set of Properties and Methods

that extend the VBScript naming space.

They are conveniently available through the drop-down menu by clicking the specific buttons.

ARGENT OMEGA (2.2A-2204-T1)

~ 1% WMI Script Rules
8 WMI_APPLICATION_POOL_STATUS
@ WMI_CITRIX_LICENSE_USAGE
B WMI_CLUSGROUP_STATE_FAILED
¥ WMI_CLUSGROUP_STATE_NOT_ONLINE
B WMI_CLUSGROUP_STATE_OFFLINE
@ WMI_CLUSGROUP_STATE_PARTIAL_ONLINE
B WMI_CLUSGROUP_STATE_PENDING
B WMI_CLUSGROUP_STATE_UNKNOWN
(B WMI_CLUSNETWORK_STATE_DOWN
B WMI_CLUSNETWORK_STATE_NOTAVAILABLE
(B WMI_CLUSNETWORK_STATE_NOT_UP
(B WMI_CLUSNETWORK_STATE_PARTITIONED
B WMI_CLUSNETWORK_STATE_UNKNOWN
¥ WMI_CLUSNODE_STATE_DOWN
8 WMI_CLUSNODE_STATE_JOINING
¥ WMI_CLUSNODE_STATE_NOT_UP
8 WMI_CLUSNODE_STATE_PAUSED
B WMI_CLUSNODE_STATE_UNKNOWN
B WMI_CLUSNWINS_STATE_FAILED
B WMI_CLUSNWINS_STATE_NOTAVAILABLE
B WMI_CLUSNWINS_STATE_UNKNOWN
B WMI_CLUSNWINS_STATE_UNREACHABLE
B WMI_CLUSRES_STATE_FAILED
(B WMI_CLUSRES_STATE_OFFLINE
B WMI_CLUSRES_STATE_UNKNOWN

H1C ICESS

B WMI_HIGH_MEM_RUNDLL

B WMI_MULTISERVER_PING

(B WMI_RST_AD_REPLICATION
B WMI_RST_FILE_REPLICATION
¥ WMI_SUB_FOLDERS_COUNT

> L0 1 INUX Serint Rules

TargetServer
AGClusterName
AGClusterObject
AGNodeAlias
RuleName

NodeParam

o (34

Theme ~ Argentinstant Holp  About

Timeout: Seconds

The name of server that the rule is run against (Read-only)
Cluster name (Read-only)

Cluster object internal name (Read-only)

Node alias (Read-only)

Rule Name (Read-only)

Node Property (Read-only)

Parameter (Read-only)

* RESTRICTED RIGHTS LEGE
* Use, duplication or di:
* as set forth in subdivision (c)(1)(ii) of the
* and Computer Software

sure by the Government is subj

use at DFARS 252.227-

t to restrictions
Rights in Technical Da
7013, and/or in

* successor clauses in the FAR, DOD or NASA FAR Supplement.

* Unpublished -
and other countries.

dim bStatus
dim bRC
1 dim bFound
dim objsviens
35 ota obis
dim szStatusText
o dim szSummary
41 dim szStatus
3 dim bThreshold
as dim User
dim Domain
S dim szOwner

dim N1

rights reserved under the Copyright Laws of the Unit

Logout

= ARGENT OMEGA

~ 141 WMI Script Rules
B WMI_APPLICATION_POOL_STATUS
¥ WMI_CITRIX_LICENSE_USAGE
B WMI_CLUSGROUP_STATE_FAILED
B WMI_CLUSGROUP_STATE_NOT_ONLINE
¥ WMI_CLUSGROUP_STATE_OFFLINE
® WMI_CLUSGROUP_STATE_PARTIAL_ONLINE
¥ WMI_CLUSGROUP_STATE_PENDING
(¥ WMI_CLUSGROUP_STATE_UNKNOWN
8 WMI_CLUSNETWORK_STATE_DOWN
8 WMI_CLUSNETWORK_STATE_NOTAVAILABLE
B WMI_CLUSNETWORK_STATE_NOT_UP
8 WMI_CLUSNETWORK_STATE_PARTITIONED
WMI_CLUSNETWORK_STATE_UNKNOWN
8 WMI_CLUSNODE_STATE_DOWN
8 WMI_CLUSNODE_STATE_JOINING
8 WMI_CLUSNODE_STATE_NOT_UP
8 WMI_CLUSNODE_STATE_PAUSED
B WMI_CLUSNODE_STATE_UNKNOWN
B WMI_CLUSNWINS_STATE_FAILED
B WMI_CLUSNWINS_STATE_NOTAVAILABLE
B WMI_CLUSNWINS_STATE_UNKNOWN
B WMI_CLUSNWINS_STATE_UNREACHABLE
B WMI_CLUSRES_STATE_FAILED
B WMI_CLUSRES_STATE_OFFLINE
B WMI_CLUSRES_STATE_UNKNOWN

5 WMI_HIGH_MEM_RUNDLL

3 WMI_MULTISERVER_PING

(B WMI_RST_AD_REPLICATION

B \WMI_RST_FILE_REPLICATION

8 \WMI_SUB_FOLDERS_COUNT
4 LINUX Script Rules

FireEvent
2 ' Copyright
3° DoMessage
All Rights
WriteStatus

* ArgSoft Paj .
g SavePredictor

IsCancelled

' This is PR|

Register an event to be fired
Show a network message
Log Text into Service Log
Save predictor data

Check if user abort the script

(2]

Argent Instant Halp About

E— -

HK), Limited.

* The contents of this file may not be disclosed to third parties, copied or

n any form, in whole or in pa

' permission of ArgSoft Pacific Intellectual Property Holdings (HK), Limi

* RESTRICTED RIGHTS LEf

* Use, duplication or disclosure by the Government is subject to restrictions

on (c)(1)(ii) of the
e clause at DFARS 252.227
successor clauses in the FAR, DOD or NASA FAR

Rights in Techni
7013, and/or in
Supplement.

* Unpublished - rights reserved under the Copyright Laws of the United States

* and other countries.

dim bStatus

dim objSviems
dim objs
dim szStatusText
dim szSumnary
dim szStatus
dim bThreshold
dim User
 din Dosain
 din s20mer

1 dim N1

()

Logout
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UNIX Script Rules

Unix servers often run your most critical applications. Why? Because of the stability that Unix offers.
But, let's be honest. Unix is complicated. The stability Unix provides exists because the underlying
operating system is far more complex.

Thankfully, Argent automates even the most complicated application monitoring routines.

Applications running on Unix servers are monitored using a script-based system that is both flexible and
popular with Unix administrators.

Unix Rules exist for all the popular platforms, including:

e RedHat
e Solaris

e HP-UX

o AIX

e SCO

= )
= A R G E N T o M E G A (2.2a-2210-4) Hrm Iheﬁe' Argent Incstanl Help Abonut Logout

= [ Tool Sets

~ [ Argent Omega Baseline

Service Level Agreement Rules

Solzriz
System Down Rules

=

Windows Service Rules
Windows Program Rules
windows Performance Rules
PowerShell Script Rules
WMI Script Rules

LINUX Script Rules

»
»
»
»
»
»
»
»

Solaris
AIX
HP-UX

5CO

Argent Compliance Automator
Argent Omega Web Defender
Argent Omega for Microsoft 365
Argent Omega for SNMP

Argent Omega for SQL Server
Alerts
Monitoring Groups:
Relators
Workflows
Macros

Calendars

Administration
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There are two types of monitoring scripts:

o Threshold Based, Alerting Rules.

o Argent Predictor Based, Trend Analysis Rules, identified by the 'PDT' in the name.

»

LINUX Script Rules

Solaris

B4 B uniEx Script Rules

SCP_SUNOS_CPU_OVERLOAD
SCP_SUNOS_CPU_USAGE_10

= SCP_SUNOS_DAEMON_LPSCHED

= SCP_SUNOS_DAEMON_NFS_BIOD

= SCP_SUNOS_DAEMON_NFS_LOCKD
[ SCP_SUNOS_DAEMON_NFS_MOUNTD
= SCP_SUNOS_DAEMON_NFS_NFSD

[ SCP_SUNOS_DAEMON_NFS_STATD
[ 5CP_SUNOS_DEMO

SCP_SUNOS_DISK_SPACE_10
CP_SUNOS_DISK_SPACE_20
CP_SUNOS_FREE_MEMORY_541
CP_SUNOS_LOADAVG_IMIN

SCP_SUNOS_MAX_USERS

[ SCP_SUNOS_MEMORY_SHORTAGE
[ SCP_SUNOS_ORACLE_DATABASE
[ SCP_SUNOS_ORACLE_PROCESS
[ SCP_SUNOS_OS_LEVEL

[ SCP_SUNOS
[ SCP_SUNOS
[ SCP_SUNOS
[ SCP_SUNOS
[ SCP_SUNOS
[ SCP_SUNOS
[ SCP_SUNOS
[ SCP_SUNOS
[ SCP_SUNOS
[ SCP_SUNOS
[ 5CP_SUNO

PDT]

JCPU_LOAD

“Jepu_umL
|p1SKk_FREE
Jpisk_uTiL

FREE_MEMORY

|Fs_capacrTy
INET_coLl
INET_PiTS
_JoRACLE_USER_PROC
“|Run_PrOCS

LEEP_PROCS

‘Dasu’ipﬁon

ABG859 Argent_Omega_Baseline_C.doc
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