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Introduction 

One Product Does It All 

Argent customers range in size from 11 servers to 77,000 servers. 

 

These customers have many different types of logs on varying classes of computers and devices that need 

to be scanned and archived. 

 

Typical log types that customers scan and archive include Windows Event Logs, Windows File Logs, 

Linux\Unix File Logs, Network Device SYSLOGS, Microsoft 365 Audit Logs and many more. 

 

Piecemeal solutions – one per platform – create as many problems as they solve. 

 

In contrast, the Argent Compliance Automator addresses all of these needs in one centrally-managed 

product. 

 

All of these logs are stored centrally in one secure SQL Server (or ODBC) database. 

 

Argent Compliance Automator can easily detect and stop hacking from any platform – Windows, Linux, 

Unix; if the application has a log, the Argent Compliance Automator can monitor it. 

 

The Argent Compliance Automator utilizes fifteen different types of Notification and Corrective Action Alerts 

combined with robust customization. 

 

Real-world Examples 

Here are some real-world examples of how customers use Argent today: 

 

An international company in northern New Jersey had an issue with their open-source web server suddenly 

crashing and leaving users hanging and unable to log back in. Argent now scans the log for imminent 

failure and then -- in a controlled manner -- restarts the web server in under five seconds. Automatically.    

 

A large arts gallery in Australia has five restaurants with over 40 Point Of Sales (POS) devices. But the 

third-party software was quite buggy and would often crash all 40 POS devices. Argent now scans the 

third-party software’s logs and restarts the application in under five seconds. Automatically.    
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Long-Term Data Archiving 

The Argent Compliance Automator is extremely efficient by first compressing and then encrypting archived 

data. The Argent Compliance Automator can archive data for up to 10 years – this is especially important 

for banks and other regulated financial institutions. (In contrast to Microsoft’s 30-day limit, the Argent 

Compliance Automator can store Azure logs for up to 10 years.) 

 

The Argent Compliance Automator uses advanced Artificial Intelligence to automatically filter noise and 

transient aberrations; this is critical to reliably archiving security logs from heavily-used Domain Controllers 

and all types of file servers, and this is just one example. 

  

Data bloat is eliminated by using highly efficient compression algorithms. 

  

Automated Reporting For All Compliance Needs 

When the always-grumpy external auditors arrive, Argent Compliance Automator and the Argent Reporter 

do all the heavy lifting for you.  

 

Reports can be generated in under 60 seconds and automatically emailed or uploaded to a customer 

secure web site. 

 

These reports provide administrators with full visibility on who, what, and where changes occurred on all 

platforms.  
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Log-On Screen 

 

Argent Omega validates the authenticity of users through a Log-on screen. 

 

There are three types of user accounts: 
 

 

•  Windows User Accounts 

•  Demo Accounts 

•  Internal Accounts 

 

The Argent server is typically in an Active Directory Domain environment and the user is authenticated by 

Active Directory.  

 

Local Windows user authentication is used instead if the Argent server is standalone or in a Workgroup. 

 

For Windows user accounts, the best approach is to create a separate user group for Windows users and 

assign the required rights. 

 

Demo accounts can be created in the Argent Omega Security section and are used for demonstration 

purposes. Demo accounts are read-only accounts and use Argent private authentication to login into Argent 

Omega. Demo accounts are usually only used temporarily for initial training and are limited to a few specific 

IP addresses. Argent engineers can create demo training accounts for you at no cost. 

 

Internal accounts also can be created in the Argent Omega Security section, and behave like normal 

Windows accounts, using Argent’s private authentication for login.  

The Argent Omega username is case insensitive but the password is case sensitive. 
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Home Screen 

The Argent Omega home screen will be displayed after login: 

 

 

 

To begin using Argent Compliance Automator, click on the CMDB-X icon to add monitored servers or 

devices. 
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CMDB-X 

In the software industry, CMDB stands for Configuration Management DataBase.  

Argent added the ‘X’ for eXtensible. 

A recent example of why that is so important to you was a customer adding a custom field to their CMDB-X 

to record the expiry date of their firewall license.  

Providing the ability to add custom fields allows customers to use the Argent CMDB-X as an IT 

Asset Management tool. 

 

The Argent CMDB-X provides an easy and streamlined way to manage all critical servers and devices, as 

well as all server and device properties and licensing from a single screen. The Argent CMDB-X makes it 

easy for you to add multiple servers and devices in one batch – 11 or 77,000 -- license them to multiple 

Argent Omega Products, and assign them to existing or new Locations and Network Groups, all in one 

single click.  

 

The Argent CMDB-X provides complete network discovery of all servers and TCP/IP devices in the network 

using Active Directory, Network Browser, ICMP Ping, Windows Cluster and SNMP Discovery.  

The Argent CMDB-X also has options to import from external Excel files.  

The Argent CMDB-X has facilities to manually add or remove servers and devices, license single or 

multiple servers and devices in bulk groups, and test connectivity to the monitored servers or devices 
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Select ‘CMDB-X’ from the Home Screen: 

 

 

The CMDB-X screen will be displayed as shown below: 

 

Argent Compliance Automator supports monitoring the following types of servers and devices: 

•  Windows Server 

•  Linux 

•  Microsoft 365 Service Unit 
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•  IP Devices 

In the CMDB-X, select Manually Add Server Or Device from the right click menu: 

 

 

 

Add the name of the server and select Windows Server as the Type: 
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The new server will now be listed in the CMDB-X: 

 

 

Linux Devices, Microsoft 365 Service Units and IP Devices can be added using the same method: 
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Bulk Licensing 

 

Licensing 11 servers is not such a chore, but licensing 77,000 servers is a major undertaking with most 

vendors. 

 

Not so with Argent. 

 

Instead of individually licensing each server or device in the CMDB-X, Argent Omega provides a Bulk 

Licensing feature to license multiple servers or devices at a time. 

 

After adding a server or device, select Bulk Licensing from the right click menu: 
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Select Argent Compliance Automator in the 'Argent Omega Products' drop-down selection. 

 

Select the Node Types in the 'Node Type' drop-down selection for the new servers and devices to be 

added: 
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CMDB-X Properties 

Name     Name of the server 

Licensed Products  Licensed products of a server or device 

Alias     Alias name of the server or device 

Type     Type of server or device – example: Windows Server, Linux or Other 

Hosting Environment  Hosting Environment regarding the server or device 

SNMP Managed   SNMP managed on server or device or not. 

SQL Server Installed  Option to specify SQL Server details to monitor the server using Argent  

      Omega for SQL Server 

TCP Parameters   Options for setting TCP parameters for the server or device.  

The options are as follows: 

• Timeout 

• Retry 

Tier      1 to 9 (can be used for customer’s internal hierarchy or priority, etc.)  

Tag      String variable used as an identifier 

Location     Location of the server or device 

(This information is used to determine the device location on Google Maps.) 

Contact     Person or people responsible for the device 

Preferred Generators  Setting Generator for server or device 

Time Zone Settings  Option to set Time Zone Settings 

Critical     Option to set a server or device as critical 

Ignored     Option to set a server or device as ignored 

Logical Dependency  Shows Logical Dependency of a server or device 

Installed Applications  Shows Installed Applications of a server or device 

Extended Properties  Option to specify custom properties 
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Select a server or device to set any of its properties. 

 

Selection of multiple devices are supported to set common properties like Location, Contact, Alert Email, 

Tier, Tag, Maintenance Start and End dates and Ignore Flag. 

 

A combination of (Shift\Ctrl + left mouse click) can be used for multiple selections: 
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Microsoft 365 Service Unit Credentials 

Credentials for monitoring Microsoft 365 Units are added in the CMDB-X screen: 

 

 

Test Connectivity 

A connectivity test can be run to verify the Microsoft 365 Service Unit credentials configured in the 

CMDB-X. 

It connects to the following Microsoft 365 components using the configured credentials: 

• Azure Active Directory 

• Exchange Online 

• SharePoint Online 

• Microsoft Teams 
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Select Test Connectivity from the right click menu or click  from properties to execute the connectivity 

test:

 

 

 

Select a server or device to execute the connectivity test and click ‘OK’: 
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The Results are shown: 

 

Connectivity tests can also be run against other server or device types using the same method. 
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Manage The Archive Repository 

The Archive Repository defines the SQL Server database to archive compliance data retrieved by the 

Argent Compliance Automator.  

The Archive Repository also defines how long to retain the archived data. 

The Argent SIEM-Complete product scans the Archive Repository to generate various statistics and metrics 

for display in the real-time dashboard. 

These statistics can be saved to Argent Forecaster for trend analysis.  

The Argent SIEM-Complete product uses built-in Security Intelligence Rules to detect suspicious activities 

and fire events using the Argent Alert Mechanism. 

 

Benefits Of Archive Repository And Argent SIEM-Complete: 

 

Data Compliance  

The Argent Reporter can generate compliance reports for external auditors. 

 

User Activity Monitoring 

Suspicious user activities can be easily detected by analyzing logon sessions and file operations. 

 

Insider Threat Detection 

Phishing attacks can be stopped and malware found and removed by analyzing firewall, switch, and router 

logs. 

 

Requests from black-listed IPs and URLs can be prevented by monitoring web server logs. 

 

Zero-day Threats Detection 

Malware, such as ransomware, can be detected. 

 

File Integrity Monitoring 

Both Windows and Linux have extensive file audit logs.  

These logs can be very useful for security personnel.  

For example, a disgruntled former employee trying to delete thousands of files, can be detected. 

 

Forensic Analysis 

Various reports can be generated by the Argent Reporter, as well as online displays of SQL queries. 
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To create an Archive Repository, click the Add New context menu option or the Add New button and 

specify a name for the new Archive Repository: 

 

 

 

Specify the SQL Server and Database. The compliance data will be archived in the specified SQL 

database when using this Archive Repository in the Argent Compliance Automator Rules and SIEM 

policies. 

 

Specify Logon and Password if a trusted connection is not used. 

 

Use the Test Connection button to test the SQL Server connectivity using the specified credentials. 

 

Specify SQL Schema to override the default Schema. 
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Specify the SQL Table Prefix to use custom table prefixes for tables that stores compliance audit data.  

Uncheck the Do Not Use Sharding option to use database sharding. 

 

Sharding is a relatively new development whereby a large data base is broken into a number of 

free-standing databases that can be accessed concurrently. So rather than one long query running against 

a single massive database, dozens – or hundreds -- of small queries can concurrently run against these 

small databases; “shard” means "a small part of a whole.” 

 

The Sharding criteria is specified in the Sharding field.  

 

Each shard is a separate table in Argent Omega database. 

 

An example would be a customer that wants to retain 12 months of archived log data. 

 

Setting the Sharding field to a value of 1 month would automatically separate the archived data moving 

forward into separate database tables for each month’s worth of data. 

 

This allows the queries for generating reports and purging old data to run much faster since they are 

running against smaller databases instead of a single large database. 

 

Uncheck the Do Not Purge Data option to purge the data after the days specified in Data Retaining Days 

field. 

 

You can configure the newly created Archive Repository in the Argent Compliance Automator Rules.  

 

The event data retrieved by the Rule will be archived in the configured Archive Repository. 



Page 24 of 76 

 

 

Argent Software 
Proprietary Information – All Rights Reserved 

 

Argent Compliance Automator 

Select Tool Sets from the Home Screen: 

 

 

Under Tool Sets, select Argent Compliance Automator: 
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Argent Compliance Automator consists of different types of Rules: 

* Windows Compliance Rules 

* Windows Event Log Rules 

* Windows File Log Rules 

* Linux or Unix File Log Rules 

* SYSLOG Rules 

* SQL Server Log Rules 

* Microsoft 365 Audit Log Rules 

 

Windows Compliance Rules 

This Super Rule performs all critical archiving for Windows Security Logs for current compliance laws, such 

as Sarbanes-Oxley, HIPAA, GLBA, PCI, etc. 

To save disk space, Argent Compliance Automator uses patented technology to archive and compress only 

the essential data elements. 

By using this single Super Rule, all required data from Windows Security Logs are stored in the 

central Argent database. 

From this database, any of the 75 pre-defined audit reports in Argent can be executed, as well as custom 

reports created by customers (or Argent engineers, at no cost): 
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The following Rule screen options can be configured to archive Windows Security Events. 

The Read Windows Security Log With Method option is used to configure the Event Log read method. 

Argent Omega uses the following Event read methods: 

•  Windows Event Log API 

•  Legacy Event Logging API 

•  WMI  

•  PowerShell Remoting 

•  Automatically Determined (Default)  

 

Archive Repository specifies the database in which Event logs to be archived. 

Default value {default} means Event logs will be archived into the database in which Argent Omega is 

installed. 

It is possible to create new Archive Repositories in the Administration section:   
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Use the Skip Security Log Records Over field to skip monitoring Security Event Log records that are 

older than the specified time:  

 

The “In Addition To Compliance Audit Log…” section can be used to filter the Event log records to be 

archived: 

 

The Read User Data From Custom XPath option is used to specify additional filtering criteria for 

monitored events. 

Windows NT6 (Vista or Server 2008) events are saved in XML format. 

XPath is a method for selecting specific XML nodes from an XML document. 

An example would be filtering on specific fields in the monitored event message body, such as ‘Account 
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Name’, ‘Logon Type’, ‘Process Name’, etc. 

 

 

The Alert If Failed to Open Windows Event Log option can be used to trigger an alert if the Windows 

Compliance Rule fails to open the Windows Event Logs on the monitored server. 

This can happen if the monitored server is down or if there is a permissions issue connecting to the server.
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Windows Event Log Rules 

Windows Event Log Rules allow customers to choose and filter on specific Windows Event Log criteria for 

monitoring or archiving or both. 

Windows Event Log Rules can monitor and archive critical security logs across all windows servers and 

workstations in your network. 

You can easily detect events such as failed logons, bad passwords, account lockouts, failed attempts to 

access secure files, security log tampering, etc.  

You can also create any number of Rules to enforce the security policies adopted by your company; this is 

like an Active Directory policy on steroids. 

In addition to Security logs, Windows Event Log Rules can monitor or archive Application, System, 

Directory Services, DNS Server, File Replication and other event logs.  

Rules can be configured to monitor events generated by any application, including mission-critical 

applications like Exchange, IIS, MS-SQL and ISA servers. 

Event Log Rule Screen: 
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Select any Rule and use the ‘Add New’ right-click option to create a new Rule in the Windows Event Log 

Rules: 

 

 

Event Log Names can be loaded from Licensed Remote or Local Windows machines by clicking on the 

Reload button: 

 

Monitored machines can be selected from the Remote Machine combo box. 

Check the Use PowerShell Remoting option if you want to use the PowerShell Remoting method to 

retrieve Event logs from the Remote machine. 
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Select a Generator from the Execute On combo box. The selected Generator retrieves Event log names 

from the specified machine.  

Use the Event Severity field to filter events by the specified severity level. 

 

 

Use the Event ID field to specify which Event IDs you’d like the Rule to look for when archiving or triggering 

events. 

Event ID numbers can be added as individual numbers or as ranges separated by commas.  

A minus sign can be used to exclude monitoring a specific Event ID from the listed Event ID Range.  

For example: ‘1,3,5-99, -76’  
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The Read Windows Security Log With Method option is used to configure the Event Log Read method. 

Argent Omega uses the following Event read methods: 

•  Windows Event Log API 

•  Legacy Event Logging API 

•  WMI  

•  PowerShell Remoting 

•  Automatically Determined (Default)  
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Specify a time period in the Ignore Event Log Records Over field to skip monitoring Security Event Log 

records that are older than the specified time:  

 

 

Select the Alert message format in the Fire Event With Format section: 
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The Rule View can be defined as Simple or Advanced: 

 

When using the Advanced Rule View, it is possible to use the Advanced Event Filter String option using 

XPath or PowerShell: 
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In the Simple Rule View, there is an Additional Event Log Filtering Criteria block where you can specify 

Event User, Category, Source and Custom User Data: 

 

 

The Events In Time Range filtering option is used to retrieve events in the specified Time Range: 

 

 

The Alert Only If The Specific Event Happens More Than option is used to fire an Alert only if the filtered 

events happens more than the specified number of times. 

  

There is an option to Alert if the Specific Event does not exist: 
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The Treat Events with Same Event ID, Source And Type As Same Events (Ignore Event Message) 

option can be used to ignore the content of the Event Message description field when determining if 

multiple monitored event instances should be considered as the same event. 

 

This is used in conjunction with the options for Alert Only If The Specific Event Happens More Than X 

Times and Post Event Even If The Same Event Is Still Outstanding (Unanswered). 
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The Performance Metric from XPath option provides the ability to save specified fields from monitored 

events as Performance Object metrics.  

Specific fields in the monitored logs can be saved and labeled in the database as Performance Object 

Name, Counter Name, Instance Name and Machine Name.  

This is useful if the monitored log events contain metrics that a customer would like to view in a historical 

graph report in the same way that Windows Performance Object metrics are often viewed. 
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The Correct Event If Seeing Event ID of Same Source option can be used to trigger a condition 

corrected event if the specified Event ID is seen from the same Event source: 

 

 

The Save Matching Events To Archive Repository option is used to specify the Archive Repository 

where events are saved. 

  

The Save Archive Data Only option can be used to save archived data without triggering Alerts: 
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The Alert If Failed to Open Windows Event Log option can be used to trigger an alert if the Windows 

Compliance Rules failed to open the Windows Event Log on the monitored server. 
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Windows File Log Rules 

Applications often write logging debug information to text files for software developers and system 

engineers to resolve application issues when they occur.  

The Argent Windows File Log Rules automates looking for key text phrases within any log file for both 

monitoring and archiving: 

 

 

Use the Log File Path text box to specify the path to the monitored file. The current file can be viewed by 

clicking the View Log File button: 
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The File Name Is Regular Expression option can be used to specify portions of a file name in order to 

scan multiple files. 
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The Variables drop down menu can be used to specify Date or Time variables in the file name. 

 

When the Date or Time variables are used in the file name, the ‘Use Yesterday's Date For Date or Time 

Variables Used In File Path’ option can be used to look for files with yesterday’s date in the name instead 

of the current day: 

 

 

 

When the Date or Time variables are used in the file name, the Bias Date or Time Variables Used In File 

Path option can be used to increment or decrement the time by x Hours: 
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The Read Only Last option can be used to specify only scanning the last x Megabytes of data from the 

specified log file: 

 

 

The Scan Option combo box is used to specify the required scanning method, such as “The Latest File 

Only,” etc. 
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The Date or Time Format field is used to specify the Date or Time format used in the monitored log.  

 

The Verify And Explain button is used to explain the Date or Time format specification string used and the 

number of matching lines with the specified Date or Time format that are currently present in the log file: 

 

 

The Date or Time In Log File Is UTC Time option should be used when the monitored log file is using 

UTC time for its Date or Time field. 
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Use the Ignore File Log Records Over field to skip monitoring File Log records that are older than the 

specified time: 

 

 

Use the Fire Event With Format section to select the Alert message format: 
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The Use Advanced Rule Definition option uses advanced PowerShell script logic to filter the log records: 

 

The Rule Is Broken If Log Line section is used to specify the keyword string criteria to look for in the 

monitored log when archiving or triggering alerts. 

It is possible to specify multiple keywords separated by commas. To exclude criteria, type a minus sign 

first. To escape comma and minus sign, proceed with character '\'. Wildcards '*' and '?' are supported. 

 

There are also options, such as Match Case, Match Whole Word and Match Regular Expression, for 

more accurate filtering. 

 

An Event ID can be specified in the Assign Event ID field to save a custom Event ID in the 

EVENT_ID_INT field while archiving data in the database table:  
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Use the Events In Time Range option to filter event records within a specific time range: 

 

 

Use the Alert Only If The Specific Event Happens More Than option to trigger alerts only after the 

specified event has occurred a given number of times. 

 

There is an option to Alert if the Specific Event Does NOT Exist: 

 

 

 



Page 48 of 76 

 

 

Argent Software 
Proprietary Information – All Rights Reserved 

 

A very useful feature is to add a few lines before and after the event to make it clear to the reader the 

perspective of the event. 

The Alert Message Include option can be used to have the alert details include a given number of log 

lines from before and after the log event line that triggers the alert: 

 

 

The Correct Condition If Log Line option can be used to look for a message string in the monitored log 

that will trigger a condition corrected alert during a future log poll. 

 

There are also options, such as Match Case, Match Whole Word and Match Regular 

Expression, for more accurate filtering: 
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The Save To Archive Repository option provides different criteria for saving the event records to the 

Archive Repository. 

The Archive All Log Lines option is used to save all log line entries from the monitored log to the 

database tables. Each line in the monitored log file will be saved as a separate record in the database 

table. 

The Archive Matching Log Lines option is used to save only the log line entries that match the condition 

specified in the Rule Is Broken If Log Line section. Each matching line in the log file will be saved as a 

separate record in the database table. 

The Archive If Log Line Contains option is used to save only the log lines that contain the specified 

strings. 

 

 

The Save Archive Data Only option can be used to save archived data without triggering Alerts. 

 

The Alert If Failed to Open Windows Event Log option can be used to trigger an alert if the Windows 

Compliance Rules fails to open the Windows Event Log on the monitored server.  
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Linux Or Unix File Log Rules 

Applications often write logging debug information to text files for software developers and system 

engineers to resolve application issues when they occur. 

The Linux or Unix File Log Rules automate looking for key text phrases within any log file for both 

monitoring and archiving: 

 

 

Use the Log File Path text box to specify the path to the monitored file. The current file can be viewed by 

clicking the View Log File button: 
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The File Name Is Regular Expression option can be used to specify portions of a file name in order to 

scan multiple files. 

The Variables drop down menu can be used to specify Date or Time variables in the file name. 

 

 

When the Date or Time variables are used in the file name, the Use Yesterday's Date For Date Or Time 

Variables Used In File Path option can be used to look for files with yesterday’s date in the name instead 

of the current day: 
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When the Date or Time variables are used in the file name, the Bias Date or Time Variables Used In File 

Path option can be used to increment or decrement the time by x Hours: 

 

 

The Read Only Last option can be used to specify only scanning the last x number of lines from the 

monitored log file: 
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The Scan Option combo box is used to specify the required scanning method, such as ‘The Latest File 

Only’, etc. 

 

The Date or Time Format field is used to specify the Date or Time format used in the monitored log.  

 

The Verify And Explain button is used to explain the Date or Time format specification string used and the 

number of matching lines with the specified Date or Time format that are currently present in the log file: 
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The Date or Time In Log File Is UTC Time option should be used when the monitored log file is using 

UTC time for its Date or Time field: 

 

 

Use the Ignore File Log Records Over field to skip monitoring File Log records that are older than the 

specified time: 
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Select the Alert message format in the Fire Event With Format section: 

 

The Use Advanced Rule Definition option can be used to add advanced PowerShell script logic to filter 

the log records: 

 

The Rule Is Broken If Log Line section is used to specify the keyword string criteria to search for in the 

logs. It is possible to specify multiple keywords separated by commas. To exclude criteria, type a minus 

sign first. To escape comma and minus sign, proceed with character '\'. Wildcards '*' and '?' are supported. 

There are also options, such as Match Case, Match Whole Word and Match Regular Expression, for 

more accurate filtering. 

An Event ID can be specified in the Assign Event ID field to save a custom Event ID in the EVENT_ID_INT 

field while archiving data in the database table. 
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The Events In Time Range option can be used to filter event records in a specific time range: 

 

 

Use the Alert Only If The Specific Event Happens More Than x Times option to trigger alerts only after 

the specified event has occurred a given number of times. 

There is an option to Alert if the Specific Event does not exist: 
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The Alert Message Include option can be used to have the alert details include a given number of log 

lines from before and after the log event line that triggers the alert:: 

 

The Correct Condition If Log Line option can be used to look for a message string in the monitored log 

that will trigger a condition corrected alert during a future log poll. 

 

There are also options such as Match Case, Match Whole Word and Match Regular Expression for 

accurate filtering: 
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The Save To Archive Repository option provides different criteria for saving the event records to the 

Archive Repository. 

The Archive All Log Lines option is used to save all log line entries from the monitored log to the 

database tables. Each line in the monitored log file will be saved as a separate record in the database 

table. 

The Archive Matching Log Lines option is used to save only the log line entries that match the condition 

specified in the Rule Is Broken If Log Line section. Each matching line in the log file will be saved as a 

separate record in the database table. 

The Archive If Log Line Contains option is used to save only the log lines that contain the specified 

strings. 
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The Save Archive Data Only option can be used to save archived data without triggering Alerts. 

The Alert If Failed to Open Log File option can be used to trigger an alert if the Rule fails to open the logs 

on the monitored server. 
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SYSLOG Rules 

SYSLOG Rules are used to monitor and archive SYSLOG events from any type of network device.  

The SYSLOG Rules include the option to filter by the different SYSLOG message severity levels: 

•  System Unusable 

•  Take Action Immediately 

•  Critical Condition 

•  Error 

•  Warning 

•  Normal, But Significant 

•  Informational 

•  Debug Information  

 

 

 

 

These filters are specified using the Message Priority and Message Facility drop-down selections:  
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Use the Ignore File Log Records Over field to skip monitoring SYSLOG records that are older than the 

specified time: 
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The Events in Time Range option can be used to filter event records in a specific time range: 

 

The Save To Archive Repository option provides different criteria for saving the event records to the 

Archive Repository. 

The Archive All Log Lines option is used to save all log line entries from the monitored log to the 

database tables. Each line in the monitored log file will be saved as a separate record in the database 

table. 

The Archive Matching Log Lines option is used to save only the log line entries that match the condition 

specified in the Rule Is Broken If Log Line section. Each matching line in the log file will be saved as a 

separate record in the database table. 

The Archive If Log Line Contains option is used to save only the log lines that contain the specified 

strings. 
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The Save Archive Data Only option can be used to save archived data without triggering Alerts: 
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SQL Server Log Rules 

The SQL Server Log Rules are used to monitor or archive SQL Server and SQL Server Agent log files to 

identify significant errors: 

 

The Log Type option can be configured to specify monitoring the Agent Log or the Error Log. 

Use the Ignore File Log Records Over field to skip monitoring Log records that are older than the 

specified time: 
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The Fire Event With Format option is used to select the Alert message format: 

 

 

The Use Advanced Rule Definition option adds advanced PowerShell script logic to filter the log records: 

 

The Rule Is Broken If Log Line section is used to specify the keyword string criteria to search for in the 

logs.  

Multiple keywords, separated by commas, can be specified.  

To exclude criteria, type a minus sign first. To escape comma and minus sign, proceed with character '\'. 

Wildcards '*' and '?' are supported. 

There are also options, such as Match Case, Match Whole Word and Match Regular Expression, for 

more accurate filtering. 
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An Event ID can be specified in the Assign Event ID field to save a custom Event ID in the EVENT_ID_INT 

field while archiving data in the database table: 

 

 

 

The Events In Time Range option can be used to filter Event log records in a specific time range: 

 

 



Page 68 of 76 

 

 

Argent Software 
Proprietary Information – All Rights Reserved 

 

Use the Alert Only If The Specific Event Happens More Than option to trigger alerts only after the 

specified event has occurred a given number of times..  

 

There is an option to Alert if the Specific Event does not exist: 

 

 

There is an option to save the Event records to the Archive Repository.  

There are different options for Save To Archive Repository. 

The Archive All Log Lines option is used to save all log line entries from the monitored log to the 

database tables. Each line in the monitored log file will be saved as a separate record in the database 

table. 

The Archive Matching Log Lines option is used to save only the log line entries that match the condition 

specified in the Rule Is Broken If Log Line section. Each matching line in the log file will be saved as a 

separate record in the database table. 

The Archive If Log Line Contains option is used to save only the log lines that contain the specified 

strings. 
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The Save Archive Data Only option can be used to save archived data without triggering Alerts: 

 



Page 70 of 76 

 

 

Argent Software 
Proprietary Information – All Rights Reserved 

 

Microsoft 365 Audit Log Rules 

The Microsoft 365 Audit Log Rules are used to monitor or archive Microsoft 365 Audit Log events. 

This Rule uses the PowerShell cmdlet “Search_UnifiedAuditLog.”  

The following should be configured prior to using these Rules: 

Install PowerShell module ”ExchangeOnlineManagement” 

Register Application has to be assigned the Audit Logs role in Exchange Online to turn auditing on or off in 

your Microsoft 365 organization. By default, this role is assigned to the Compliance Management and 

Organization Management role groups on the Permissions page in the Exchange admin center. Global 

admins in Microsoft 365 are members of the Organization Management role group in Exchange Online. 

Turn auditing on by running “Set-AdminAuditLogConfig -UnifiedAuditLogIngestionEnabled $true” 

Run the following command to confirm that auditing is turned: 

 'Get-AdminAuditLogConfig | FL UnifiedAuditLogIngestionEnabled' 
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Use the Ignore File Log Records Over field to skip monitoring Log records that are older than the 

specified time. 

  

The Fire Event With Format option is used to select the Alert message format: 

 

 

The Rule Is Broken If Audit Log Record Satisfies Criteria section provides various fields for filtering 

events.  

Events can be filtered by User ID, Client IP Address, Workload, Operation or Result Status: 
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The Events in Time Range option can be used to filter event records in a specific time range: 

 

 

Use the Alert Only If The Specific Event Happens More Than x Times option to trigger alerts only after 

the specified event has occurred a given number of times.  

 

There is an option to alert if the Specific Event does not exist: 
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Use the Correct Event If Seeing Result Status Of Same Source option to specify the criteria to trigger a 

condition corrected alert: 

 

The Rule can be saved to a specified Archive Repository.  

The Audit Records should be archived to the database table name 

ARGSOFT_COMPLIANCE_LOG_ARCHIVE.  

The Save Archive Data Only option can be used to save archived data without triggering Alerts: 
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The Alert If Failed to Download Audit Log option can be used to trigger an Alert if the Rule failed to 

retrieve the Microsoft 365 Event Log records: 
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PowerShell Script Log Rules 

This Rule allows you to create custom PowerShell scripts to monitor Windows Event logs.  

 

Windows PowerShell (3.0 or higher) is required -- PowerShell is free of charge and executes as a 

standalone application (no services required): 

   

 

To tightly integrate with PowerShell technology, Argent provides a set of Properties and Methods by 

extending the PowerShell script naming space. 

 

They are conveniently available through the drop-down menu by clicking the specific buttons: 
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There is an option to define parameters for a PowerShell script: 

 

The PowerShell script can use the defined parameters using the built-in method GetParam. 

 

The Rule Is Broken If Script Timeout option can be used to trigger an alert if the script runs longer than 

the value defined in the Timeout x Seconds field. 

 

The Show PowerShell Script option can be used to hide the script from view: 
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