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Introduction

One Product Does It All
Argent customers range in size from 11 servers to 77,000 servers.

These customers have many different types of logs on varying classes of computers and devices that need
to be scanned and archived.

Typical log types that customers scan and archive include Windows Event Logs, Windows File Logs,
Linux\Unix File Logs, Network Device SYSLOGS, Microsoft 365 Audit Logs and many more.

Piecemeal solutions — one per platform — create as many problems as they solve.

In contrast, the Argent Compliance Automator addresses all of these needs in one centrally-managed

product.

All of these logs are stored centrally in one secure SQL Server (or ODBC) database.

Argent Compliance Automator can easily detect and stop hacking from any platform — Windows, Linux,

Unix; if the application has alog, the Argent Compliance Automator can monitor it.

The Argent Compliance Automator utilizes fifteen different types of Notification and Corrective Action Alerts

combined with robust customization.

Real-world Examples

Here are some real-world examples of how customers use Argent today:

An international company in northern New Jersey had an issue with their open-source web server suddenly
crashing and leaving users hanging and unable to log back in. Argent now scans the log for imminent

failure and then -- in a controlled manner -- restarts the web server in under five seconds. Automatically.

A large arts gallery in Australia has five restaurants with over 40 Point Of Sales (POS) devices. But the
third-party software was quite buggy and would often crash all 40 POS devices. Argent now scans the

third-party software’s logs and restarts the application in under five seconds. Automatically.
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Long-Term Data Archiving

The Argent Compliance Automator is extremely efficient by first compressing and then encrypting archived
data. The Argent Compliance Automator can archive data for up to 10 years — this is especially important
for banks and other regulated financial institutions. (In contrast to Microsoft’s 30-day limit, the Argent

Compliance Automator can store Azure logs for up to 10 years.)

The Argent Compliance Automator uses advanced Artificial Intelligence to automatically filter noise and
transient aberrations; this is critical to reliably archiving security logs from heavily-used Domain Controllers

and all types of file servers, and this is just one example.

Data bloat is eliminated by using highly efficient compression algorithms.

Automated Reporting For All Compliance Needs
When the always-grumpy external auditors arrive, Argent Compliance Automator and the Argent Reporter

do all the heavy lifting for you.

Reports can be generated in under 60 seconds and automatically emailed or uploaded to a customer

secure web site.

These reports provide administrators with full visibility on who, what, and where changes occurred on all

platforms.
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Log-On Screen

Argent has been in the systems
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Monitoring and Automation Products.

User Name
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2.2A-2207-A (Build Version: v2.2.2207.14)

Copyright © 2022 Argent Software. All Rights Reserved

Argent Omega validates the authenticity of users through a Log-on screen.

There are three types of user accounts:

e Windows User Accounts
e Demo Accounts

e [nternal Accounts

The Argent server is typically in an Active Directory Domain environment and the user is authenticated by
Active Directory.

Local Windows user authentication is used instead if the Argent server is standalone or in a Workgroup.

For Windows user accounts, the best approach is to create a separate user group for Windows users and
assign the required rights.

Demo accounts can be created in the Argent Omega Security section and are used for demonstration

purposes. Demo accounts are read-only accounts and use Argent private authentication to login into Argent

Omega. Demo accounts are usually only used temporarily for initial training and are limited to a few specific

IP addresses. Argent engineers can create demo training accounts for you at no cost.

Internal accounts also can be created in the Argent Omega Security section, and behave like normal
Windows accounts, using Argent’s private authentication for login.

The Argent Omega username is case insensitive but the password is case sensitive.
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Home Screen

The Argent Omega home screen will be displayed after login:

= ARGENT OMEGA (::r-207-0)
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To begin using Argent Compliance Automator, click on the CMDB-X icon to add monitored servers or
devices.
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CMDB-X

In the software industry, CMDB stands for Configuration Management DataBase.

Argent added the ‘X’ for eXtensible.

A recent example of why that is so important to you was a customer adding a custom field to their CMDB-X
to record the expiry date of their firewall license.

Providing the ability to add custom fields allows customers to use the Argent CMDB-X as an IT

Asset Management tool.

The Argent CMDB-X provides an easy and streamlined way to manage all critical servers and devices, as
well as all server and device properties and licensing from a single screen. The Argent CMDB-X makes it
easy for you to add multiple servers and devices in one batch — 11 or 77,000 -- license them to multiple

Argent Omega Products, and assign them to existing or new Locations and Network Groups, all in one

single click.

The Argent CMDB-X provides complete network discovery of all servers and TCP/IP devices in the network
using Active Directory, Network Browser, ICMP Ping, Windows Cluster and SNMP Discovery.

The Argent CMDB-X also has options to import from external Excel files.

The Argent CMDB-X has facilities to manually add or remove servers and devices, license single or

multiple servers and devices in bulk groups, and test connectivity to the monitored servers or devices
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Select ‘CMDB-X’ from the Home Screen:

ARGENT OMEGA o
(2.28-2207-4) Thara~ M’ togs
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The CMDB-X screen will be displayed as shown below:

ARGENT OM EGA (2.2a-2204-T1)

#

[y

0

Home Theme ~ Argent Instant Help About Logout:
Search evice Network Group Scan Network | Properties v 2 + % &
Network Group Or Machine Licensed Suspend ‘anaﬁnn ‘Cnnlad
} Demo Group Netwark Group Name 192.158.108.57
+ First Network Group Netwark Group s Argent Complianca AutomatorArgent
Omega Baseline
Linux OF UNIX Yes MUMBAI
e e ) =~ N
1921661111 1P Devies Yes MUMBAI
Global Szcurity Object (650)
1921860112 19 Devics Yes MUMBAI
b Linux OF UNIX
1921661113 19 Devics. Yes MUMBAI
Hasting Enviranment fione
1921860114 19 Devics ApC_UPS_003 Yes
SNMP Managed N
1921661115 1P Devics. Yes
5QL Server Installed o
A-2018-008 Windowss Sarver Yes MUMBAI
} TGP Parameters
ALHFC-102-W10 Windaws 10 Pro Yes
System Info Caching Minutes 720
ARGENT URL Object Yes MUMBAI
Monitaring Level Normal
DND-HFG-SQL Windows Server Yes MUMBAI
Tier Nt Specified
Fre FTP Ghject Yes MUMBAI
]
TPt FTP Gbject Yes MUMBAI
Location EIER
eop Mail Object MUMBAI
Contact
SMTR_1 Mail Object Yes MUMBAI
Over Accounts
TEsT 385 Microsoft 365 Sarvice Unit Yes MUMBAI
b Default Settings
» Time Zone Sattings
Critcal No
Ignored o
Logical Dependancy
Installad Applications
b Extendad Properties
Display Options Refresh
Group Or Key ‘Value
Shaw Objects Al

Argent Compliance Automator supports monitoring the following types of servers and devices:

e  Windows Server
. Linux
. Microsoft 365 Service Unit
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. IP Devices

In the CMDB-X, select Manually Add Server Or Device from the right click menu:

@ J d
ARGE NT O M A (2.2A-2204-T1) Home Thsfﬁne' Argen(lncstunlhslp Agu( logut

Search Server Or Device Network Group ~ Scan Network || Properties LRl SR S
Network Group Or Machine ‘Suspend ‘Locaiion ‘Ccntatt Group Or Key ‘Value

\ [ [ Fom G .

Type Network Group.

365_SERVICE_UNIT_1
AGT-eC Location

Contact

A1-2013-001
A1-2019-002 windows Refrash » VMuare Parameters
R ) XenServer Parameters

A1-2015-004 » SNMP P

A1-2015-005

) Extended Properties
A1-2015-006
A1-2015-007
A1-2015-008
Ar76

ALAD-4
ALMFC-101-W10
arqc
A1-QC-001
AQe-02 Windows 7 Ultimat Manually Add Server Or Device
A1-Qc-08.

AwEs-47 Bulk Licensing

ALWER-NEW

Export

ALWINGT Windou: — — —

Backup CMDB-X Database
AlLAPOL Windows 10 Pro

Restore

anwes Windows 10 Pro

AjsTEsT Windows Storage Sarver 2016 Standard

Description
AISTEST-ONE Windows Storage Server 2016 Standard

i i Refresh
AssTSET-RC Windows 7 Ultimate perley U
ANYTIME Windows 10 Pro Group Or Key ‘Value
ANYTIME-ILHKF78 Windows XP Professional Shows Objects Al

ANYTIME-SUPPORT Windows Server Netviork Group

ATS-008. Windows 10 Pro Mnitoring Group

Add the name of the server and select Windows Server as the Type:

Manually Add An Entry D2B

Name: AI-WIN-67

Alias:

Domain:

VM Hosting Environment:

Network Group: Demo Group

Location: THIRUVANANTHAPURAM ~

Argent Software
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The new server will now be listed in the CMDB-X:

) i

#®
ARGENT OM EGA (2.24-2204-T1) > ArgenﬂrsstamHEIp Algul mgut

Search Server Or Device.  Network Group  Scan Network v + %=
Network Group Or Machine ‘T\/pe ‘Alias ‘ Licensed ‘Snspend ‘Loc:;linn ‘Cnntzt_t Group Or Key
o e = ¢ AL-WIN-67
TEsTI0201282 Windows Server 2012 R2 Standard Yes
Licensed products
TESTI-2016 Windows Storage Servar 2016 Standard Yes o
TESTA-2012R2 Windovs Server 2012 R2 Standard Yes
Global Sscurity Object (G50)
TESTS-2012R2 Windows Server 2042 R2 Standard ves
» Windows Sarver
TESTe-2012R2 Windows Server 2012 R2 Standard Yes
Hasting Envirenment
TESTNODE_ISAMPLE_1_2SAMPLE_1_3SAMP.. Windows Server 2008 R2 Standard Yes
NP Managad
TRIV-NAS-00L windows Sarer ves
SQL Server Installed
TRV-102-0049 Windowss 7 Ulimate Yes
» TCP Paramaters
V52005 Windaws Server 2008 R2 Standard Yes
Systam Info Caching Minutes
weB-2012 Windows Server 2012 Standard Yes
Woritoring Level Normal
wWIN-2019-2021 Windows Server 2019 Standard Yes
Tier ot Specified
WIN-2019-OFF-265 Windovs Server 2019 Standard Yes
»Tag
WIN-20200-T15-0L Windovs Server 2022 Standard Evaluation Ves
Location THIRUVANANTHAPURAM
win-2022 Windows Server 2022 Standard Evalustion Yes
Contact
WIN-IT27GSGIERR Windows Server 2012 R2 Standard Yes
Ouner Accaunts
WIN-MFOTEST Windows Ssrver 2012 R2 Standard ves
} Dafauit Cattings
wIN-oL2016 Windovs Server 2019 Standard Ves
RIS PR = Time Zone Settings Same s Location
WIN200O Windaws 2000 Professional Yes il s
WINZOOOSERVER Windows 2000 Server Yes fopcred fol
WIN2008-TESTL Windows Server 2008 R2 Standard Yes Logical Depandency,
WIN2008-TEST2 Windows Server 2008 R2 Standard Vs Enstabed Sppkcbors
WIN2008-TEST3 Windaws Server 2008 R2 Standard Yes bBigaded Popectics
WINZ012R2-TEST- Windows Server Yes Dby *
WINZ012R2-TEST-MFC Windows Server 2012 R2 Standard Yes by A Refresh
WIN2016-TEST Windowz Storags Server 2016 Standard Yes
Group Or Ke
WIN2016-TEST2 Windavws Storage Server 2016 Standard Yes P Y
WIN2016-TEST3 Windaws Storage Server 2016 Standard Yes Show Ot A
WINZ2016TEST2021 Windows Server 2016 Standard Yes Netwote o)
WINXP Windaus XP Prefessional Yoz Monkorng Croue
Type -

Linux Devices, Microsoft 365 Service Units and IP Devices can be added using the same method:

Manually Add An Entry

Name: AI-LIN-23

Alias:

Domain:

Network Group:

Location:

Argent Software
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Manually Add An Entry

Name:
Alias:

Domain:

Location:

Network Group:

AI-M365

VM Hosting Environment:

Microsoft 365 Service Unit

Demo Group

THIRUVANANTHAPURAM

0 o
A R G E N T O M E G A (2.2A-2204-T1) Home Theme~  Argentinstant Help About Logout
Search Server Or Device ~ Network Group  Scan Network I Properties v + &
Network Group Or Machine [1vpe |ias B Licensed | suspend | ocation | contact Group Or Key alue
TesT Windows Storage Server 2016 Standard Yes Contact
TEST-2012R2-MFC Windows Server 2012 R2 Standard Yes T
TEST-DATACENTER-2016 Windous Server 2016 Datacentar Evalustion Yes ¥ Exdardad Blapartis
TesT-0a2 Windows Server 2008 R2 Standard Yes oion
TEST-VM-VS2018 Windows 10 Pro Yos e .
TesTI-2016 Windows Storage Server 2016 Standard Yes e
TEST10-201282 Windows Server 2012 R2 Standard Yes
Type Network Group
- win ve
TesTa-2016 dows Storage Server 2016 Standard = T m—
TesT4-201282 Windows Server 2012 R2 Standard Yos
» XenServer Parameters
TesTS-201282 Windows Server 2012 R2 Standard Yes
TESTE-2012R2 Windows Server 2012 R2 Standard Yos
TESTNODE_ISAMPLE 1 2SAMPLE_1_3SAMP.. Windows Server 2008 R2 Standard Yes
TRIV-NAS-001 Windows Server Yes
TRV-102-0048 Windows 7 Ultimate Yes
vs2005 Windows Server 2008 R2 Standard Yes
wes-2012 Windows Server 2012 Standard Yes
WiN-2015-2021 Windows Server 2019 Standard Yes
WiN-2015-0FF-265 Windows Server 2019 Standard Yes
WIN-20200-T1S-0L Windows Server 2022 Standard Evaluation Yes
win-2022 Windows Server 2022 Standard Evaluation Yes
WIN-1727GSGAEHR Windows Server 2012 R2 Standard Yes
Win-MFCTEST Windows Server 2012 R2 Standard Yes
wiN-0L2016 Windows Server 2019 Standard Yes
wini0-mFC Windows 10 Pro Yes
WIN2012R2-TEST- Windos Server Yes = — =
WIN2012R2-TEST-MFC Windows Server 2012 R2 Standard Yes Display Options Refresh
winzo16-TEST Windows Storage Sarver 2016 Standard Yes
Group Or Key Value
WiNz016TEST2021 Windows Server 2016 Standard Yes
Show Objects Al
A-WIN-67 Vindous Server THIRUVANANTHAPURAM
e e -
A2z Linux THIRUVANANTHAPURAM
Monitoring Group £
111365 Microsoft 365 Servica Unit THIRUVANANTHAPURAM
Type =
 First Netuork Group Netwiork Group MuMBAT
<
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Manually Add An Entry

Name: 192.168.108.92

Alias:

Domain:

VM Hosting Environment:
IP Address

Network Group: Demo Group

Location: THIRUVANANTHAPURAM

) I

ARGENT OMEGA (2.2A-2204-T1) Hc?ne Yhst’#ne' A(genurSstanmelp Atgut Iogut

Search Server Or Device  Network Group ~ Scan Network | Properties v + &
Network Group Or Machine [1vpe |ias -] Licensed | suspend |Location | contact Group Or Key | value

TesT Windows Storage Server 2016 Standard Yes Contact
TEST-2012R2-MFC Windows Server 2012 R2 Standard Yes e
TEST-DATACENTER-2016 Windous Server 2016 Datacentar Evalustion Yes ' Eardad Brapactias
TesT-0a2 Windows Server 2008 R2 Standard Yes iy
TEST-VM-VS2018 Windows 10 Pro Yos e S
TesT1-2016 Windows Storage Server 2016 Standard Yes R
TEST10-201282 Windous Server 2012 R2 Standard Yes

Type Network Group

- wi
TesTa-2016 indowis Storage Server 2016 Standard Yes T
TesT4-201282 Windows Server 2012 R2 Standard Yos
» XenServer Parameters
TesTS-201282 Windows Server 2012 R2 Standard Yes
TESTe-2012R2 Windows Server 2012 R2 Standard Yos
TESTNODE_ISAMPLE 1 2SAMPLE_1_3SAMP.. Windows Server 2008 R2 Standard Yes
TRIV-NAS-001 Windows Server Yes
TRV-102-0048 Windows 7 Ultimate Yes
vs2005 Windows Server 2008 R2 Standard Yos
wes-2012 Windowss Server 2012 Standard Yes
WiN-2015-2021 Windows Server 2019 Standard Yes
WiN-2015-0FF-265 Windows Server 2019 Standard Yes
WIN-20200-T1S-0L Windows Server 2022 Standard Evaluation Yes
win-2022 Windows Server 2022 Standard Evaluation Yes
WIN-1727GSGAEHR Windous Server 2012 R2 Standard Yes
win-MFCTEST Windows Server 2012 R2 Standard Yes
WiN-0L2016 Windows Server 2019 Standard Yes
wini0-mrC Windows 10 ro Yes
WIN2012R2-TEST- Windous Server Yes
WIN2012R2-TEST-MFC Windows Server 2012 R2 Standard Yes Display Options Refresh
winzo16-TEST Windows Storage Sarver 2016 Standard Yos
Group Or Key Value

WiNz016TEST2021 Windows Server 2016 Standard Yes

Show Objects Al
A-WIN-67 Viindous Server THIRUVANANTHAPURAM
A2z Linux THIRUVANANTHAPURAH

Monitoring Group =
Ai-11365 Microsoft 365 Service Unit THIRUVANANTHAPURAM

Type =

» First Neturork Group Network Group MuMBAT
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Bulk Licensing

Licensing 11 servers is not such a chore, but licensing 77,000 servers is a major undertaking with most

vendors.

Not so with Argent.

Instead of individually licensing each server or device in the CMDB-X, Argent Omega provides a Bulk

Licensing feature to license multiple servers or devices at a time.

After adding a server or device, select Bulk Licensing from the right click menu:

) 0
ARGENT OMEGA (2.2A-2204-T1) o mxsv A'gsr\llrssmmHslp Ab?u[ Logzut

Network Group Or Machine
TEST-2012R2-MFC Windows Server 2012 R2 Standard Alias.

TEST-DATACENTER-2016 Windovis Server 2016 Datacantar Evaluation Yes P
TesT-Qa2 Windows Server 2008 R2 Standard Yes Criical No
TESTVM-vS2019 Vindows 10 Pro » Dafauk Settings
TesT1-2016 Windovis Storage Server 2016 Standard Refresh ——
P ” " Suspend Monitorin
TesTio-201282 Windows Server 2012 R2 Standard 5Dy 9 e
TEST2 2016 Windows Storaga Server 2016 Standard T
TEST4-2012R2 Windows Server 2012 R2 Standard = e
TEsTS-2012R2 Windovis Server 2012 R2 Standard
Ignored No
TesTe- Windovss Server 2012 R2 Standar
ESTS-2012R2 Windovis Server 2012 R2 Standard e
TESTNODE_ISAMPLE_1_2SAMPLE_1_3SAMP.. Windows Server 2008 R2 Standard T prr—
TR AAS IO WS S Discover Neighbor Links Location
JRV.102000 W e Wireless Clients Logical Dependancy
vs2005 Windovis Server 2008 R2 Standard e —
Set Critical Flag Monitoring Level Low
wee-2012 Windovis Server 2012 Standard
Set Ignore Flag Name WIN-2022
WIN-2015-2021 Windowis Server 2015 Standard —
a s Manually Add Server Or Device ke
WIN-2015-0FF-365 Windows Server 2019 Stan = ot e
WIN-20200-115-0L W ey o2 Bl ek Test Connectivity
indows Server andard Evalustion g SQL Server Installed No
Systam Info Caching Minutes Never
WIN-1727GSGIEHR Windovis Server 2012 R2 Standard Export To Excel CSV .
rog
WIN-WFCTEST Windowis Server 2012 R2 Standard Backup CMDB-X Database
) TCP Parameters
wIN-0L2016 Windows Server 2019 Standard Restore
Tar Not Specified
WINLO-MEC Windowis 10 Pro
Time Zone Settings Same as Location
WIN2012R2 TEST- Windovis Server Yes
) Windowss Server -
WINZ012R2 TEST-FC Windouis Server 2012 R2 Standard Yes
WIN2016-TEST Windows Storags Server 2016 Standard Yes
WIN2016TEST2021 Windovis Server 2016 Standard Yes
Group Or Key
ALWIN-67 Windows Server THIRUVANANTHAPURAM
Shou Objects Al
Aun-23 Linux THIRUVANANTHAPURAM
Network Group .
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Select Argent Compliance Automator in the ‘Argent Omega Products' drop-down selection.

Select the Node Types in the 'Node Type' drop-down selection for the new servers and devices to be

added:

License Selected Server Or Devices D2L

Argent Omega Products: Argent Compliance Automator v
Node Type: Windows Server,Linux,Microsoft 365 Service Unit v

Server Or Devices: Select All
AI-WIN-67

AI-LIN-23

AI-M365

[ Remove License For Selected Nodes

Argent Software
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Bulk Licensing Results x

06 Jun 2022 12:06:28 Licensed AI-M365

06 Jun 2022 12:06:28 Licensed AI-WIN-67

06 Jun 2022 12:06:28 Licensed AI-LIN-23

06 Jun 2022 12:06:28 **=*

06 Jun 2022 12:06:28 Total of 3 nodes licensed (Skipped: 0, Failed: 0)

Argent Software
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CMDB-X Properties

Name

Licensed Products
Alias

Type

Hosting Environment
SNMP Managed

SQL Server Installed

TCP Parameters

Tier
Tag

Location

Contact

Preferred Generators
Time Zone Settings
Critical

Ignored

Logical Dependency
Installed Applications

Extended Properties

Name of the server
Licensed products of a server or device
Alias name of the server or device
Type of server or device — example: Windows Server, Linux or Other
Hosting Environment regarding the server or device
SNMP managed on server or device or not.
Option to specify SQL Server details to monitor the server using Argent
Omega for SQL Server
Options for setting TCP parameters for the server or device.
The options are as follows:
e Timeout
e Retry
1 to 9 (can be used for customer’s internal hierarchy or priority, etc.)
String variable used as an identifier
Location of the server or device
(This information is used to determine the device location on Google Maps.)
Person or people responsible for the device
Setting Generator for server or device
Option to set Time Zone Settings
Option to set a server or device as critical
Option to set a server or device as ignored
Shows Logical Dependency of a server or device
Shows Installed Applications of a server or device

Option to specify custom properties

Argent Software
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Select a server or device to set any of its properties.

Selection of multiple devices are supported to set common properties like Location, Contact, Alert Email,

Tier, Tag, Maintenance Start and End dates and Ignore Flag.

A combination of (Shift\Ctrl + left mouse click) can be used for multiple selections:

5 (2} o

* hd C
2.2A-2204-T1 Home Theme~  Argent Instant Help About Logout
MEGA

Search Server Or Device Network Group ~ Scan Natwork | Properties v S + X 8

Network Group Or Machine ‘cnmm

DIPC-14

Critical

Global Security Object (GSO)

DpapC-2t

Hosting ment

pc-oo1
Ignorad

DESKTOP-AD-HR.

Installed Applications

Windows Sarver 2008 R2 Standard

DND-SUPPORT

Licensed Products Argent Omaga Baseline

MuMBAT

MOBOX

URL Object

Locatien

wnz000

Logical Dependancy

WinzooosERYER

Low

Menitoring Level

WIN2008-TEST1, WINZ008-TESTZ,
Name. WIN2008-TESTS, WIN2016-TEST2,
WIN2016-TESTS

Prefarrad Ganerstors

System Info Caching Minutes Never

Wi

acTsc
A1-2015-001 Ratry o

A-2015-002 Timacut Dafaule
AI-2015-003 Tier Hot Specifed
Al-2015-00¢ Time Zons Settings Same s Locatien
A1-2015-005

A1-2015-007 eabit 08 Ves

A-2015-008

a6

A-AD-4

ALMFC-101-W10

Display Options Refresh

A-Qe
A-QC-001
Group Or Key ‘Value
A-QC-02 Windows 7 Ultimate
Show Objects Al
A-QC-06 Windows 10 Pro.

Natwork Group
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Microsoft 365 Service Unit Credentials

Credentials for monitoring Microsoft 365 Units are added in the CMDB-X screen:

h

- )
= ARGENT OMEGA (2.2A-2204-T1) & Avgentlgs(cnmelp Algut Logut

Network Group Or Machine Type |aias - Licensed |suspend |tocation | contace |
» Demo Group etork Group
Ionored
 First Network Group. Network Group e Installed Applications
192.168.108.57 Linux/UNTX e wuwear = e —
1921601111 1 Davice Ve wuwar Omega for Microsoft 265
192.168.111.2 19 Device Yes MUMBAT Location MUMBAT
1921681112 1 Device s WAl
ARGENT URL Object Yes wuwear
oND-tFC-saL Vindows Server Ve wuwar - test_agargsofidevicom
e 7 Oty s WAL e _
P 1P Objact s WAl
2 Certificate Thumbprint ]
pop o
== - e sronorenss [
S T -
192.168.111.4 19 Devi ApC_Ups_003 Yes Organization = =
192.168.111.5 19 Device Yes ‘SharaPoint Url T ——
2015009 Vindows Server Ve wuwear sku
AIMFC-102-W10 Windows 20 50 e Woritering Level Normal
Harme TesT_365
Ovmer ccounts
System Info Caching Minutes 720
»Ts
705 paramaters
Tier s
Time Zone Ssttings Same 2 Location v
Group Or Key ‘Value
Show Objects A

Test Connectivity
A connectivity test can be run to verify the Microsoft 365 Service Unit credentials configured in the
CMDB-X.
It connects to the following Microsoft 365 components using the configured credentials:
o Azure Active Directory
e Exchange Online
e SharePoint Online

e Microsoft Teams

Argent Software
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Select Test Connectivity from the right click menu or click from properties to execute the connectivity

test:

) I

ARGENT OMEGA (2.2A-2204-T1) Ho?ne rhs?n.e- ArgenﬂrSs!un(Help Algul Log.gut

Network Group Or Machine ‘Locaﬁun
» Demo Group Network Group e =
e - - i
192.168.108.97 Linux/UNIX Suspend Monitoring MUMBAT e At Campiance Ao tor At
192.168.111.1 1P Device MUMBAT Omega for Microsoft 265
192.168.111.2 19 Device MUMBAT Location MUMBAL
1921681113 19 Devics MUMBAL
ARGENT URL Object MuMBAT
DND-MFC-SQL Windows Server MUMBAT Administrator test_a@argsoftdev.com
il FIPotjsct Discover Neighbor Links F Lpivres Application 1d bt
Bl ST Wireless Clier bl Certificate Thumbprint 7ABDF1218848CDICABB0997286F8.
= pmeonmn Sat Gitical Flay :::Z Diractory O Tenant 1d Z2sdrse 240 o
Set Ignore Flag
. e (R
Manually Add Server Or Device
114 19 Devi Organization argsoftdav.onmicrosoft.com
192.168.111.5 19 Device etCnecvity SharePoint Url ‘https://argsoftdev.sharepoint.com
A12015-009 Windows Server Bulk Licensing L nuMBAL s
AI-MFC-102-W10 Windows 10 Pro Export To Excel CSV - Monitoring Level Normal
Backup CMDB-X Database Name TEST_365
Restore ‘Owmer Accounts
System Info Caching Minutes 720
> Tag
» TCP Paramaters
Tier s
Time Zene Settings Same a3 Location
Display Options Refresh
Group Or Key
Show Objects Al
Network Group %

Select a server or device to execute the connectivity test and click ‘OK’:

elect Generator

Name:
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The Results are shown:

Connectivity Test Results x

Argent Omega 2.2.2205.31 Copyright (c) 2022 Argent Software

For Argent Instant Help 7 by 24 with an Argent engineer, please see http://help.Argent.com/help.php

Target Machine: TEST_365
Test At: AI-2019-009
Test Time: Mon, 06 Jun 2022 06:50:20 (UTC)

06:50:20 - Test 1: Access of Azure Active Directory

06:50:20 - PowerShell Module "AzureAD’ (Version: 2.0.2.140)

06:50:24 - [VALID] Registered App has roles: Global Administrator,Application Administrator,Directory
Readers,Exchange Administrator

06:50:24 - Found Azure Domains: argsoftdev.com,argsoftdev.onmicrosoft.com

06:50:25 - *=** WARNING *** Failed to determined Microsoft 365 License information

06:50:25 - Test 2: Access of Exchange Online
06:50:25 - PowerShell Module: ExchangeOnlineManagement (2.0.5)
06:50:41 - [VALID] Matched SharePoint URL: https://argsoftdev.sharepoint.com

06:50:41 - Test 3: Access of SharePoint Online
06:50:41 - PowerShell Module: SharePointPnPPowerShellOnline (3.29.2101.0)
06:50:43 - [VALID]

i oo |

Connectivity tests can also be run against other server or device types using the same method.
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Manage The Archive Repository

The Archive Repository defines the SQL Server database to archive compliance data retrieved by the
Argent Compliance Automator.

The Archive Repository also defines how long to retain the archived data.

The Argent SIEM-Complete product scans the Archive Repository to generate various statistics and metrics
for display in the real-time dashboard.

These statistics can be saved to Argent Forecaster for trend analysis.

The Argent SIEM-Complete product uses built-in Security Intelligence Rules to detect suspicious activities
and fire events using the Argent Alert Mechanism.

Benefits Of Archive Repository And Argent SIEM-Complete:

Data Compliance

The Argent Reporter can generate compliance reports for external auditors.

User Activity Monitoring

Suspicious user activities can be easily detected by analyzing logon sessions and file operations.

Insider Threat Detection
Phishing attacks can be stopped and malware found and removed by analyzing firewall, switch, and router

logs.
Requests from black-listed IPs and URLs can be prevented by monitoring web server logs.

Zero-day Threats Detection

Malware, such as ransomware, can be detected.

File Integrity Monitoring
Both Windows and Linux have extensive file audit logs.
These logs can be very useful for security personnel.

For example, a disgruntled former employee trying to delete thousands of files, can be detected.

Forensic Analysis

Various reports can be generated by the Argent Reporter, as well as online displays of SQL queries.
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To create an Archive Repository, click the Add New context menu option or the Add New button and
specify a name for the new Archive Repository:

Please Enter New Archive Repository Name

Name: [Ms_365_auprT_LoBY

) I
ARGENT OMEGA (2.2A-2204-T1) e~ AvgenUE\smn(Hulp Agut Log-gut

» 0 Argent Omega For SQL Server

SQL Server: [tdefautty ] Test Connection
- Alerts
. s v

4 Correction

» 144 Notification (B use Trusted Connection

» 1 Alert Macro SQL Schema: [tdefaulty ]
» 144 Monitoring Groups SQL Table Prefix: [tdefaulty ]
b Macros

(& Do Not Use Sharding

Email Recipients . =
Dot Retiing Doy =B

»
» 141 SMS Recipients

< N Do Not Pui Data
» 1 Windows Services Boo i
»
»

i e Long Term Storage Folder: [tdefauity
Users Global Security Object (GS0):
» 141 Base Definitions et

» 14 Holidays

U FormatBlock ~ Font v | A~ - s & Full Screen

~ 14 Administration
9 License (Admin Only)
~ 11 Generator Settings
» o Argent Omega
» o Argent Alert Mechanism
» o Argent Forecaster
~ & Argent SIEM-Complete
» [ SIEM Policy
~ 1 Archive Repository

8 AR_TEST
» 14 Security
» 14 Network Scan
» 14 Event Logs

Specify the SQL Server and Database. The compliance data will be archived in the specified SQL
database when using this Archive Repository in the Argent Compliance Automator Rules and SIEM
policies.

Specify Logon and Password if a trusted connection is not used.

Use the Test Connection button to test the SQL Server connectivity using the specified credentials.

Specify SQL Schema to override the default Schema.
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Specify the SQL Table Prefix to use custom table prefixes for tables that stores compliance audit data.
Uncheck the Do Not Use Sharding option to use database sharding.

Sharding is a relatively new development whereby a large data base is broken into a number of
free-standing databases that can be accessed concurrently. So rather than one long query running against
a single massive database, dozens — or hundreds -- of small queries can concurrently run against these

small databases; “shard” means "a small part of a whole.”

The Sharding criteria is specified in the Sharding field.

Each shard is a separate table in Argent Omega database.

An example would be a customer that wants to retain 12 months of archived log data.

Setting the Sharding field to a value of 1 month would automatically separate the archived data moving
forward into separate database tables for each month’s worth of data.

This allows the queries for generating reports and purging old data to run much faster since they are

running against smaller databases instead of a single large database.

Uncheck the Do Not Purge Data option to purge the data after the days specified in Data Retaining Days
field.

You can configure the newly created Archive Repository in the Argent Compliance Automator Rules.

The event data retrieved by the Rule will be archived in the configured Archive Repository.
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Argent Compliance Automator

Select Tool Sets from the Home Screen:

) I
Argent Instant He[p About Logout

ARGENT OMEGA (.2n-2200-m

| Q. Find any field's name on any screen. For example, type ‘Status'

Recently Viewed

%
it
®

Tool Sets CMDB-X Network Topology Maps

Products

|

n ® a

A
Network Topology Maps Super Console SLA

Global Status Events SuperMaps
~ m= o
= ull ® X N
Performance Graph Dashboard CeoConsole Enterprise View Top X ViewMagic
8 &= 8 * A &
Relators CMDB-X Tool Sets Alerts Calendars

Scheduled Tasks

L 2 ® Q

Engines Security

Macros Monitoring Groups
Argent Reporter
AR .

a [E a0 on

Under Tool Sets, select Argent Compliance Automator:

# od (5 (2} o

Home  Theme~ ArgentInstantHelp  About  Logout

ARGENT OMEGA (2u-2200-m)

< Tool Sets Choose Global Security Object B

» __ Argent Omega Baseline

[pescription

B Argent Compliance Automator

» [ Windows Compliance Rules

» [ Windows Event Log Rules

» 1 Windows File Log Rules

» [ LINUX/Unix File Log Rules

» 1 SYSLOG Rules

» [ SQL Server Log Rules
Microsoft 365 Audit Log Rules
powerShell Seript Log Rules

Argent Omega Web Defender

Argent Omega For Microsoft 365

Argent Omega For SQL Server
» Alerts
> Monitoring Groups
> Relators
> [ Macros
» Calendars.
~ 14 Administration
B License (Admin Only)
~ [ Generator Settings
» o Argent Omega
» of Argent Alert Mechanism
» 6 Argent Forecaster
» o Argent SIEM-Complete

» (4 Security

Windows Compliance Aulas
Windows Svant Log Rules
Windows File Log Rules
LINUX/Unix File Log Rules
SVELOG Rules

SGL Server Log Rules
Microsaft 363 Audit Log Rules

Fowershell Script Log Rules
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Argent Compliance Automator consists of different types of Rules:
* Windows Compliance Rules

* Windows Event Log Rules

*

Windows File Log Rules

*

Linux or Unix File Log Rules
* SYSLOG Rules

* SQL Server Log Rules

*

Microsoft 365 Audit Log Rules

Windows Compliance Rules

This Super Rule performs all critical archiving for Windows Security Logs for current compliance laws, such

as Sarbanes-Oxley, HIPAA, GLBA, PCI, etc.

To save disk space, Argent Compliance Automator uses patented technology to archive and compress only

the essential data elements.

By using this single Super Rule, all required data from Windows Security Logs are stored in the

central Argent database.

From this database, any of the 75 pre-defined audit reports in Argent can be executed, as well as custom

reports created by customers (or Argent engineers, at no cost):

— )
= ARGENT OMEGA (2.24-2207-4) Hgm The?:e' ArgenllntsmmHslp

= [ Tool Sets
» | Argent Omega Baseline
¥ [ Argent Compliance Automator
~ 1 Windows Compliance Rules
» [ Windows Event Log Rules
» 1 Windows File Log Rules
LINUX/Unix File Log Rules
SYSLOG Rules
SQL Server Log Rules
Microsoft 365 Audit Log Rules

PowerShell Script Log Rules
» [ Argent Omega For Microsoft 365
» [ Argent Omega For SNMP
» 1 Argent Omega For SQL Server
» 14l Argent Omega Web Defender
> [ Alerts
» [ Correction
» [ Notification
> 14 Alert Macro
» 144 Monitoring Groups
» (14 Relators
- [ Macros
» [ Email Recipients
» [ SMS Recipients
» [ Windows Services
» 1 Windows Processes
» 1 Users
~ [ calendars
» 14 Base Definitions
» 14 Holidays

~ 1 Administration

® License (Admin Only)

Read Windows Security Log With Method: [ GyEGTE VSIS -
Archive Repository: {default} -
Skip Security Log Records Over: P - | _

— In Addition To Compliance Audit Log, Archive Windows Security Log Matching Following Criteria

(V]
Logout

@Event 1D:

Include Or Exdude Event IDs. Enter ID Numbers And/Or ID Ranges Separated By Commas. To Exclude Criteria, Type A Minus Sign First. For Example 1,3,5-99,-76

@ Event User:

@ Event Category:

@ Event Source:

@ Match Case
@ vatch
@ Match

@ 1nclude Audit Failure Events

[ Read User Data From Custom XPath [

() Alert On Potential Data Loss

() Alert If Failed To Open Windows Event Log

@ save Performance Data To The Argent Forecaster Using Data Store:
Tag 1 [ ]

Tag2: [ ]

Tag 3: [ ]

[ Post Event Even If The Same Event Is Still Qutstanding (Unanswered)

0o So Only After 1] Hour | 0[5 Minute Since Event Is Post
[ 1gnore The Same Qutstanding Event If Alerts Were Fired More Than | 1[5 Hour | o [&] Minute Ago
@ Post Event Only After Rule Is Broken | 2[ or tore Times

’7 Reset Counter
nt Is Answered
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The following Rule screen options can be configured to archive Windows Security Events.

The Read Windows Security Log With Method option is used to configure the Event Log read method.

Argent Omega uses the following Event read methods:

¢ Windows Event Log API
e Legacy Event Logging API

o WMI
e PowerShell Remoting

o Automatically Determined (Default)

Archive Repository specifies the database in which Event logs to be archived.

Default value {default} means Event logs will be archived into the database in which Argent Omega is

installed.

It is possible to create new Archive Repositories in the Administration section:

fod (5 e o

Home Theme ~ Argent InstantHelp  About Logout

= ARGENT OMEGA (:2xz0am
# WCP_UNIVERSAL_COMPLIANCE_ARCHIVE Refresh addnew  [MNBEEBIIN choose Giobal Security Object -

‘Last Changed Time (UTC) ‘ Description

Windows Event Log Rules
Name

Windows File Log Rules
AR_MS_363_AUDIT_LOGS 06 Jun 2022 06:55:31

AR_TEST 06 Jun 2022 06153132

LINUX/Unix File Log Rules
SYSLOG Rules

SQL Server Log Rules
Microsoft 365 Audit Log Rules
PowerShell Seript Log Rules
» [ Argent Omega Web Defender

» [ Argent Gmega For Microsoft 365
» [ Argent Omega For SQL Server
Alerts

Monitoring Groups

Relators
Macros

Calendars

“ v v~

Administration
B9 License (Admin Only)
~ [ Generator Settings
» o Argent Omega
» @ Argent Alert Mechanism
» o Argent Forecaster
v o Argent SIEM-Complete
> L SIEM Polic
AR_MS_365_AUDIT_LOGS
@ AR_TEST
» [0 Security

» [ Network Scan

» [ Event Logs
» [ SuperMaps

» [ Topology Maps
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Use the Skip Security Log Records Over field to skip monitoring Security Event Log records that are

older than the specified time:

# o L
ARGENT OMEGA (2.2a-2207-4) = Argenﬂnc!tamHEIp Abeum Lugut

Read Windows Security Log With Method:

= [ Tool Sets

» 14 Argent Omega Baseline
Archive Repository:
v Argent Compliance Automator

1 Windows Compliance Rules Ship Secatrnty Log Records Over:

5 WCP_UNIVERSAL_COMPLIANCE_ARCHIVE

— In Addition To Compliance Audit Log, Archive Windows Security Log Matching Following Criteria

» 141 Windows Event Log Rules Wevent o B |
» (4 Windows File Log Rules
A Include Or Exclude Event IDs. Enter 1D Numbers And/Or ID Ranges Separated By Commas. To Exclude Criteria, Type A Minus Sign First. For Example 1,3,5-09,-76
» 1 LINUX/Unix File Log Rules
@ Event User: [= ]
» [ SYSLOG Rules
» 1450 Server Log Rules vent Catagory: \ |

@ Event Source: [ |

Microsoft 365 Audit Log Rules

» [ PowerShell Script Log Rules

» 111 Argent Omega For Microsoft 365
whole word
» 141 Argent Omega For SNIMP
Match Regular Express
» 140 Argent Omega For SQL Server Wriatch Reguiar Expression
» £ Argent Omega Web Defender E1nclude Audit Failure Events
- [ Alerts

. Read User Data From Custom XPath |
» 14 Correction
» [ Notification (@) alert On Potential Data Loss
» [ Alert Macro (@ Alert If Failed To Open Windows Event Log

» 14 Monitoring Groups :
-l [ save performance Data To The Argent Forecaster Using Data Store: |

» [ Relators = [ ]
~ [ Macros | |
Email Recipients
SMS Recipients Tag 3: [ |

[ Post Event Even If The Same Event Is Still Outstanding (Unanswered)

Windows Processes Do So Only After 1[5 Hour | 0 [ inute since Event 1s Post

[ 1anore The Same Outstanding Event If Alerts Were Fired More Than [ Hour | 0[] minute Ago
[T Fost Event Only After Rule Is Broken | 25| or More Times

Reset Counter
’7®A’isr Event Is Post

@ after Event Is Ans

3
3
» [ Windows Services
»
>

Users

~ [ Calendars

» | Base Definitions.

» 14 Holidays

~ [ Administration

&9 License (Admin only)

The “In Addition To Compliance Audit Log...” section can be used to filter the Event log records to be

archived:

) |
ARGENT OM EGA (2.2A-2207-4) H:ne The?e' Argenl\ncstaanelp Ag.ﬂ Lugut

T ool sets Read Windows Security Log With Method: [T I ] -
» 1 Argent Omega Baseline

Archive Repository: e -
~ ' Argent Compliance Automator \REL Y

SRR CENIVERS AR GOM BRI ANGESARCLAVE — In Addition To Compliance Audit Log, Archive Windows Security Log Matching Following Criteria
» 1 Windows Event Log Rules Wevert ‘ |
» 141 Windows File Log Rules
a Include Or Exclude Event IDs. Enter ID Numbers And/Or ID Ranges Separated By Commas. To Exclude Criteria, Type A Minus Sign First. For Example 1,3,5-99,-76
» [ LINUX Or Unix File Log Rules
(@ Event user: [ |
» 1 5YSLOG Rules
» [ SOL Server Log Rules Wevent Category: ‘ J
» 1 Microsoft 365 Audit Log Rules @event Source: [ |
» [ Powershell Script Log Rules @wsteh case
» [ Argent Omega For Microsoft 365 & . .
Match Whole Wor
» [ Argent Omega For SNMP
» W Argent Omega For SOL Server @ match Regular Expression
» © Argent Omega Web Defender [E1nelude Audit Failure Events
- Alerts
. WRead User Data From Custom XPath |
» Correction
» 11 Notification (@ alert On Potential Data Loss
» [ Alert Macro (@ Alert I Failed To Open Windows Event Lag

» 11 Monitoring Groups
'g Group save Performance Date To The Argent Forecaster Using Data Store: |

> 14 Relators s | ]
~ 1 Macros
g2 | ]
» 11 Email Recipients
» 14 SMS Recipients o3 | ]
» [ Windows Services (@ Fost Event Even If The Same Event Is Still Outstanding (Unanswered)
» 141 Windows Processes Woosoonly after [ 1| Hour[ o[ Minute Since Event Is Post
» 1 Users

@ tanore The Same Outstanding Event If Alerts Were Fired More Than

[ Post Event Only After Rule Is Broken | 2] or More Times
> 14 Base Definitions

» [ Holidays Reset Counter
~ 1 Administration Event Is Post

[ Bwou[ B minsesso

= [ Calendars

Event Is Ans

& License (Admin Gnly) ~

The Read User Data From Custom XPath option is used to specify additional filtering criteria for
monitored events.

Windows NT6 (Vista or Server 2008) events are saved in XML format.

XPath is a method for selecting specific XML nodes from an XML document.

An example would be filtering on specific fields in the monitored event message body, such as ‘Account
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Name’, ‘Logon Type’, ‘Process Name’, etc.

)
ARGENT OMEGA (s s20r-) B . —

(3 o

About  Logout

- Tool Sets
» Argent Omega Baseline
~ [ Argent Compliance Automator

~ [ windows Compliance Rules

Windows Event Log Rules
‘windows File Log Rules
LINUX Or Unix File Log Rules
SYSLOG Rules
SQL Server Log Rules
Microsoft 365 Audit Log Rules

PowerShell Script Log Rules
Argent Omega For Microsoft 365
Argent Omega For SNMP

Argent Omega For SQL Server

Argent Omega Web Defender
- [0 Alerts

Correction

Notification

Alert Macro
» Monitoring Groups
» [ Relators
v Macros
» 1 Email Recipients
» [ 5MS Recipients
» 14 Windows Services
» 14 Windows Processes
» 1 Users
~ 1 Calendars

» 1 Base Definitions

» 14 Holidays
v Administration

9 License (Admin nly)

Read Windows Security Log With Method: [[GIERIITEEER) TN >
{default} -

— In Addition To Compliance Audit Log, Archive Windows Security Log Matching Following Criteria

Archive Repository:

[event 0: |

Include Or Exclude Event IDs. Enter ID Numbers And/Or ID Ranges Separated By Commas. To Exclude Criteria, Type A Minus Sign First. For Example 1,3,5-99,-76

[@event user:

@Event Category:

@ Event Source:

@watch case
[ LER

@ match Regular Expression

Whole Word

@ include Audit Failure Events

’7 Reset Counter

WRead User Data From Custom xPath | ] |

() Alert On Potential Data Loss

[ lert 1 Failed To Gpen Windows Event Log

[@save performance Data To The Argent Forecaster Using Data Store: |
Tag 1z [ ]

Tag 2: [ ]

Tag3: [ ]

[ Post Event Even If The Same Event Is Still Outstanding {Unanswered)

Woosconly after [ 1[E| Hour[ 0[] Minute Since Event Is Post

[ tanore The Same Outstanding Event If Alerts Were Fired More Than

Hour [ 0[] Minute Ago

(@ Post Event Only After Rule Is Broken Or More Times

The Alert If Failed to Open Windows Event Log option can be used to trigger an alert if the Windows

Compliance Rule fails to open the Windows Event Logs on the monitored server.

This can happen if the monitored server is down or if there is a permissions issue connecting to the server.
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Windows Event Log Rules

Windows Event Log Rules allow customers to choose and filter on specific Windows Event Log criteria for
monitoring or archiving or both.

Windows Event Log Rules can monitor and archive critical security logs across all windows servers and
workstations in your network.

You can easily detect events such as failed logons, bad passwords, account lockouts, failed attempts to
access secure files, security log tampering, etc.

You can also create any number of Rules to enforce the security policies adopted by your company; this is
like an Active Directory policy on steroids.

In addition to Security logs, Windows Event Log Rules can monitor or archive Application, System,
Directory Services, DNS Server, File Replication and other event logs.

Rules can be configured to monitor events generated by any application, including mission-critical
applications like Exchange, IIS, MS-SQL and ISA servers.

Event Log Rule Screen:

— #« ) k
= ARGENT OM EGA (2.2A-2207-4) Home Yheﬁs' Argenﬂnc!luanelp Ab?ul m:;.a)m

» | Argent Omega Baseline 3 =
Event Severity: ritical Error
¥ [ Argent Compliance Automator

b
8
8
B
8
Ll

Event ID:

J

Include Or Exclude Event IDs. Enter ID Numbers And/Or ID Ranges Separated By Commas. To Exclude Criteria, Type A Minus Sign First. For Example 1,3,5-99,-76

» 141 Windows Compliance Rules

- Windows Event Log Rules
I EVT_APPLICATION_ERROR Read Windows Event Log With Method: [t b ]
T EVT_AUDIT_FAILURE Rule View:

iI

* EVI_SYSTEM_ERROR Ignore Event Log Records Over: o

I
>

> Windows File Log Rules

» 111 LINUX Or Unix File Log Rules Fire Event With Format: @ System Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message
» SYSLOG Rules ‘Additional Event Log Filtering Criteria

» [ SQL Server Log Rules [@event user:

» [ Microsoft 265 Audit Log Rules @ Event Category:

» 1 Powershell Script Log Rules @ event Source:

> Argent Omega For Microsoft 365 D o User Data: ssing spath
> Argent Omega For SNMP
4 Argent Omega For SQL Server
» 14 Argent Omega Web Defender
v Alerts
» 14 Correction
* 1 Notifieation @ Events In Time Range: EEX |
| peretiao [ alert Only If The Specific Event Happens More Than [ i vimes

» [ Monitoring Groups
() Alert If The Specific Event Does NOT Exist
13 Relators

- i Macros [ Treat Events With Same Event ID, Source And Type As Same Events (Ignore Event Message)

Email Recipients ([ Retrieve Performance Metric From xPatf

SMS Recipients Performance Object Name:

3
»
» [ Windows Services
3
»

Counter Name:

Windows Processes

Users

~ I Calendars. Machine Name:

» [ Base Definitions

default’

[ Correct Event If Sesing Event 1d Of Same Source

[
\
[
Instance Name [
“
\

» [ Holidays =
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Select any Rule and use the ‘Add New’ right-click option to create a new Rule in the Windows Event Log

Rules:

o) I

ARGENT O M EGA 2.2A-2207-A) H;ﬂr:\e Theﬁe' Arg ent\r\cstumHel Abecut Lo(':ut
( g p ¢l

~ [ Tool Sets

Event Log Name:

Argent Omega Baseline N
—

Argent Compliance Automator
Event ID: [1-00000 ]

“

» 144 Windows Compliance Rules

T Windows Event oy Fles Include Or Exclude Event IDs. Enter ID Numbers And/Or ID Ranges Separated By Commas. To Exclude Criteria, Type A Minus Sign First. For Example 1,3,5-99,-76

B EVT_APPLICATION_ERROR Read Windows Event Log With Method: [ G e DA LGl v
T EVT_SYSTEM_ERROR Ignore Event Log Records Over: -

+ 1 Windows File Log Rules
» - LINUX Or Unix File Log Rules Fire Event With Format: @ System Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message
» B SYSLOG Rules Additional Event Log Filtering Criteria
» [ SQL Server Log Rules @ event User: [x ]
» (4 Microsoft 365 Audit Log Rules W event Category: = |
» 11 PowerShell Script Log Rules Wevent source: B ]
? 1 Argent Omega For Mierosoft 265 @B custom User Data: ( | using xPath
» Argent Omega For SNMP
» [ Argent Omega For SQL Server Wriatch case
» [ Argent Omega Web Defender @ wMatch Whole Word
~ [ Alerts @ match Regular Expression
» 14 Correction
» 1 Notification @ Events In Time Range: [00:00:00 ] - [23:50:50 ]
* M Alert Macro @ Alert Only If The Specific Event Happens More Than = Times

» [ Monitoring Groups
) (B Alert If The Specific Event Does NOT Exist

» 1 Relators

- Macros -Trea( Events With Same Event ID, Source And Type As Same Events (Ignore Event Message)

@ Retrieve Performance Metric From XPath: [ ]

Email Recipients

SMS Recipients Performance Object Name: [ ] @ use as xpath

Counter Name: | @ use As xpath

Windows Processes

»
»
» 1 Windows Services 0
»
»

Users Instance Name: [ | @use as xpath

~ [ Calendars Machine Name: [1defaule ] B use As xpath

» [ Base Definitions

[ Correct Event IF Seeing Event 1d Of Same Sourcs: | ]
» 1 Holidays > 4

Event Log Names can be loaded from Licensed Remote or Local Windows machines by clicking on the

Reload button:

Select A Windows Machine

[ use S Remating

{default} -

Monitored machines can be selected from the Remote Machine combo box.
Check the Use PowerShell Remoting option if you want to use the PowerShell Remoting method to

retrieve Event logs from the Remote machine.
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Select a Generator from the Execute On combo box. The selected Generator retrieves Event log names

from the specified machine.

Use the Event Severity field to filter events by the specified severity level.

ARGENT OMEGA (:21-2205-1) # o o e o

~ [ Tool Sets
» | Argent Omega Baseline
= [ Argent Compliance Automator

» 141 Windows Compliance Rules

+ 1 Windows Event Log Rules

AP

ICATION_ERROR
EVT_AUDIT_FAILURE
T EVI_SYSTEM_ERROR

Windows File Log Rules
LINUX Or Unix File Log Rules
SYSLOG Rules

SQL Server Log Rules
Microsoft 365 Audit Log Rules
Powershell Script Log Rules

» 1 Argent Omega For Microsoft 365
» [ Argent Omega For SNIMP
» 1 Argent Omega For SQL Server
» 111 Argent Omega Web Defender
T Alerts
» 14 Correction
» [ Notification
» 1 Alert Macro
» [ Monitoring Groups
» - Relators
= [ Macros
» 111 Email Recipients
» [ SMS Recipients
» 14 Windows Services
» [ Windows Processes
» 1 Users
= [ Calendars

» [ Base Definitions

» [ Holidays

Theme ~ Argent Instant Help About Logout

Event Log Name:

= ]

Event 1D: 999

Include Or Exclude Event [Ds. Enter ID Numbers And/Or 1D Ranges Separated By Commas. To Exclude Criteria, Type A Minus Sign First. For Example 1,3,5-99,-76
Read Windows Event Log With Method:
Rule View: mple

Ignore Event Log Records Over:

Fire Event With Format: @ System Default @ 1Individual @ Combined With Latest Event Message @ Combined With Full Event Message

Additional Event Log Filtering Criteria

[@event user:

@ Event Source:

\ J
@ Event Category: [ |
\ |
\ J

(@ custom User Data: Using XPath

@ match Case
@ Match Whole Word

@ Match Regular Expression

@ Events In Time Range: [

(@ alert Only If The Specific Event Happens More Than
() Alert If The Specific Event Does NOT Exist

([l Treat Events With Same Event ID, Source And Type As Same Events (Ignore Event Message)

(@ Retrieve Performance Metric From XPath:

Performance Object Name:

Instance Name:

Machine Name:

\
\
Counter Name: (
\
\
\

(@ Correct Event If Seeing Event Id Of Same Source:

Use the Event ID field to specify which Event IDs you’d like the Rule to look for when archiving or triggering

events.

Event ID numbers can be added as individual numbers or as ranges separated by commas.

A minus sign can be used to exclude monitoring a specific Event ID from the listed Event ID Range.

For example: ‘1,3,5-99, -76’

ARGENT OMEGA (:21-2207-1) # ed o e o

- Tool Sets
> 11 Argent Omega Baseline
v Argent Compliance Automator
» 141 Windows Compliance Rules
v Windows Event Log Rules
AP|

ICATION_ERROR |

EVT_AUDIT_FAILURE
™ EVI_SYSTEM_ERROR

Windows File Log Rules
LINUX Or Unix File Log Rules
SYSLOG Rules

SQL Server Log Rules
Microsoft 365 Audit Log Rules
PowerShell Script Log Rules

» 1 Argent Omega For Microsoft 365
> Argent Omega For SNMP
> Argent Omega For SQL Server
» 11 Argent Omega Web Defender
v Alerts
» 14 Correction
> 1 Notification
» 14 Alert Macro
» [ Monitoring Groups
13 Relators
- 14 Macros
» 1 Email Recipients
» SMS Recipients
» 14 Windows Services
> 14 Windows Processes
» 14 Users
~ 1 Calendars

» | Base Definitions

» [ Holidays

Argent Instant Help About Logout

Event Log Name:

DT
Event Saverity:
Event ID: 00099

Read Windows Event Log With Method:

Rule View:

Ignore Event Log Records Over:
Fire Event With Format: @ System Default @ Individual @ Combined With Latest Event Message @ Combined With Full Event Message
Additional Event Log Filtering Criteria

[@event user:

@ Event Category:

@ Event Source:

\ J
\ |
\ |
@ custom User Data: ( | using xpath

@ match Case
[

@ Match Regular Expression

Whole Word

@ Events In Time Range: [

@ Alert Only If The Specific Event Happens More Than
() Alert If The Specific Event Does NOT Exist

[ Treat Events With Same Event ID, Source And Type As Same Events (Ignore Event Message)

(@ Retrieve Performance Metric From XPath:

Performance Object Name:

Instance Name:

Machine Name:

\
\
Counter Name: (
\
\
\

(B correct Event If Seeing Event Id Of Same Source:
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The Read Windows Security Log With Method option is used to configure the Event Log Read method.

Argent Omega uses the following Event read methods:

Windows Event Log API

Legacy Event Logging API

o WMI

PowerShell Remoting

Automatically Determined (Default)

ARGENT OMEGA ;202205

5 e

Argent Instant Help About

O

Logout

= [ Tool Sets =

Event Log Name: [2ppiicati

]

» [ Argent Omega Baseline )
Event Severity:
114 Argent Compliance Automator

Critical Error -

Event ID: [1-00000

» 141 Windows Compliance Rules

J

~ 1 Windows Event Log Rules

[ EVT_APPLICATION_ERROR |

T EVT_AUDIT_FAILURE

Read Windows Event Log With Method:

Automatically Determined

Rule View:

T EVI_SYSTEM_ERROR Ignore Event Log Records Over:

]

@ System Default @ Individual @ Combined With Latest Event Message @ Combined With Full Event Message

wWindows File Log Rules
Fire Event With Format:

LINUX O Unix File Log Rules
Additional Event Log Filtering Criteria

Include Or Exclude Event IDs. Enter ID Numbers And/Or 1D Ranges Separated By Commas. To Exclude Criteria, Type A Minus Sign First. For Example 1,3,5-99,-76

SYSLOG Rules

SQL Server Log Rules [@event user:
Microsoft 365 Audit Log Rules

PowerShell Script Log Rules

@Event Category:

@Event Source:

» [ Argent Omega For Microsoft 365

(@ Custom User Data: Using XPath

» [ Argent Omega For SNMP

4 Argent Omega For SQL Server
» [ Argent Omega Web Defender @ watch whole word
T Alerts @@ Match Regular Expression

» [ Correction

> 1 Notification @ Events In Time Range:

» [ Alert Macro

[ Alert Only If The Specific Event Happens More Than
» [ Monitoring Groups

(B Alert If The Specific Event Does NOT Exist
» [ Relators

- i Macros [ Treat Events With Same Event ID, Source And Type As Same Events (Ignore Event Message)

» [ Email Recipients @ Retrieve Performance Metric From XPath:

» | SMS Recipients Performance Object Name:

| @use

» [ Windows Services

Counter Name:

b [ Windows Processes

| @use a

» [ Users

.

Calendars Machine Name:

» 1" Base Definitions
[ correct Event If Seeing Event Id Of Same Source:

Instance Name [

» [ Holidays -

A XPath
| @use as xpath
ath

| @use As xpath
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Specify a time period in the Ignore Event Log Records Over field to skip monitoring Security Event Log

records that are older than the specified time:

ARGENT OMEGA (.2a-2200-0) ® © o

Argent Instant Help

Logout

= [ Tool Sets
» [ Argent Omega Baseline
~ 1 Argent Compliance Automator
* [ windows Compliance Rules

¥ I Windows Event Log Rules

[ EVT_APPLICATION_ERROR |

Windows File Log Rules

LINUX Or Unix File Log Rules

SYSLOG Rules

SQL Server Log Rules

osoft 265 Audit Log Rules

PowerShell Script Log Rules

» [ Argent Omega For Microsoft 365
» [ Argent Omega For SNMP

» [ Argent Omega For SQL Server

» [ Argent Omega Web Defender

v I Merts

Correction

Notification

Alert Macro
» [ Monitoring Groups
» [ Relators

~ [ Macros

Email Recipients

SMS Recipients

Windows Services

Windows Processes
» [ Users
~ [ Calendars

» [ Base Defi

b 1 Holidays

Event Seve

Event ID: 1-99990
Include Or Exclude Event IDs. Enter ID Numbers And/Or 1D Ranges Separated By Commas. To Exclude Criteria, Type A Minus Sign First. For Example 1,3,5-99,-76
Read Windows Event Log With Method:

anore Event Log Records Over: I

30

Minutes

Fire Event With Format: @ system Default @ Individual @ Combined With Latest Event Message @ Combined With Full Event Message

Additional Event Log

tering Criteria

[@Event User:

@ Event Category:

@ Event Source:

@ Custom User Data Using XPath

@ Match Case
@ wMatch whole Word

@ watch Regular Expression

[ Events In Time Range: [

0

(@ Alert Only If The Specific Event Happens More Than

(I Alert If The Specific Event Does NOT Exist
[ Treat Events With Same Event ID, Source And Type As Same Events (Ignore Event Message)

WRetr

& Performance Metric From XI

Performance Object Name:

\
\
Counter Name: [
Instance Name: (

Machine Name: {default

[ Correct Event If Seeing Event Id Of Same Sourc

ARGENT OMEGA (.2a-2200-0) ® © o

Theme ~ Argent Instant Help

Logout

~ [ Toal Sets

» [ Argent Omega Baseline
~ 1 Argent Compliance Automator
* [ windows Compliance Rules

¥ I Windows Event Log Rules

[ EVT_APPLICATION_ERROR |

» | Windows File Log Rules
» [/ LINUX Or Unix File Log Rules
» | SYSLOG Rules

» [ SQL Server Log Rules

osoft 365 Audit Log Rules
» 11 Powershell Seript Log Rules

» [ Argent Omega For Microsoft 365
» [ Argent Omega For SNMP

» [ Argent Omega For SQL Server

» [ Argent Omega Web Defender

v I Merts

Correction

Notification

Alert Macro
» [ Monitoring Groups
» [ Relators

~ [ Macros

Email Recipients

SMS Recipients

Windows Services

Windows Processes
» [ Users
~ [ Calendars

» [ Base Defi

b 1 Holidays

Event Sev

Event ID: 1-00009

Include Or Exclude Event IDs. Enter ID Numbers And/Or ID Ranges Separated By Commas. To Exclude Criteria, Type A Minus Sign First. For Example 1,3,5-99,-76

Read Windows Event Log With Method:  [SIEZNEE T TVE ]

Rule

Ignore Event Log Records Over:

Fire Event With Fermat: @ system Default @ Individual @ Combined With Latest Event Message @ Combined With Full Event Message |

Additional Event Log

tering Criteria

[@Event User:

@ Event Category:

\ J
\ |
Event Source: E |
\ J

@ Custom User Data Using XPath

@ Match Case
@ wMatch whole Word

@ watch Regular Expression

@ Events In Time Range:

(@ Alert Only If The Specific Event Happens More Than

(I Alert If The Specific Event Does NOT Exist
[ Treat Events With Same Event ID, Source And Type As Same Events (Ignore Event Message)

WRetr

Performance Object Name:

& Performance Metric From XI

Counter Nam

Instance Name:

Machine Name: {default

[ Correct Event If Seeing Event Id Of Same Source: | ]
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The Rule View can be defined as Simple or Advanced:

ARGENT OMEGA (:2n-2205-)

~ [ Tool Sets

> 11 Argent Omega Baseline
v Argent Compliance Automator
» 141 Windows Compliance Rules

+ 1 Windows Event Log Rules

[ EVT_APPLICATION_ERROR |

Windows File Log Rules

LINUX O Unix File Log Rules

SYSLOG Rules

SQL Server Log Rules

Microsoft 365 Audit Log Rules

PowerShell Script Log Rules
» [ Argent Omega For Microsoft 365
» [ Argent Omega For SNMP
» [ Argent Omega For SQL Server
» [ Argent Omega Web Defender
T 1 Merts

Correction

Notification

Alert Macro
» [ Monitoring Groups
» - Relators

» [ Macros

Email Recipients

» [ SMS Recipients

Windows Services

Windows Processes
» 1 Users
= [ Calendars

» | Base Defi

» [ Holidays

Event Log Name:

Event Severity:

Event ID:

Read Windows Event Log With Method:

J
Argent Instant Help About

[2pplication

DT
Critical Error

[1-00000 ]

Include Or Exclude Event IDs. Enter ID Numbers And/Or ID Ranges Separated By Commas. To Exclude Criteria, Type A Minus Sign First. For Example 1,3,5-99,-76

Automatically Determined

Rule 3

Ignore Event Log Records Over:

Fire Event With Format:
Additional Event Log g Criteria

[@event user:

@ Event Category:

@ Event Source:

(@ custom User Data:

@ System Default @ Individual @ Combined With Latest Event Message @ Combined With Full Event Message

Logout

Using xpath

@ match Case
@ Match Whole Word

@ Match Regular Expression

@ Events In Time Range:

@ Alert Only If The Specific Event Happens More Than

0

() Alert If The Specific Event Does NOT Exist

[ Treat Events With Same Event ID, Source And Type As Same Events (Ignore Event Message)

WRet

Performance Object Name:

e Performance Metric From Xi

Counter Name:
Instance Name:

Machine Name:

\
[ | @use as xpath
\
\

| @use as
| @use a

{default | @use 2

I correct Event If Sesing Event Id Of Same Source: |

When using the Advanced Rule View, it is possible to use the Advanced Event Filter String option using

XPath or PowerShell:

ARGENT OMEGA (2x-220e-m)

v [ Tool Sets
» I Argent Omega Baseline

~ 1 Argent Compliance Automator

Windows Compliance Rules
~ 1 Windows Event Log Rules
EVT_AUDIT_FAILURE

T EVT_SYSTEM_ERROR

Windows File Log Rules

LINUX/Unix File Log Rules

SYSLOG Rules

SQL Server Log Rules

Microsoft 365 Audit Log Rules

PowerShell Script Log Rules
» 14 Argent Omega Web Defender
» [ Argent Omega For Microsoft 365
» 14 Argent Omega For SQL Server
» Alerts
» [ Monitoring Groups
» 14 Relators
» 14 Macros
» 1 Calendars
~ 144 Administration
¥ License (Admin Only)
~ 1 Generator Settings
» & Argent Omega
» o Argent Alert Mechanism
» o Argent Forecaster
~ ©° Argent SIEM-Complete

> L SIEM poli

Event Log Name:
Event Severity:
Event ID:

Read Windows Event Log With Method:

5/
Argent instantHelp ~ About

T ]
1-99999

Automatically Determined -

Rule Viey

Advanced -

Ignore Event Log Records Over:

e Event With Format:

System Default

Combined With Latest Event Message

Advanced Event Filter St

Combined With Full Event Message

(@ Events In Time Range:

(@ Alert Only If The Specific Event Happens More Than

(@ Alert If The Specific Event Does NOT Exist

(@ Treat Events With Same Event ID, Source
[ Retrieve Performance Metric From XPath.
Performance Object Name:
Counter Name:
Instance Name:

Machine Name:

(@ Correct Event If Seeing Event Id Of Same Source:

Save Matching Events To Archive Repository:

(@ save Archive Data Only

And Type As Same Events (Ignore Event Message)

( \

| @ use as xpath

| Buse as xpath

default | @use as xpath

\
\
[ | Buse as xpath
\
\

J

(Y]
Logout
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In the Simple Rule View, there is an Additional Event Log Filtering Criteria block where you can specify

Event User, Category, Source and Custom User Data:

ARGENT OMEGA c.vsaors) LB &

* [ windows Compliance Rules
¥ I Windows Event Log Rules

[ EVT_APPLICATION_ERROR |

EVT_AUDIT_FAILURE

T EVT_SYSTEM_ERROR

Windows File Log Rules

LINUX Or Unix File Log Rules

SYSLOG Rules

SQL Server Log Rules

Microsoft 365 Audit Log Rules

PowerShell Script Log Rules

» (1 Argent Omega For Microsoft 365

» [ Argent Omega For SNMP
» [ Argent Omega For SQL Server
» [ Argent Omega Web Defender
Alerts
» [ Correction
» 1 Notification
» [ Alert Macro
Moritoring Groups
Relators
Macros
» [ Email Recipients
» [ SMS Recipients

» [ windows Services

» [ Windows Processes

» [ Users

Calendars

» [ Base Definitions.

b 1 Holidays

Theme ~ Argent Instant Help

- Tool Sets
EE Event Log Nome: B DETEE
» [ Argent Omega Baseline B
~ [ Argent Compliance Automator
Event ID:

Include Or Exclude Event IDs. Enter ID Numbers And/Or ID Ranges Separated By Commas. To Exclude Criteria, Type A Minus Sign First. For Example 1,3,5-99,-76

Automatically Determined -

Read Windows Event Log With Method:
Rule View:

Ignore Event Log Records Over:

Fire Event With Format: @ system Default @ Individual @ Combined With Latest Event Message @ Combined With Full Event Message

About

Logout

Additional Event Log Filtering Criteria

[@Event User:

@ Event Category:

@ Custom User Data

\ J
\ |
Event Source: [ |
\ J

Using xPath

@ Events In Time Range:

(@ Alert Only If The Specific Event Happens More Than
(I Alert If The Specific Event Does NOT Exist

@ Treat Events With Same Event ID, Source And Type As Same Events (Ignore Event Message)

(@ Retrieve Performance Metric From XPath:

Performance Object Name:

Instance Name:

Machine Name:

\
\
Counter Name: [
\
\
\

[ Correct Event If Seeing Event Id Of Same Source:

»

»

3

Tool Sets

Argent Omega Baseline

~ 1 Argent Compliance Automator

* [ windows Compliance Rules

¥ I Windows Event Log Rules

Windows File Log Rules

LINUX Or Unix File Log Rules

SYSLOG Rules

SQL Server Log Rules

Microsoft 365 Audit Log Rules

PowerShell Script Log Rules
Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender

Moritoring Groups
Relators
Macros
Email Recipients
SMS Recipients

Windows Services

Base Definitions.

Holidays

(4
Theme~  Argent Instant Help

Additional Event Log Filtering Criteria

About

O
Logout

@ Event user:

@ Event Source:

@ custom User Data

\ J
(@ Event category: [ |
\ J
[ | using xpath

@ watch Case
@ Match Whole Word

@ match Regular Expression

@ Events In Time Range: [

(Il Alert Only If The Specific Event Happens More Than

(@ lert If The Specific Event Does NOT Exist

[ Treat Events With Same Event ID, Source And Type As Same Events (Ignore Event Message)

(@ Retrieve Performance Metric From XPath:

| @use as xpath

Performance Object Name:

. | @ e ot
» 14 Correction Instance Name: | @use as xpath

» 14 Notification
Machine Name: {default | @ use s xath

> 1 Alert Macro

\
\
Counter Name: [
\
\
[ Correct Event IF Seeing Event 1d Of Same Source: |

(@ save Matching Events To Archive Repository:
() save Archive Data Only.

[ Alert If Failed To Gpen Windows Event Log

([ Save Performance Data To The Argent Forecaster Using D

- Windons processes oL )
b O Usars T2 | ]
~ [ Calendars Tag 3: [ ]

[ Fost Event Even If The Same Event Is Still Outstanding {Unanswered)

Moo cooon tc poct

The Alert Only If The Specific Event Happens More Than option is used to fire an Alert only if the filtered
events happens more than the specified number of times.

There is an option to Alert if the Specific Event does not exist:
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»

»

3

»

Tool Sets
Argent Omega Bassline
Argent Compliance Automator
Windows Compliance Rules
Windows Event Log Rules

[ EVT_APPLICATION_ERROR |

™ EVI_AUDIT_FAILURE

T EVT_SYSTEM_ERROR
Windows File Leg Rules
LINUX Or Unix File Log Rules
SYSLOG Rules
5QL Server Log Rules
Microsoft 365 Audit Log Rules
PowerShell Seript Log Rules

Argent Omega For Microsoft 365

Argent Omega For SNMP

Argent Omega For SQL Server

Argent Omega Web Defender
Alerts

Correction

Notification

Alert Macro

Monitoring Groups

Relators

Macros

Email Recipients
SMS Recipients
Windows Services
Windows Processes
Users

Calendars

Base Definitions

Holidays

ARGENT OMEGA (.2a-2200-0)

Additional Event Log Filtering Criteria

@ Event user:
@ event Category:

@ Event Source:

Home

Theme ~

)
Argent Instant Help

About

Logout

@ custom User Data Using XPath
@ Events In Time Range: [00:00:00 23 |
(@ Alert Only If The Specific Event Happens More Than [ 1[5 imes|

() Alert If The Spedific Event Does NOT Exist

@ Treat Events With Same Event ID, Source And Type As Same Events (Ignore Event Message)

(@ Retrieve Performance Metric From XPath:

Performance Object Name:
Counter Name:
Instance Name:

Machine Name:

(@ Correct Event If Seeing Event Id Of Same Source:

(@ save Matching Events To Archive Repository:

() save Archive Data Only.

default;

[ Alert If Failed To Gpen Windows Event Log

save Performance Date To The Argent Forecaster Using Data Store: |

Tag 1: |

l

Tag 2 |

l

Tag3: [

J

[ Fost Event Even If The Same Event Is Still Outstanding {Unanswered)

[ LN |

The Treat Events with Same Event ID, Source And Type As Same Events (Ignore Event Message)

option can be used to ignore the content of the Event Message description field when determining if

multiple monitored event instances should be considered as the same event.

This is used in conjunction with the options for Alert Only If The Specific Event Happens More Than X

Times and Post Event Even If The Same Event Is Still Outstanding (Unanswered).
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) |
ARGENT OMEGA (2.2A-2207-4) The?ev Argenl\ncstaanelp Akgﬂ 9

Logout

~ Mool Sets Additional Event Log Filtering Criteria

» [ Argent Omega Baseline Wevent User:

~ 1 Argent Compliance Automator

@ event Category:
* [ windows Compliance Rules

\ |
\ |
~ 1 Windows Event Log Rules [ Evert Source: } I

[ EVT_APPLICATION_ERROR | @ custom User Data

EVT_AUDIT_FAILURE Ok

Erat

Using xpath

se
T EVI_SYSTEM_ERROR

ole Word

» | Windows File Log Rules

» (4 LINUX O Unix File Log Rules Wriatch Regular Expression

» [ S¥SLOG Rules

@ Events In Time Range: [

» 15QL Server Log Rules

» 1 Microsoft 365 Audit Log Rules @ Alert Only If The Specific Event Happens More Than

+ [ PowerShell Script Log Rules (B Alert If The Specific Event Does NOT Exist
» | Argent Omega For Microsoft 365 ﬁmat Events With Same Event D, Source And Type As Same Events (Ignore Event Message) |
» [ Argent Omega For SNMP @ Retrieve Performance Metric From XPath: |
» [ Argent Omega For SQL Server

Performance Object Name:

» | Argent Omega Web Defender

v 1 Merts Counter Name:

» [ Correction Instance Name:

» [ Notification

Machine Name: {default | @ use s xath

(@ save Matching Events To Archive Repository: {default} -

() save Archive Data Only.

» [ Alert Macro

» 1 Monitoring Groups () Correct Event If Sesing Event Id Of Same Source:

» [ Relators
~ [ Macros
Email Recipients

SMS Recipients () alert If Failed To Gpen Windows Event Log

save Performance Date To The Argent Forecaster Using Data Store: |

y
»
» [ Windows Services
y
»

windows Processes Tag 1: [ ]
Users Teg 2: | ]
~ 1 Calendars Tog3: | ]

» [ Base Definitions [ Post Event Even If The Same Event Is Still Outstanding (Unanswered)

> 4 Holidays ~ IS TSP " 2B winuto ince evont 1o post =

The Performance Metric from XPath option provides the ability to save specified fields from monitored
events as Performance Object metrics.

Specific fields in the monitored logs can be saved and labeled in the database as Performance Object
Name, Counter Name, Instance Name and Machine Name.

This is useful if the monitored log events contain metrics that a customer would like to view in a historical

graph report in the same way that Windows Performance Object metrics are often viewed.

) |
ARGENT OM EGA (2.2A-2207-4) H:ne The?ev Argenl\ncstaanelp Akgﬂ 9

Logout

= [ Tool Sets
» [ Argent Omega Baseline
~ 1 Argent Compliance Automator
* [ windows Compliance Rules
¥ [ Windows Event Log Rules

[ EVT_APPLICATION_ERROR |

EVT_AUDIT_FAILURE

T EVT_SYSTEM_ERROR
Windows File Leg Rules
LINUX Or Unix File Log Rules
SYSLOG Rules
5QL Server Log Rules
Microsoft 365 Audit Log Rules

PowerShell Script Log Rules
Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender
- [0 Alerts

» [ Correction

» 1 Notification

» [ Alert Macro
» [ Monitoring Groups
» [ Relators
~ [ Macros

» [ Email Recipients

» [ SMS Recipients

» [ Windows Services

» [ Windows Processes

> 1 Users
~ [ calendars

» 1 Base Definitions

» 14 Holidays

Additional Event Log Filt

@ Event user:

@ event Category:

\ J
\ J
@ Event Source: [ |
\ |

@ custom User Data Using XPath

@ watch Case
Bt

@ match Regular Expression

Whole Word

@ Events In Time Range: [

(@ lert Only If The Specific Event Happens More Than

(@ lert If The Specific Event Does NOT Exist

@ Treat Events With Same Event ID, Source And Type As Same Events (Ignore Event Message)

(@ Retrieve Performance Metric From XPath:

Performance Object Name:

Counter Name:

Machine Name:

Instance Name: [

(@ Correct Event If Seeing Event Id Of Same Source:

(@ save Matching Events To Archive Repository: {default} -

() save Archive Data Only.

[ Alert If Failed To Gpen Windows Event Log

save Performance Date To The Argent Forecaster Using Data Store: |

Tag 1z [ ]

Tag 2: [ ]

Tag3: [ ]

[ Fost Event Even If The Same Event Is Still Outstanding {Unanswered)
oo co ool e o 2 sinuste Since Event 1c orct
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The Correct Event If Seeing Event ID of Same Source option can be used to trigger a condition

corrected event if the specified Event ID is seen from the same Event source:

Ty ) C
ARGENT OMEGA (2.2A-2207-4) < ArgenﬂncstumHglp Abeum Lugut

= [ Tool Sets Additional Event Log iter

> 11 Argent Omega Baseline Wevert ser:

~ [ Argent Compliance Automator

[@Event Category:
» 141 Windows Compliance Rules

~ 1 Windows Event Log Rules

[ EVT_APPLICATION_ERROR| @ custom User Data:

EVT_AUDIT_FAILURE

\ J
( J
[ Event Source: ( |
\ |

Using XPath

EVT_SYSTEM_ERROR

@watch

@ Match Regular Expression

Whole Word
» [ Windows File Log Rules.

» [ LINUX Or Unix File Log Rules

» [ SYSLOG Rules

@ Events In Time Range:

» [ SQL Server Log Rules
» [ Microsoft 365 Audit Log Rules
» | PowerShell Script Log Rules [ Alert 1f The Specific Event Does NOT Exist

(@ alert only If The Specific Event Happens More Than
» [ Argent Omega For Microsoft 365 @ Treat Events With Same Event ID, Source And Type As Same Events (Ignore Event Message)

» [ Argent Omega For SNMP (@ Retrieve Performance Metric From XPath:
» [ Argent Omega For SQL Server

Performance Object Name:
» 11 Argent Omega Web Defender

= 1 Alerts Counter Name:

» [ Correction Instance Name;

b 10 Notification "
Machine Name:
» [ Alert Macro

» [ Monitoring Groups [ Correct Event If Seeing Event Id Of Same Source:

» [ Relators [ ave Matching Events To Archive Repository:

~ [ Macros

. . (@) save Archive Data Only
» 111 Email Recipients

[ Alert I Failed To Gpen Windows Event Log

» [ SHS Recipients
[)save performance Data To The Argent Forecaster Using Data Store: |

» [ Windows Services

» 14 Windows Processes T | J
» b Users R ]
- Calendars Tag 3: [ ]

» [ Base Definitions [ Post Event Even If The Same Event Is Still Outstanding {Unanswered)

=TS Lo afer B, o | inuts Ginea Cuant 1o Dnse =

» [ Holidays -

The Save Matching Events To Archive Repository option is used to specify the Archive Repository

where events are saved.

The Save Archive Data Only option can be used to save archived data without triggering Alerts:

) O
ARGENT OM EGA (2.2A-2207-1) - Thege‘ Argenﬂr\cstamHEIp Agm m;'gut

v [ Tool Sets Additional Event Log Filtering Criteria

N N
Argent Omega Baseline Wevent User:

~ [ Argent Compliance Automator

@ Event Category:

» [ Windows Compliance Rules

~ [ Windows Event Log Rules

[l EVT_APPLICATION_ERROR| [Ecustom user pata

Using xPath

\ J
\ J
[@event source: [ |
\ |

EVT_AUDIT_FAILURE @Match Case

[~ LE

EVT_SYSTEM_ERROR .
- - Whole Word

» [ windows File Log Rules

>

3

LINUX Or Unix File Log Rules
SYSLOG Rules
SQL Server Log Rules
Microsoft 365 Audit Log Rules
PowerShell Script Log Rules
Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender
Alerts
Correction
Notification
Alert Macro
Moritoring Groups
Relators
Macros
Email Recipients
SMS Recipients
Windows Services
Windows Processes
Users
Calendars
Base Definitions

Holidays

@ match Regular Expression

@ Events In Time Range: |::‘

([ Alert Only If The Specific Event Happens More Than

(I Alert If The Specific Event Does NOT Exist

(@ Treat Events With Same Event ID, Source And Type As Same Events (Ignore Event Message)

(@ Retrieve Performance Metric From XPath:

Performance Object Name:

Counter Name:

Instance Name:

Machine Name:

() Correct Event If Seeing Event Id Of Same Sourca:

{8 save Matching Events To Archive Repository: {default}

(@) save Archive Data Only

() alert If Failed To Gpen Windows Event Log

@ Save Performance Data To The Argent Forecaster Using Data Store: [
Tag 1: [ ]

Tag 2: [ ]

Tag 3: [ ]

[ post Event Even If The Same Event Is Still Outstanding {Unanswered)

=15 ey " | e cinco Fvant 1o ongy
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The Alert If Failed to Open Windows Event Log option can be used to trigger an alert if the Windows

Compliance Rules failed to open the Windows Event Log on the monitored server.

3

»

3

»

ARGENT OMEGA ;202205

Additional Event Log Filtering Criteria

Tool Sets
Argent Omega Baseline
Argent Compliance Automator
Windows Compliance Rules
Windows Event Log Rules

[ EVT_APPLICATION_ERROR |

EVT_AUDIT_FAILURE

T EVI_SYSTEM_ERROR

Windows File Log Rules
LINUX Or Unix File Log Rules
SYSLOG Rules
SQL Server Log Rules
Microsoft 365 Audit Log Rules
PowerShell Script Log Rules
Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender
Alerts
Correction
Notification
Alert Macro
Monitoring Groups
Relators
Macros
Email Recipients
SMS Recipients
Windows Services
Windows Processes
Users
Calendars
Base Definitions

Holidays

L

Theme~

o

Argent Instant Help

e

About

O

Logout

@ Event User:

[@Event Category:

@ Event Source:

Using XPath

(
\
\
@ Custom User Data: ‘

@ watch case
@ match whole Word

@ Match Regular Expression

@ Events In Time Range: [

(@ alert only If The Specific Event Happens More Than
(B Alert If The Specific Event Does NOT Exist
([ Treat Events With Same Event ID, Source And Type As Same Events (Ignore Event Message)

| @use as xpath

(@ Retrieve Performance Metric From XPath:

Performance Object Name:

| @use as xpath

Instance Name: | @use as xpath

Machine Name: | @use as xpath

\
\
Counter Name: [
\
\
\

[ Correct Event If Seeing Event Id Of Same Source:

(8 Save Matching Events To Archive Repository:

(@) save Archive Data Only

ot Forecaster Using Dats Store: |

[ Post Event Even If The Same Event Is Still Outstanding (Unanswered)

L Tlunel T vinvacinens

=TS s it 1z Dnse
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Windows File Log Rules

Applications often write logging debug information to text files for software developers and system

engineers to resolve application issues when they occur.

The Argent Windows File Log Rules automates looking for key text phrases within any log file for both

monitoring and archiving:

3

ARGENT OMEGA (:.2n-2200-0)

Tool Sets
Argent Omega Baseline
Argent Compliance Automator
Windows Compliance Rules
Windows Event Log Rules
Windows File Log Rules
3 WIN_LOK
LINUX Or Unix File Log Rules
SYSLOG Rules
SQL Server Log Rules
Microsoft 365 Audit Log Rules
PowerShell Script Log Rules.
Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SOL Server
Argent Omega Web Defender
Alerts
Correction
Notification
Alert Macro
Monitoring Groups
Relators
Macros
Email Recipients
SMS Recipients.
Windows Services
Windows Processes
Users

Calendars.

Base Defi
Holidays

Administration

9 License (Admin Only)

Log File Path:

Scan Option:

Date Or Time Format:

Ignore File Log Records Over:
Fire Event With Format:
Use Advanced Rule Definition:

Rule Is Broken If Log Line:

@ events In Time Range:

(@ Alert Gnly If The Specific Event Happens Mare Than

)

Theme -

[ ]

Argent Instant Help About Logout

[c2\Program Files\pi SOL Server\MSSQL14.5QLE L\Log\ERRORLOG

(Il File Name Is Regular Expression

[ Use Yesterday's Date For Date Or Time Variables Used In File Path

[ 8ias Date Or Time Variables Used In File Path By E Hours
[ Read Only Last Megabytes
The Latest File Only

I T

[wvv'MM—dd HH:mm:ss.nn

(Il Date Or Time In Log File Is UTC Time

@ system Default @ Individual @ Combined With Latest Event Message @ Combined With Full Event Message
[Covid ot alscae space, Eron, Excepton, Logi Faid

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma

And Minus Sign, Proceed With Character '\". Wildcards =" And ‘7" Are Supported

@ Match Case
@ Match Whole Word
(@ Match Regular Expression

[ Assign Event ID:

[ Alert If The Specific Event Does NOT Exist

[ Alert Message Include
i correct Condition If Log Line
{8 save To Archive Repository:

@ ~Archive All Log Lines

@ Archive Matching Log Lines

Archive If Log Line

Use the Log File Path text box to specify the path to the monitored file. The current file can be viewed by

clicking the View Log File button:

3

ARGENT OMEGA (202205

Tool Sets
Argent Omega Baseline
Argent Compliance Automator
Windows Compliance Rules

windows Event Log Rules

¥ I Windows File Log Rules.

»

3

2 WIN_LOG_ARCHIVE_SQL_ERROR

LINUX Or Unix File Log Rules

3 SYSLOG Rules

» 1115QL Server Log Rules

> Microsoft 365 Audit Log Rules
» 111 Powershell Seript Log Rules

Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender
Alerts
Correction
Notification
Alert Macro
Monitoring Groups
Relators
Macros
Email Recipients
SMS Recipients
Windows Services
Windows Processes
Users
Calendars
Base Definitions.
Holidays
Administration

® License (Admin Only)

(=3

od ¢ e O

Theme ~ Argent Instant Help About Logout

||  veriabies View Log File

|c:\program i SQL Server\MSSQL14.5QLI L\Log\ERRGRLOG

(@ File Name Is Regular Expression

[l Use Yesterday's Date For Date Or Time Variables Used In File Path

8 Bias Date Or Time Varlables Used In File Path By Hours
@read only Last[ 10 Megabytes

BT

Scan Option:

Date Or Time Format: (s M-dd HH:mm:ss.nn

@ Date Or Time In Log File Is UTC Time

@ system Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message

Ignore File Log Records Over:
Fire Event With Format:

Use Advanced Rule Definition:

(Cout no locatespace, Eor, Excepion, Logn aied

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma
And Minus Sign, Proceed With Character '\'. Wildcards ™" And ‘2" Are Supported

Rule Is Broken If Log Line:

@ Match Case
@ Match Whole Word
@ Match Regular Expression

[ assign Event ID:

@ events In Time Range:

@ Alert only If The Specific Event Happens Mare Than

[ Alert If The Specific Event Does NOT Exist

([ Alert Message Include Lines Before And

I correct Condition If Log Line [

{default}

{8 save To Archive Repository:
@ Archive All Log Lines

@ Archive Matching Log Lines

Archive If Log Line | i =
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2622-63-09 10:5 6 Server Microsoft SQL Server 2016 (RTH) - 13.0.1681.5 (X64)
hpr 29 2616 23:23:58
Copyright (c) Microsoft Corporation
Express Edition (64-bit) on indows 10 Pro 6.3 <X64> (Build 13044: ) (Hypervisor)

UTC adjustment: 5:3@
(c) Microsoft Corporation.
All rights reserved
Server process ID is 6052.
2022-03-02 10:53:01.57 server Systen Manufacturers 'LENOVO', System Model: '1e132'.
Authentication made is HIXED.
Logging SQL Server messages in file "C:\Program Files\iicrosoft SQL Server\NSSQL13.MISSQLSERVER\ISSQL)Log\ERRORLOG' -
The service account is 'NT Service\MSSQLSERVER'. This is an informational message; no user action is required.
2022-03-09 10:53:01.5 istry startup parameters:
T4 i ragram Files\ticrosort S0 Server\iSeQLLT. 1o50L SERVER\ISSQL\DATA\master ,md?
-e C:\Program Files\Microsoft SQL Server\MSSQLL3.MSSQLSERVER\MSSQL\Log\ERRORLOG
-1 C:\Program Files\Microsoft SQL Server\MSSQL13.MSSQLSERVER\MSSQL\DATA\mastlog.ldf

2022-63-09 10:53:01.68 Server Conmand Line Startup Parameters:
s "MSSQLSERVER"
2022-63-09 10:53:01.71 Server SQL Server detected 1 sockets with 4 cores per socket and 4 logical processors per socket, 4 total logical processors; using 4 logical processors based on SQL Server licensing. This is an informational message; no user action is
required.
2022-63-09 10:53:01.71 Server SQL Server is starting at normal priority base (=7). This is an informational message only. Mo user action is required.

Detected 8186 1B of RAM. This is an informational message; no user action is required

Using conventionsl memory in the memory manager.

Default collation: SQL_Latinl_General CP1_CI_AS (us_english 1833)

Buffer pool extension is already dissbled. No action is necessan)

InitializeExternslUserGroupsid failed. Implied authentication will be disabled

Inplied authentication manager initielization failed. Inplied authentication will be disabled.

The maximum number of dedicated administrator connections for this instance iz

This instance of SOL Server last reported using s process 10 of 5386 at 3/3/2022 10:52:25 AN (local) 3/8/2023 5:23:25 AW (UTC). This is an informstionsl message only; no user action is required.

Node configuration: node 0: CPU mask: @x000080800000000T:@ Active CPU mask: 0x0000@0800800008T:0. This messsge provides a description of the NUMA configuration for this computer. This is an informational message only. No user

action is required
2022-63-09 10:53:04.00 Server Using dynamic lock allocation. Initial allocation of 250@ Lock blocks and 5080 Lock Owner blocks per node. This is an informational message only. No user action is required.

2022.03-09 10:53:04.05 server Database Instant File Initialization: disabled. For security and performance considerations see the topic 'Datsbase Imstant File Initialization’ in SQL Server Books Online. This is an informational message only. No user action is
requi

2022- 63 20 10:5
2022-63-09 10:5

4.07 Server Query Store settings initialized with enabled =
4.08 Server Software Usage Metrics is disabled.

2022-63-00 10:53:04.12 spidss [1NFO] HanstDthlt‘ :Initialize(): Database ID: [1] 'master’. XTP Engine version is 0.0.

2022-63-00 10:53:04.22 spidss Starting up database ‘master

2022-63-00 10:53:04.35 spidss [1NFO] Frtezepncedt: \Initialize(): Dstabase ID: [1] 'msster’. XIP Engine version is 0.0.

2022-03-09 1015310442 spidss [INFO] HkHostDaCtxt::Initialize(): Database ID: [1] 'master’. XTP Engine version is 0.0.

2022-63-00 10 server CLR version v4.0.30315 loaded.

oem-or 00 10120108 52 spidss SQL Server Audit is starting the audits. This is an informational message. No user action is raquired

2022-63-@0 10:53:05.22 spidss SQL Server Audit has started the audits. This is an informational message. No user action is requil

2622-63-69 16:53:05.34 Server Common language runtime (CLR) functionality initialized using CLR version v4.0.30319 from C: \umdws\m(msoﬂ NET\Framework64\v4.0.30318\.
2022-63-69 10:53:05.81 spidss SQL Trace 10 1 wes started by login "sa”

Server name is 'AI-NEB-47'. This is an informational message only. No user action is require
[INFO] HkHostDbCtxt::Initialize(): Database ID: [32767] 'mssqlsystemresource’. XTP Engine version is .8.
[INFO] HkHostDbCtxt::Initialize(): Database ID: [4] 'msdb'. XTP Engine version is 0.8
Starting up database 'mssqlsystemresource’.
Starting up database 'msdb’
[INFO] HkHostDbChxt::Initialize(): Database ID: [17] 'ARGENT_OMEGA'. XTP Engine version is 0.0.
Starting up dotabase 'ARGENT_OHEGA'.
The resource database build version is 13.0.1601, This is an informational message only. No user action is required.
[INFO] HkHostDbCtxt:  Initialize(): Database Ib: [32767] 'mssqlsystemreswr:e'. XTP Engine version is 2.8,
[INFO] HkHostDbCtxt::Initialize(): Database ID: [4] 'msdb’. Engine version is 0.0.
[INFO] HkHostDbCtxt::Initialize(): Database ID: [17] 'ARGENT OMEGA‘. XTP Engine version is 0.8,
[INFO] HkHostDbCExt::Initialize(): Database ID: [32767] ‘mssqlsystemresource’. XTP Engine version is .0,
9]
0

[INFO] HkHostDbCExt:: Initialize(): Database ID: [4] 'msdb’. XTP Engine version is 0.0.

[INFO] HkHostDbCExt: i Initialize(): Database ID: [3] 'model’. XTP Engine version is 0.0. .
Starting up database 'model’

[0F0] KkitostbCtxt::Initislize(): Database Ib: [17] 'ARGENT_OMEGA'. XTP Engine version is 0.0

[1170] HltfostObCext: : Initislize(): Dotabase Idi [3] ‘model’. XTP Engine version is 0.0.

LINEQ] bkiostDi Ioitialize() tabase ID: (1P _Enein: Lsign is hd

The File Name Is Regular Expression option can be used to specify portions of a file name in order to
scan multiple files.

ARGENT OMEGA (2.2A-2207-4) “ Avgsnﬂnc:t)amHelp Ag.ll

~ 8 Tool Sets Log File Path: [c:\program Files\wicrosoft SQL Server\MSSQLL4.SQLEXPRESS\11SSQL\L0g\ERRORLOG ] View Log File
» 1 Argent Omega Baseline
- Argent Compliance Automator
» [ Windows Compliance Rules [ use Yesterday's Date For Date Or Time Variables Used In File Path

» 141 Windows Event Log Rules

[ eias Date Or Time Variables Used In Fie Path By | | Hours

~ [ windows File Log Rules
@ read only Last | | Megabytes

» [ LINUX Or Unix File Log Rules Scan Option: The Latest File Only
» 1 SYSLOG Rules Date Or Time Format: [vyyy-1M-dd Hi:zmm:ss.on ] Verify And Expl:

» | SQL Server Log Rules
» 1 Microsoft 365 Audit Log Rules
» - Powershell Script Log Rules Ignore File Log Records Over: m
» 111 Argent Omega For Microsoft 365 Fire Event Wi
» 11 Argent Omega For SNMP

@ pate Or Time In Log File Is UTC Time

Format: @ system Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message
ition: (2]
» [ Argent Omega For SQL Server

Rule Ts Broken If Log Line: [could not allocate space, Error, Exception, Login f:
4 Argent Omega Web Defender

Include Or Exdlude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma

Use Advanced Rule Defi

d

v [ Alerts And Minus Sign, Proceed With Character '\'. Wildcards "' And *?' Are Supported
» 14 Correction
@ Match Case
» 14 Notification
» i Alert Macro @ Match whole word
» [ Monitoring Groups. (@ Match Regular Expression
> M Relators @ 4ssion Event ID: | 0,000
~ [ Macros —_—

@ Events In Time Range: [00:00:00

() Alert Only If The Specific Event Happens More Than

SMS Recipients

() Alert If The Specific Event Does NOT Exist

Windows Services

Windows Processes [ Alert Message Include | | Lines Before and | | Lines after

Users [ correct Condition Tf Log Line [
~ 1 Calendars
(B Save To Archive Repository: {default}
,

Base Defi

@ Archive All Log Lines

» Holidays
~ [ Administration @ Archive Matching Log Lines
B License (Admin Only) - Archive If Log Line | 1l =
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The Variables drop down menu can be used to specify Date or Time variables in the file name.

When the Date or Time variables are used in the file name, the ‘Use Yesterday's Date For Date or Time

Variables Used In File Path’ option can be used to look for files with yesterday’s date in the name instead

of the current day:

ARGENT OMEGA (.2n-2200-0)

- Tool Sets - -
ool s Log File Path:

» | Argent Omega Baseline

~ [ Argent Compliance Automator

Windows Compliance Rules

windows Event Log Rules

~ [ Windows File Log Rules

= WIN ARCHIVE_SQL_ERROR|

» 141 LINUX Or Unix File Log Rules Scan Option:

» | SYSLOG Rules Date Or Time Format:

» [115QL Server Log Rules

» [ Microsoft 365 Audit Log Rules

+ 14 PowerShell Script Log Rules Ignore File Log Records Over:

» [ Argent Omega For Microsoft 365 Fire Event With Format:

> [ Argent Omega For SNMP Use Advanced Rule Definition:

» [ Argent Omega For SQL Server .
Rule Is Broken If Log Line:
» [ Argent Omega Web Defender

v 1 Merts

Correction

Notification

Alert Macro

» [ Monitoring Groups
» [ Relators

~ [ Macros @ Events In Time Range:
» | Email Recipients
» 11 SMS Recipients

» [ Windows Services

» [ Windows Processes [ Alert Message Include

b Users {0 Correct Condition If Log Line
~ 1 Calend: .

alendars Save To Archive Repository:
» 11 Base Definitions
» 4 Holidays @ Archive All Log Lines

~ [ Administration @ Archive Matching Log Lines

& License (Admin Cnly) - Archive If Log Line

(@ Alert Only If The Specific Event Happens More Than

=
4 (] o
Argent Instant Help About Logout

Theme~

[c:\Program SQL Server\MSSQL14.5QLE L\Log\ERRORLOG

@ File Name Is Regular Expression

| [ Use Vesterday's Date For Date Or Time Variables Used In File Pathl
[ Bias Date O Time Variables Used In File Path By E Hours
@ Read Only Last E Megabytes
1

[wvv'MM—dd HH:mm:ss.nn

@ Date Or Time In Log File Is UTC Time

@ system Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message

[Cota ot docre space, o, Evcepion, Cogn e

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma
And Minus Sign, Proceed With Character '\'. Wildcards "' And *?" Are Supported

@ Match Case

@ Match Whole Word
@ Match Regular Expression

(@ assign Event ID:

[ Alert 1f The Specific Event Does NOT Exist

Lines Before And Lines After

[ ]

When the Date or Time variables

are used in the file name, the Bias Date or Time Variables Used In File

Path option can be used to increment or decrement the time by x Hours:

ARGENT OMEGA (.1n-2207-0)

od (4 2] %)

Theme ~ Argent Instant Help About Logout

~ [ Tool Sets
o1 5¢! Log File Path:
» 11 Argent Omega Baseline

~ [ Argent Compliance Automator

windows Compliance Rules

Windows Event Log Rules
~ [/ Windows File Log Rules

2 WIN_LOG_ARCHIVE_SQL_ERROR

LINUX OF Unix File Log Rules Scan Option:

SYSLOG Rules Date Or Time Format:

SQL Server Log Rules

Microsoft 365 Audit Log Rules
Ignore File Log Records Over:

PowerShell Script Log Rules
» [ Argent Omega For Microsoft 365 Fire Event With Format:

» (1 Argent Omega For SNMP

Use Advanced Rule Defi
» 11 Argent Omega For SQL Server .

Rule Is Broken If Log Line:
» 140 Argent Omega Web Defender

< 1 plerts

Correction

Motification

Alert Macro
» 1 Monitoring Groups
> 1 Relators
~ M Macros (@ Events In Time Range:
» [ Email Recipients
» [l SMS Recipients
» [ Windows Services
» B Windows Processes (@ Alert Message Include
» 0 Users [ Correct Condition If Log Line
7 Calendars [ Save To Archive Repository:
> | Base Defi

» I Holidays @ Archive All Log Lines

~ [ Administration @ Archive Matching Log Lines

& License (Admin Gnly) - Archive If Log Line

(@) alert Only If The Specific Event Happens More Than

[c:\Program Files\Microsoft SQL Server\MSSQLL4.SQLEXPRESS\MSSQL\L0g\ERRGRLOG

[ File Name Is Regular Expression

[ use Yesterday's Date For Date Or Time Variables Used In File Path

a5 Date OF Time Variables Used In File Path By |

@ Read Only Last E Megabytes
The Latest File Only

0 5] Hours]

[vwyy-11-dd bi:zmm:ss.on

@ pate or Time In Log File Is UTC Time

@ System Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message
]
[Cotd ot ot space, Eor Evception, Logn el

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma
And Minus Sign, Proceed With Character '\". Wildcards " And '?" Are Supported

@ Match Case

@ match whole Word

(@ Match Regular Expression

(@ Alert If The Specific Event Does NOT Exist

[ o unes Beoreang [ 0[] unes aner
{default}
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The Read Only Last option can be used to specify only scanning the last x Megabytes of data from the

specified log file:

ARGENT OMEGA (:.2n-2205-)

)

Argent Instant Help

About

Logout

~ [ Tool Sets
» | Argent Omega Baseline

= [ Argent Compliance Automator

Windows Compliance Rules

windows Event Log Rules

.

‘Windows File Log Rules
L3 LINUX Or Unix File Log Rules
» SYSLOG Rules
> 5QL Server Log Rules

osoft 365 Audit Log Rules
» 11 Powershell Seript Log Rules
osoft 365

» [ Argent Omega For

Argent Omega For SNMP

Argent Omega For SQL Server

Argent Omega Web Defender
v I Merts

Correction

Notification

Alert Macro
» [ Monitoring Groups
» [ Relators

~ [ Macros

Email Recipients

SMS Recipients

Windows Services

Windows Processes

Users
~ [ Calendars

» [ Base Defi

b 1 Holidays

= I Administration

® License (Admin Only)

Log File Path: [c:\program i SQL Server\MSSQL14.5QLI L\Log\ERRGRLOG

(@ File Name Is Regular Expression

.Use Yesterday's Date For Date Or Time Variables Used In File Path
(@ Bias Date Or Time Variables Used In File Path By Hours
@ Read Only Last 0 [=] Megabytes|

Scan Option:

The Latest File Only

Date Or Time Format: [wvv'MM—dd HH:mm:ss.nn

@ Date Or Time In Log File Is UTC Time

@ system Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message

Ignore File Log Records Over:

Fire Event With Format:
Use Advanced Rule Definition: (2]

[Cota ot docre space, o, Evcepion, Cogn e

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma
And Minus Sign, Proceed With Character '\". Wildcards "' And *?" Are Supported

Rule Is Broken If Log Line:

@ Match Case
@ Match Whole Word
@ Match Regular Expression

[ assign Event ID:

@ Events In Time Range:

(@ Alert Only If The Specific Event Happens More Than

[ Alert If The Specific Event Does NOT Exist

([ Alert Message Include Lines Before And Lines After

[ Correct Condition If Log Line [ Il

{default}

Save To Archive Repository:
@ Archive All Log Lines

@ Archive Matching Log Lines

Archive If Log Line | 1

The Scan Option combo box is

Only,” etc.

ARGENT OMEGA (.2n-2200-0) L

)

Argent Instant Help

About

used to specify the required scanning method, such as “The Latest File

Logout

~ [ Tool Sets
» | Argent Omega Baseline

~ [ Argent Compliance Automator

Windows Compliance Rules

windows Event Log Rules

.

Windows File Log Rulas
L3 LINUX Or Unix File Log Rules
» SYSLOG Rules

» [ SQL Server Log Rules

osoft 365 Audit Log Rules
» 111 PowerShell Seript Log Rules
osoft 365

» [ Argent Omega For

Argent Omega For SNMP

Argent Omega For SQL Server

Argent Omega Web Defender
v 1 Merts

Correction

Notification

Alert Macro
» [ Monitoring Groups
» [ Relators

~ [ Macros

Email Recipients

SMS Recipients

Windows Services

Windows Processes

Users
~ | Calendars

» [ Base Defi

b 1 Holidays

= I Administration

W License (Admin Only)

Log File Path: i SQL Server\MSSQL14.5QLE L\Log\ERRORLOG

[c:\Program

@ File Name Is Regular Expression
[ Use Yesterday's Date For Date Or Time Variables Used In File Path

[ Bias Date O Time Variables Used In File Path By E Hours

[ read Only Last Megabytes

Scan Option:

Date Or Time Format:

@ Date Or Time In Log File Is UTC Time

@ system Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message

Ignore File Log Records Over:
Fire Event With Format:

Use Advanced Rule Definition: (2]

[Cota ot docre space, o, Evcepion, Cogn e

Include Or Exdlude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma

And Minus Sign, Proceed With Character '\". Wildcards =" And '7' Are Supported

Rule Is Broken If Log Line:

@ Match Case
@ Match Whole Word
@ Match Regular Expression

[ assign Event D: 0,000

@ Events In Time Range:

(@ Alert Only If The Specific Event Happens More Than
[ Alert 1f The Specific Event Does NOT Exist
Lines After

ert Message Indlude ines Before An:
Alert M Indlud. Lines Before And

[ Correct Condition If Log Line [ Il

{default}

Save To Archive Repository:
@ Archive All Log Lines

@ Archive Matching Log Lines

Archive If Log Line [ 1
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The Date or Time Format field is used to specify the Date or Time format used in the monitored log.

The Verify And Explain button is used to explain the Date or Time format specification string used and the

number of matching lines with the specified Date or Time format that are currently present in the log file:

3

>

»

3

»

3

ARGENT OMEGA (.2a-2200-0)

Tool Sets
Argent Omega Baseline
Argent Compliance Automator

Windows Compliance Rules
Windows Event Log Rules
Windows File Log Rules
WIN_LOK
LINUX Or Unix File Log Rules

SYSLOG Rules
SQL Server Log Rules
Microsoft 365 Audit Log Rules
PowerShell Script Log Rules
Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender
Alerts
Correction
Motification
Alert Macro
Moritoring Groups
Relators
Macros
Email Recipients
SMS Recipients
Windows Services
Windows Processes
Users
Calendars

Base Defini

Holidays

Administration

& License (Admin Only)

Scan Option:

d 4

Theme ~ Argent Instant Help

[c:\Program Files\i SQL Server\MSSQL14.5QLE L\Log\ERRORLOG

[ ]

@ File Name Is Regular Expression

[0 Use Yesterday's Date For Date Or Time Variables Used In File Path

@ Bias Date Or Time Variables Used In File Path By Ij Hours
[Read Only Last Megabytes

The Latest File Or

Date Or Time Format:

T ety s Bl

Ignore File Log Records Over:
Fire Event With Format:
Use Advanced Rule Definition:

Rule Is Broken If Log Line:

@ Events In Time Range:

@ Alert only If The Specific Event Happens Mare Than

@ Date Or Time In Log File Is UTC Time

@ system Default @ Individual

@ Combined With Latest Event Message @ Combined With Full Event Message

[Cota ot docre space, o, Evcepion, Cogn e

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma

And Minus Sign, Proceed With Character '\'. Wildcards " And '7' Are Supported
@ Match Case
@ Match Whole Word

@ Match Regular Expression

[ assign Event ID:

[ Alert If The Specific Event Does NOT Exist

([ Alert Message Include
i Correct Condition If Log Line
{8 save To Archive Repository:
@ Archive All Log Lines
@ Archive Matching Log Lines

Archive If Log Line

Lines Before And Lines After

[ 1

{default}

About

The Date or Time In Log File Is UTC Time option should be used when the monitored log file is using

UTC time for its Date or Time field.

3

3

»

»

>

ARGENT OMEGA (.n-2207-0

Tool Sets
Argent Omega Baseline
Argent Compliance Automator

Windows Compliance Rules
Windows Event Log Rules

Windows File Log Rules.

WIN_LOK

LINUX Or Unix File Log Rules
SYSLOG Rules
SQL Server Log Rules
Microsoft 365 Audit Log Rules
PowerShell Script Log Rules
Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender
Alerts
Correction
Notification
Alert Macro
Monitoring Groups
Relators
Macros
Email Recipients
SMS Recipients
Windows Services
Windows Processes
Users

Calendars

Base Defini
Holidays

Administration

& License (Admin Gnly)

Log File Path:

Scan Option:

Date Or Time Format:

Ignore File Log Records Over:
Fire Event With Format:
Use Advanced Rule Definition:

Rule Is Broken If Log Line:

@ events In Time Range:

() Alert Only If The Specific Event Happens More Than

o ¢

Argent Instant Help

[c:\program Files\wicrosoft SQL Server\MSSQLL4.SQLEXPRESS\11SSQL\L0g\ERRORLOG

[ File Name Is Regular Expression

[ use Yesterday's Date For Date Or Time Variables Used In File Path

(@ ias Date Or Time Variables Used In File Path By E Hours
@ Read only Last E Megabytes

The Latest File Only

[vyyy-1M-dd Hi:zmm:ss.on

== 9
@ system Default @ Individual

@ combined With Latest Event Message @ Combined With Full Event Message

(Cou nt locate space, Eror, Exception Logn

e

d

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma

And Minus Sign, Proceed With Character '\'. Wildcards ™ And ‘2’ Are Supported
@ Match Case
@ Match whole Word

(@ Match Regular Expression

[ Assign Event ID:

() Alert If The Specific Event Does NOT Exist

@ Alert Message Include

(B Correct Condition If Log Line
(B Save To Archive Repository:

@ Archive All Log Lines

@ Archive Matching Log Lines

Archive I Log Line

[ o] unes Booreang [ 0[] s aner

e —|

{default}

About

Logout
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Use the Ignore File Log Records Over field to skip monitoring File Log records that are older than the
specified time:

)
Argent Instant Help About Logout

ARGENT OMEGA (:.2n-2205-)

3

.

Tool Sets
Argent Omega Baseline
Argent Compliance Automator

Windows Compliance Rules
Windows Event Log Rules

Windows File Log Rules

S WIN_LOG_ARCHIVE_SQL_ERROR

LINUX Or Unix File Log Rules
SYSLOG Rules
5QL Server Log Rules

osoft 265 Audit Log Rules

PowerShell Script Log Rules
osoft 365

Argent Omega For
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender

Moritoring Groups
Relators
Macros
Email Recipients
SMS Recipients

Windows Services

Administration

® License (Admin Only)

Log File Path:

[c:\program i SQL Server\MSSQL14.5QLI L\Log\ERRGRLOG

(@ File Name Is Regular Expression

[l Use Yesterday's Date For Date Or Time Variables Used In File Path

[ Bias Date O Time Variables Used In File Path By E Hours
@ Read Only Last Megabytes
1

Scan Option:

Date Or Time Format: [wvv'MM—dd HH:mm:ss.nn

@ Date Or Time In Log File Is UTC Time

5 o

@ system Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message

Tgnore File Log Records Over:

Fire Event With Format:

Use Advanced Rule Definition: (2]

[Cota ot docre space, o, Evcepion, Cogn e

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma

Rule Is Broken If Log Line:

T Hlerts ‘And Minus Sign, Proceed With Character '\'. Wildcards ™' And 7" Are Supported
4 Correction
@ Match Case
» 14 Notification
» [ Alert Macro @ Match Whole Word

@ Match Regular Expression

[ assign Event ID:

@ Events In Time Range: 0

(@ Alert Only If The Specific Event Happens More Than

[ Alert If The Specific Event Does NOT Exist

» (1 Windows Processes [ Alert Message Include Lines Before And Lines After
b M Users [ Correct Condition If Log Line [ 1|
T Calencrs 3 Save To Archive Repostory
> Base Defi
» 4 Holidays @ Archive All Log Lines

@ Archive Matching Log Lines

Archive If Log Line | 1

3

»

»

»

>

ARGENT OMEGA (.2n-2200-0)

Tool Sets
Argent Omega Baseline
Argent Compliance Automator

Windows Compliance Rules

windows Event Log Rules

~ [ Windows File Log Rules

WIN_LOG_ARCHIVE_SQL_ERROR|

LINUX Or Unix File Log Rules
SYSLOG Rules
SQL Server Log Rules

osoft 265 Audit Log Rules

PowerShell Script Log Rules

Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server

Argent Omega Web Defender

Moritoring Groups
Relators
Macros
Email Recipients
SMS Recipients

Windows Services

Administration

W License (Admin Only)

o
Argent Instant Help

Theme~

Log File Path: [c:\Program i SQL Server\MSSQL14.5QLE L\Log\ERRORLOG

@ File Name Is Regular Expression

[0 Use Yesterday's Date For Date Or Time Variables Used In File Path

@ Bias Date Or Time Variables Used In File Path By Ij Hours

[Read Only Last Megabytes

1

Scan Option:

Date Or Time Format: [wvv'MM—dd HH:mm:ss.nn

@ pate Or Time In Log File Is UTC Time

@ system Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message

Ignore File Log Records Over:

[

Use Advanced Rule Definition: (2]

(Gt rox Ao space, eor, Exeepion, Lo e

Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma

re Event With Format:

Rule Is Broken If Log Line:

Include Or Exclude Keywords. Enter Keyword:

N Herts ‘And Minus Sign, Proceed With Character '\'. Wildcards "= And "?" Are Supported
L4 Correction
@ Match Case
» 14 Notification
» 1 Alert Macro @ match Whole Word

@ Match Regular Expression

(@ Assign Event D: 9,000

@ Events In Time Range: 00

(@ Alert Only If The Specific Event Happens More Than

[ Alert 1f The Specific Event Does NOT Exist

» (1 Windows Processes [ Alert Message Include Lines Before And Lines After
b W Users [ Correct Condition If Log Line [ 1|
T Calenar Save T archive Repository:
> Base Defi
» 14 Holidays @ Archive All Log Lines

@ Archive Matching Log Lines

Archive If Log Line [ 1
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The Use Advanced Rule Definition option uses advanced PowerShell script logic to filter the log records:

ARGENT OMEGA (.2n-2200-0)

Log File Path:

- Tool Sets
» Argent Omega Baseline
A Argent Compliance Automator
3 Windows Compliance Rules
> ‘windows Event Log Rules
* [ Windows File Log Rulas
13 LINUX Or Unix File Log Rules
» SYSLOG Rules
4 SQL Server Log Rules
» Microsoft 265 Audit Log Rules
» 11 PowerShell Script Log Rules
Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender
- Alerts
> Correction
» Notification
3 Alert Macro
» Monitoring Groups
» Relators
- Macros
» Email Recipients
» 11 SMS Recipients
3 Windows Services
» ‘Windows Processes
> Users
A Calendars
» Base Definitions
> Holidays

= I Administration

W License (Admin Only)

Scan Option:

Date Or Time Format:

Ignore File Log Records Over:

Fire Event With Format:

A od

Theme~ Argent Instant Help

[c:\Program i SQL Server\MSSQL14.5QLE L\Log\ERRORLOG

@ File Name Is Regular Expression
.Use Yesterday's Date For Date Or Time Variables Used In File Path
[ Bias Date O Time Variables Used In File Path By E Hours

@ Read Only Last E Megabytes
The Latest File Only -

[wvv'MM—dd HH:mm:ss.nn

@ Date Or Time In Log File Is UTC Time

@ system Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message

use Advanced Rule Definition:

a

Rule Is Broken If Log Line:

@ Events In Time Range:

(@ Alert Only If The Specific Event Happens More Than

[Cota ot docre space, o, Evcepion, Cogn e

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma

And Minus Sign, Proceed With Character '\'. Wildcards " And ‘7' Are Supported

@ Match Case
@ Match Whole Word
@ Match Regular Expression

(@ assign Event ID:

[ Alert 1f The Specific Event Does NOT Exist

([ Alert Message Include
(B Correct Condition If Log Line
Save To Archive Repository:
@ Archive All Log Lines
@ Archive Matching Log Lines

Archive If Log Line

Lines Before And Lines After

[ ]

(]

Logout

The Rule Is Broken If Log Line section is used to specify the keyword string criteria to look for in the

monitored log when archiving or triggering alerts.

It is possible to specify multiple keywords separated by commas. To exclude criteria, type a minus sign

first. To escape comma and minus sign, proceed with character '\'. Wildcards ™' and '?' are supported.

There are also options, such as Match Case, Match Whole Word and Match Regular Expression, for

more accurate filtering.

An Event ID can be specified in the Assign Event ID field to save a custom Event ID in the

EVENT_ID_INT field while archiving data in the database table:

ARGENT OMEGA (.2n-2205-0)

Log File Path:

- Tool Sets
» 14 Argent Omega Baseline

~ [ Argent Compliance Automator

Windows Compliance Rules
» 141 Windows Event Log Rules
~ 1 windows File Log Rules
» 141 LINUX Or Unix File Log Rules
» 111 SYSLOG Rules
» 1115QL Server Log Rules
» 1 Microsoft 365 Audit Log Rules
» 141 Powershell Script Log Rules
Argent Omega For Microsoft 365
Argent Omega For SKHMP
Argent Omega For SQL Server
Argent Omega Web Defender
- 1 Alerts
» 14 Correction
» 1 Notification
» 14 Alert Macro
» 14 Monitoring Groups
> [ Relators
~ 14 Macros
» 14 Email Recipients
» [l SMS Recipients
» 14 Windows Services
» 14 Windows Processes
» 14 Users
~ 1 Calendars
» 1" Base Definitions
» 14 Holidays
~ 1 Administration

9 License (Admin nly)

Scan Option:

Date Or Time Format:

Ignore File Log Records Over:
Fire Event With Format:

Use Advanced Rule Definition:

Argent Instant Help

[c:\program Files\wicrosoft SQL Server\MSSQLL4.SQLEXPRESS\11SSQL\L0g\ERRORLOG

[ File Name Is Regular Expression

[ use Yesterday's Date For Date Or Time Variables Used In File Path
(@ ias Date Or Time Variables Used In File Path By E Hours

@ Read only Last E Megabytes
The Latest File Only -

[vyyy-1M-dd Hi:zmm:ss.on

@ pate Or Time In Log File Is UTC Time

@ System Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message

Rule Is Broken If Log Line:

[Eod o ot spoe, e e, o aled_

@ events In Time Range:

(@) alert Only If The Specific Event Happens More Than

Include Or Exdude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma
And Minus Sign, Proceed With Character '\". Wildcards "' And '?* Are Supported

@ Match Case
@ match whole Word
(@ Match Regular Expression

() Assign Event ID:

(@ Alert If The Specific Event Does NOT Exist

(@ alert Message Include
(B Correct Condition If Log Line
(B Save To Archive Repository:
@ Archive All Log Lines
@ Archive Matching Log Lines

Archive If Log Line

[ o unes Beoreang [ 0[] unes aner

I [

I
Logout
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Use the Events In Time Range option to filter event records within a specific time range:

3

.

>

ARGENT OMEGA (.2n-2200-0)

Tool Sets -
ool s Log File Path:

Argent Omega Baseline

Argent Compliance Automator

Windows Compliance Rules

Windows Event Log Rules
Windows File Log Rules
3 Wi
LINUX Or Unix File Log Rules

Scan Option:

SYSLOG Rules Date Or Time Format:

SQL Server Log Rules

Microsoft 365 Audit Log Rules
Ignore File Log Records Over:

PowerShell Script Log Rules
Argent Omega For Microsoft 365 Fire Event With Format:
Argent Omega For SNMP Use Advanced Rule Definition:

Argent Omega For SQL Server .

Rule Is Broken If Log Line:

Argent Omega Web Defender
Alerts

Correction

Notification

Alert Macro
Monitoring Groups

Relators

Argent Instant Help

[c:\Program i SQL Server\MSSQL14.5QLE L\Log\ERRORLOG

@ File Name Is Regular Expression

[ Use Yesterday's Date For Date Or Time Variables Used In File Path

[ Bias Date O Time Variables Used In File Path By E Hours

@ Read Only Last E Megabytes

1

[wvv'MM—dd HH:mm:ss.nn

@ Date Or Time In Log File Is UTC Time

@ system Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message

[Cota ot docre space, o, Evcepion, Cogn e

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma
And Minus Sign, Proceed With Character '\". Wildcards "= And 7" Are Supported

@ Match Case
@ Match Whole Word
@ Match Regular Expression

(@ assign Event ID:

Macros
vents In Time Range:

Email Recipients

@ Alert Only If The Specific Event Happens More Than

SMS Recipients
Windows Services

Windows Processes [ Alert Message Include

Users {8 Correct Condition If Log Line

Calend i
alendars Save To Archive Repository

Base Defi

Holidays @ Archive Al Log Lines
Administration @ Archive Matching Log Lines

& License (Admin Cnly) - Archive If Log Line

[ Alert 1f The Specific Event Does NOT Exist

Lines Before And Lines After

[ ]

)

About

Logout

Use the Alert Only If The Specific Event Happens More Than option to trigger alerts only after the

specified event has occurred a given number of times.

There is an option to Alert if the Specific Event Does NOT EXxist:

3

ARGENT OMEGA (:.2n-2205-)

Tool Sets =

Log File Path:
Argent Omega Baseline

Argent Compliance Automator

Windows Compliance Rules

windows Event Log Rules

¥ I Windows File Log Rules.

>

3

S WIN_LOG_ARCHIVE_SQL_ERROR

» 144 LINUX Or Unix File Log Rules Scan Option:
> SYSLOG Rules
» [50L Server Log Rules

osoft 265 Audit Log Rules

Date Or Time Format:

Ignore File Log Records Over:
+ - Powershell Script Log Rules o 9

osoft 365 Fire Event With Format:

Argent Omega For
Argent Omega For SNMP Use Advanced Rule Definition:
Argent Omega For SQL Server .
Rule Is Broken If Log Line:
Argent Omega Web Defender
Alerts
Correction
Notification
Alert Macro
Monitoring Groups
Relators

Macros
@ Events In Time Range:

Theme~

[c:\program i SQL Server\MSSQL14.5QLI L\Log\ERRGRLOG

(@ File Name Is Regular Expression

[l Use Yesterday's Date For Date Or Time Variables Used In File Path

[ Bias Date O Time Variables Used In File Path By E Hours
@ Read Only Last E Megabytes

[wvv'MM—dd HH:mm:ss.nn

@ Date Or Time In Log File Is UTC Time

@ system Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message
[Could ot alocae space, Eron, Excepton, Login ied

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma

And Minus Sign, Proceed With Character '\'. Wildcards " And ‘7' Are Supported

@ Match Case
@ Match Whole Word
@ Match Regular Expression

[ assign Event ID:

Email Recipients

(@ Alert Only If The Specific Event Happens More Than

SMS Recipients

Windows Services

[ Alert If The Specific Event Does NOT Exist

Windows Processes [ Alert Message Include
Users (B Correct Condition If Log Line

Calend i
alendars Save To Archive Repository

Base Defi

Holidays @ Archive All Log Lines
Administration @ Archive Matching Log Lines

& License (Admin Cnly) - Archive If Log Line

0 Lines Before And 0 Lines After
[ ]

¢
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A very useful feature is to add a few lines before and after the event to make it clear to the reader the

perspective of the event.

The Alert Message Include option can be used to have the alert details include a given number of log

lines from before and after the log event line that triggers the alert:

Ty ) C
ARGENT OM EGA (2.2A-2207-4) The?e' ArgenﬂncstumHglp Agm Lugut

~ [ Tool Sets @ Match Regular Expression

4 Argent Omega Baseline .A Event ID:
v Argent Compliance Automator

@ Events In Time Range: [

» 1 Windows Compliance Rules :
» 1 Windows Event Log Rules [ Alert Only IF The Specific Event Happens More Than [ Elrimes

~ [ windows File Log Rules: [ alert 1f The Specific Event Does NOT Exist

2 WIN_LOG_ARCHIVE_SQL_ERROR ﬁn\m Message Include | o B Lines Before and | 0 tines after |

» 1 LINUX Or Unix File Log Rules -
(Il Correct Condition If Log Line
» | SYSLOG Rules
Save To Archive Repository: {default} -
» [5QL Server Log Rules a posttory LTS

» [ Microsoft 365 Audit Log Rules @~rchive All Log Lines
» 111 Powershell Seript Log Rules @ #rchive Matching Log Lines
» 11 Argent Omega For Microsoft 365 @erchive 1 Log ine ]
» 1 Argent Omega For SNMP
» 111 Argent Omega For SQL Server 8 Save rchive Data Only
» (1 Argent Omega Web Defender [ Alert If Failed To Gpen Log File
- 1 Alerts @ Save Performance Data To The Argent Forecaster Using Data Store:
> 14 Correction Tag 1 [ |
» 1 Notification Tag 2: [ ]
> 14 Alert Macro T3 | ]

» [ Monitoring Groups N -
([l Post Event Even If The Same Event Is Still Outstanding {Unanswered)
» [ Relators

@00 50 oy e [ T Wour| O[] Minte i vt 1s st
- Macros

@ 1gnore The Same Outstanding Event If Alerts Viere Fired More Than

Email Recipients Wour[ 0[] minute ago
SMS Recipients -PDS[ Event Only After Rule Is Broken - Or More Times

3
3
» [ Windows Services
»
3

Reset Counter

Windows Processes Event Is Post

Users Event Is Ans

~ | Calendars @ After The Actual Con:
» 11 Base Definitions

> 1 Holidays cati [ ]
= [ administration Reference URL: [ ]
W License (Admin Only) -

jon Is Corrected

The Correct Condition If Log Line option can be used to look for a message string in the monitored log
that will trigger a condition corrected alert during a future log poll.

There are also options, such as Match Case, Match Whole Word and Match Regular

Expression, for more accurate filtering:

) I
ARGENT OMEGA (2.2A-2207-4) - < ArgenﬂncstumHglp Agm Lug(;.Zut

~ [ Tool Sets @ Match Regular Expression

» | Argent Omega Baseline B sssion Event
\ssign Event ID:
= [ Argent Compliance Automator

@ Events In Time Range: [

» 4 Windows Compliance Rules
» 14 Windows Event Log Rules @ Alert Only If The Specific Event Happens More Than

~ [ windows File Log Rules: [ alert 1f The Specific Event Does NOT Exist

WIN_LOG ARCHIVE SQL_ERROR] (@ Alert Message Include [ oF unespeforeand [ o[ tines after
» [ LINUX Or Unix File Log Rules - ~
Boracraiorooe |
> SYSLOG Rules

» [11SQL Server Log Rules @ match case

¥ [ Microsoft 365 Audit Log Rules @ Match whole word
> PowerShell Script Log Rules

(@ Match Regular Expression

» (1 Argent Omega For Microsoft 365
9 . Save To Archive Repository: {default} =
» Argent Omega For SNMP
> Argent Omega For SQL Server @ Archive All Log Lines
» | Argent Omega Web Defender @ Archive Matching Log Lines
v 1 Alerts @ Archive If Log Line I
» 1 Correction
[l save Archive Data Only
» i Notification
() alert If Failed To Gpen Log File
> 4 Alert Macro

save performance Data To The Argent Forecaster Using Data Store: |
Tl | ]

» [ Manitoring Groups

» Relators
- e o2 | ]

Email Recipients Tag 3: [ ]

SMS Recipients [ Post Event Even If The Same Event Is Still Qutstanding {Unanswered)

,
y
» 14 Windows Services

[ De So Only After Hour
: CH
»

Minute Since Event Is Post

Windows Processes -
[ tgnore The Same Outstanding Event If Alerts Were Fired More Than

Users

[ Post Event Only After Rule Is Broken - Or More Times

» | Base Definitions Reset Counter

~ [ Calendars

» [ Holidays ent Is Post

~ [ Administration rent Is Ans:

The Actual Condition Is Corrected

& License (Admin Only) ~
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The Save To Archive Repository option provides different criteria for saving the event records to the

Archive Repository.

The Archive All Log Lines option is used to save all log line entries from the monitored log to the
database tables. Each line in the monitored log file will be saved as a separate record in the database
table.

The Archive Matching Log Lines option is used to save only the log line entries that match the condition
specified in the Rule Is Broken If Log Line section. Each matching line in the log file will be saved as a
separate record in the database table.

The Archive If Log Line Contains option is used to save only the log lines that contain the specified

strings.

—_— i) 0
= ARGENT OM EGA (2.2a-2207-4) H:.'ns msgev AvgenﬂnEitaanslp Abecm mé':ut

~ [ Tool Sets @ Match Regular Expression

» 14 Argent Omega Baseline s [ =H
| Assign Event ID: 9,999

1[5 Times

~ [ Argent Compliance Automator

» [ Windows Compliance Rules B Events In Time Range: [pe:00:00 J- (22395
» 14 Windows Event Log Rules [ Alert Only If The Specific Event Happens More Than [
~ [ Windows File Log Rules .A\ert If The Specific Event Does NOT Exist

&) WIN_LOG ARCHIVE 5Qi_ERROR) (@ Alert Message Include | 0 5] Lines Before and | 0[] Lines After

» [ LINUX Or Unix Fila Log Rules

4 SYSLOG Rules

» 1115QL Server Log Rules @mateh Case

» [ Microsof ft 365 Audit Log Rules @ Match Whole Word
» [ Powershell Script Log Rules

[ mMatch Regular Expression

» Argent Omega For Microsoft 365
9 . Save To Archive Repositary: {default) -

» (1 Argent Omega For SNMP

» [ Argent Omega For SQL Server @ rchive All Log Lines

» [ Argent Omega Web Defender @ Archive Matching Log Lines

- Alerts @ Archive If Log Line I
» 14 Correction

(@) save Archive Data Only
» 14 Notification

() Alert If Failed To Cpen Log File
b [0 Alert Macro

[ save performance Data To The Argent Forecaster Using Data Store: |
» [ Monitoring Groups
Tag 1 [ ]
> [ Relators
» [ Email Recipients Tag 3 [ ]
» [ SMS Recipients () Post Event Even If The Same Event Is Still Outstanding (Unanswered)
Windows S e — N
7 Windows serces 0o o Only After + [ Hour | o [F] minute since Event Is post
» 14 Windows Processes — B e e
(@ tanore The Same Outstanding Event If Alerts Were Fired More Than 1[5 Hour | o [5] minute Ago
> 1 users R R
(@ Post Event Only After Rule Is Broken | 25| or More Times

= I Calendars

» [ Base Definitions.

* [ Holidays
= I Administration

& License (Admin Only) ~

The Save Archive Data Only option can be used to save archived data without triggering Alerts.

The Alert If Failed to Open Windows Event Log option can be used to trigger an alert if the Windows
Compliance Rules fails to open the Windows Event Log on the monitored server.
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ARGENT OMEGA (.2n-2200-0)

¢
Argent Instant Help

About

Logout

- Tool Sets
> Argent Omega Baseline
v Argent Compliance Automator
» 141 Windows Compliance Rules
4 Windows Event Log Rules

¥ I Windows File Log Rules.

» [/ LINUX Or Unix File Log Rules
» | SYSLOG Rules
» [ SQL Server Log Rules

» [ Microsoft 365 Audit Log Rules

» 11 Powershell Script Log Rules

» [ Argent Omega For Microsoft 365

Argent Omega For SNMP

Argent Omega For SQL Server

Argent Omega Web Defender
> 1 Merts

Correction

Notification

Alert Macro
» [ Manitoring Groups
» | Relators

~ [ Macros

Email Recipients

» [ SMS Recipients

Windows Services

windows Processes
» [ Users
~ I Calendars

» | Base Defi

» [ Holidays
~ 1 Administration

& License (Admin only)

@ Match Regular Expression

() Assign Event ID:

@ events In Time Rang 00

@ Alert Only If The Specific Event Happens More Than

[ alert 1f The Specific Event Does NOT Exist

[ Alert Message Include Lines Before And Lines After

@ match Case
@ Match whole Word
(@ Mateh Regular Expression
[ save To Archive Repository:
@ Archive All Log Lines

@ Archive Matching Log Lines

@ Archive If Log Line I

[l save Archive Data Only

() alert If Failed To Gpen Log File

W ave Performance Data To The Argent Forecaster Using Data Store: |
Tl | ]

Tag 2t [ ]

Tag 3: | ]

[ Post Event Even If The Same Event Is Still Qutstanding (Unanswered)

Do So Only After |: chr\:| Minute

[ tgnore The Same Outstanding Event If Alerts Were Fired More Than

ce Event Is Post

Minute Ago

() Post Event Only Aftter Rule Is Broken Or More Times

Reset Counter

@ After Event Is Post
@ After Event Is Answered
@ After The Actual Condition Is Corrected
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Linux Or Unix File Log Rules
Applications often write logging debug information to text files for software developers and system
engineers to resolve application issues when they occur.

The Linux or Unix File Log Rules automate looking for key text phrases within any log file for both

monitoring and archiving:

& (44 2] (9]
(2.2A-2207-A) Theme ~ Argent Instant Help About Logout
ARGENT OMEGA . 3
v [ Tool Sets Log File Path: [rvarnog/auth 10 ]

» 14 Argent Omega Baseline
~ [ Argent Compliance Automator B8 File Name Is Regular Expression
» [ windows Compliance Rules [ use Yesterday's Date For Date Or Time Variables Used In File Path

» 12 Windows Event Log Rules 0 sias Date Or Time Variables Used In File Path 8y | 0 || Hours

» 144 Windows File Log Rules
@ Read Only Last Lines (Only Read Last 100 Lines By Default)
v LINUX Or Unix File Log Rules
b LOG_ ARCHIVE Scan Option: The Latest File Only
» 111 5YSLOG Rules Date Or Time Format: [t 2 HH:mm:ss ]m Vesify And Explain

» [ SQL Server Log Rules

" (@ pate Or Time In Log File Is UTC Time
» 14 Microsoft 365 Audit Log Rules

Argent Omega For Microsoft 365 LINUX Or Unix Command Timeout: 5| seconds
Argent Omega For SNMP

Fire Event With Format: @ system Default @1Individual @ Combined With Latest Event Message (@ Combined With Full Event Message

Argent Omega Web Defender [

Correction Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma
And Minus Sign, Proceed With Character '\". Wildcards '** And '?* Are Supported

Argent Omega For SQL Server

Use Advanced Rule Defi

» 14 Notification
» B Alert Macro (@ Match Case
» [ Monitoring Groups (@ Match Whole Word
»
Relators 8 Match Regular Expression
- [ Macros

N . [ Assign Event ID:
» [ Email Recipients

3 SMS Recipients
» 1 Windows Services [ Alert Only If The Specific Event Happens More Than

@ Events In Time Range: [

» [ Windows Processes (B Alert If The Specific Event Does NOT Exist

» 1 Users [ Alert Message Include [ Bl uneseforeand [ 0[] tines after

= I Calendars.

() correct Condition If Log Line

» [ Base Definitions.

Save To Archive Repository:

» 14 Holidays
~ 1 Administration @ Archive All Log Lines
¥ License (Admin Only) M @ Archive Matching Log Lines -

Use the Log File Path text box to specify the path to the monitored file. The current file can be viewed by
clicking the View Log File button:

= E i RCES
ARGENT OMEGA (2.2A-2207-4) H:na Theﬁe' Avgenun(slamHslp Agut mgm

v [ Tool Sets

|Log Fite path: /varfiog/auth.log

» 141 Argent Omega Baseline

~ 14 Argent Compliance Automator @ File Name Is Regular Expression

4 Windows Compliance Rules . Use Yesterday's Date For Date Or Time Variables Used In File Path
» 8 windows Event Log Rules [ sias Date Or Time Variables Used In File Path By |
» 1 Windows File Log Rules
_ @Read Only Last | 1 Lines (Only Read Last 100 Lines By Default)
w {4 LINUX/Unix File Log Rules
UNX_LO! IVE_AU Scan Option: “The Latest File Only

» 141 SYSLOG Rules Date Or Time Format: [Mram1 20 HHzmm:ss ] Verify And Explain

» 111 SQL Server Log Rules
» 14 Microsoft 365 Audit Log Rules
» 12 PowerShell Script Log Rules

(@ pate Or Time In Log File Is UTC Time

Seconds

Ignore File Log Records Over:

II
5|8
R D

Argent Omega For Microsoft 365 LINUX/Unix Command Timeout:

Argent Omega For SNMP

Fire Event With Format: @ System Default @ Individual @ Combined With Latest Event Message @ Combined With Full Event Message

Argent Omega For SQL Server
Use Advanced Rule Definition:

Argent Omega Web Defender

[

|-
R

» B Alerts Rule Is Broken If Log Line: Contains. i ication failure

» 14 Monitoring Groups Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma
And Minus Sign, Proceed With Character '\". Wildcards "' And '?' Are Supported

» 14 Relators

+ B MaGoE @ Match Case

» 1 Calendars (@ Match Whole Word

» [ Administration [ Match Regular Expression

(B Assign Event ID:

@ events In Time Range: [ 0

(@ Alert Only If The Specific Event Happens More Than

(@ Alert If The Specific Event Does NOT Exist
8 Alert Message Include [ 0B unesseforeand [ o Lines after

) Correct Condition If Log Line [ )

Save To Archive Repository: {default}

@ Archive All Log Lines

@ Archive Matching Log Lines
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The File Name Is Regular Expression option can be used to specify portions of a file name in order to

scan multiple files.

The Variables drop down menu can be used to specify Date or Time variables in the file name.

‘

ARGENT OMEGA ;2122008

Tool Sets
Argent Omega Baseline
Argent Compliance Automator
Windows Compliance Rules
Windows Event Log Rules
Windows File Log Rules
LINUX/Unix File Log Rules
SYSLOG Rules
SQL Server Log Rules
Microsoft 365 Audit Log Rules
PowerShell Script Log Rules
Argent Omega For Microsoft 365
Argent Omega For SNMP.
Argent Omega For SQL Server
Argent Omega Web Defender
Alerts
Monitoring Groups
Relators
Macros
Calendars

Administration

)

Theme ~ Argent Instant Help.

Log File Path: [1varfiog/auth tog

(@ File Name Is Regular Expression
. Use Yesterday's Date For Date Or Time Variables Used In File Path
@ 8ias Date Or Time Variables Used In File Path By | o B Hours

@ Read Only Last |

Lines (Only Read Last 100 Lines By Default)

‘

Scan Option: The Latest File Only

Date Or Time Format: [10m 2 HHzmm:ss

[ oL vt o

(@ pate Or Time In Log File Is UTC Time

Seconds

Ignore File Log Records Over:

!!
0 D

LINUX/Unix Command Timeout:
Fire Event With Format: @ System Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message

Use Advanced Rule Definition:

Rule Is Broken If Log Line: Contains [ ication failure

|-
‘«

Include Or Exclude Keywords. Enter keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma
And Minus Sign, Proceed With Character '\'. Wildcards "' And '?' Are Supported

@ Match Case
(@ Match Whole Word
(@ Match Regular Expression

(@ Assign Event ID:

(@ events In Time Range:

(@ Alert Only If The Specific Event Happens More Than

(@ Alert If The Specific Event Does NOT Exist
| Lines gefore and | o [5] uines after

B Correct Condition If Log Line [ 1

{default} -

@ Alert Message Include |

Save To Archive Repository:
@ Archive All Log Lines

A archive Matching Log Lines

About

O
Logout

When the Date or Time variables are used in the file name, the Use Yesterday's Date For Date Or Time

Variables Used In File Path option can be used to look for files with yesterday’s date in the name instead

of the current day:

ARGENT OMEGA (2.2A-2207-A) Ho?ne

Tool Sets
Argent Omega Baseline
Argent Compliance Automator
Windows Compliance Rules
Windows Event Log Rules
Windows File Log Rules
LINUX/Unix File Log Rules
SYSLOG Rules
SQL Server Log Rules
Microsoft 365 Audit Log Rules
PowerShell Script Log Rules
Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender
Alerts
Monitoring Groups.
Relators
Macros
Calendars

Administration

")

Theme = Argent Instant Help.

Log File Path: [varfioa/auth.lodpeddse_seMMai_seyyyyse |

[ ]

(@ File Name Is Regular Expression

Yesterday's Date For Date Or Time Variables Used In File Path |

[ 8ias Date Or Time Variables Used In File Path By |

| Hours

@ Read Only Last \ J Lines (Only Read Last 100 Lines By Default)

The Latest File Only

‘

Scan Option:

Date Or Time Format: [M0m 2 Hzmm:ss

T T

(@ pate Or Time In Log File Is UTC Time

Seconds

Ignore File Log Records Over:

!!
D (D

LINUX/Unix Command Timeout:
Fire Event With Format: @ System Default @ Individual @ Combined With Latest Event Message @ Combined With Full Event Message

Use Advanced Rule Definition:

Rule Is Broken If Log Line: Contains [ ication failure

|-
«

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma
And Minus Sign, Proceed With Character '\'. Wildcards =* And *?' Are Supported

@ Match Case
(B Match Whole Word
(B Match Regular Expression

[ Assign Event ID:

(@ Events In Time Range: |00:00:00

(@ Alert Only If The Specific Event Happens More Than
(@ Alert If The Specific Event Does NOT Exist

Lines After

(@ Correct Condition If Log Line [ | ‘

{defauit} -

0[] Lines Before and |

(@ Alert Message Include

Save To Archive Repository:
@ Archive All Log Lines

@ Archive Matching Log Lines

About

o
Logout
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When the Date or Time variables are used in the file name, the Bias Date or Time Variables Used In File

Path option can be used to increment or decrement the time by x Hours:

ARGENT OMEGA (.2x-220-0)

)

Home Theme ~ Argent Instant Help.

(2]
About

Tool Sets
Argent Omega Baseline
Argent Compliance Automator
Windows Compliance Rules
Windows Event Log Rules
Windows File Log Rules
LINUX/Unix File Log Rules
SYSLOG Rules
SQL Server Log Rules
Microsoft 365 Audit Log Rules
PowerShell Script Log Rules
Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender
Alerts
Monitoring Groups
Relators
Macros
Calendars

Administration

Log File Path:

Scan Option:

Date Or Time Format:

Ignore File Log Records Over:
LINUX/Unix Command Timeout:
Fire Event With Format:

Use Advanced Rule Definition:

Rule Is Broken If Log Line:

(@ Events In Time Range:

|/var/mg/auth,Ioi/ndd%_%ﬂlM%_%vvyy%_%HH“/w_%mrn%_%ss% |

[ ]

(@ File Name Is Regular Expression

(@ Use Yesterday's Date For Date Or Time Variables Used In File Path

ias Date Or Time Variables Used In File Path 8y |

[ Read Only Last |

Lines (Only Read Last 100 Lines By Default)

The Latest File Or

(MM 2 HHzmm:ss

(@ pate Or Time In Log File Is UTC Time
n:

3

T T

@ System Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message

Contains [

|.
“

failure

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma

And Minus Sign, Proceed With Character '\". Wildcards '** And 7' Are Supported

@ Match Case
(@ Match Whole Word
[ Match Regular Expression

[ Assign Event ID:

(@ Alert Only If The Specific Event Happens More Than
(B Alert If The Specific Event Does NOT Exist

(B Alert Message Include [

(@ Correct Condition If Log Line
Save To Archive Repository:
@ Archive All Log Lines

@ Archive Matching Log Lines

{default}

The Read Only Last option can be used to specify only scanning the last x number of lines from the

monitored log file:

ARGENT OMEGA (21-220-0)

o

Home Theme = Argent Instant Help.

About

Logout

»

»

»

»

»

Tool Sets
Argent Omega Baseline
Argent Compliance Automator
Windows Compliance Rules
Windows Event Log Rules
Windows File Log Rules
LINUX/Unix File Log Rules
SYSLOG Rules
SQL Server Log Rules
Microsoft 365 Audit Log Rules
PowerShell Script Log Rules
Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender
Alerts
Monitoring Groups
Relators
Macros
Calendars

Administration

Log File Path:

Scan Option:

Date Or Time Format:

Ignore File Log Records Over:
LINUX/Unix Command Timeout:
Fire Event With Format:

Use Advanced Rule Definition:

Rule Is Broken If Log Line:

(@ Events In Time Range:

(@ Alert Only If The Specific Event Happens More Than

[/var/log/auth.log_Siddse_2sMMo_3eyyyy_SsHHOa_d%mmos_%ss%

(@ File Name Is Regular Expression

[ Use Yesterday's Date For Date Or Time Variables Used In File Path

Bias Date Or Time Variables Used In File Path By Eﬂ Hours

The Latest File Only

(MM £ Hhzmm:ss

T T

(@ pate Or Time In Log File Is UTC Time

@ System Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message

C

failure

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma

And Minus Sign, Proceed With Character '\'. Wildcards =" And ?' Are Supported

@ Match Case

(@ Match Whole Word

(B Match Regular Expression
@ assign Event 1D: |
[ 1[5 mimes

(@ Alert If The Specific Event Does NOT Exist

(@ Alert Message Include
(@ Correct Condition If Log Line
Save To Archive Repository:

@ Archive All Log Lines

Lines Before And

i

{defauit}
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The Scan Option combo box is used to specify the required scanning method, such as ‘The Latest File

Only’, etc.

‘

ARGENT OMEGA (:.2x-220-0)

Log File Path:

Tool Sets
Argent Omega Baseline
Argent Compliance Automator
Windows Compliance Rules
Windows Event Log Rules
Windows File Log Rules
LINUX/Unix File Log Rules
SYSLOG Rules
SQL Server Log Rules
Microsoft 365 Audit Log Rules
PowerShell Script Log Rules
Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender
Alerts
Monitoring Groups
Relators
Macros
Calendars

Administration

A o (34 (2] (V)

Theme~  ArgentinstantHelp  About  Logout

[/var/log/auth.log_Siddse_2MM%_3eyyyy%_%sHHI_temmos_%ss%

(@ File Name Is Regular Expression

. Use Yesterday's Date For Date Or Time Variables Used In File Path

Bias Date Or Time Variables Used In File Path By [ o[ Hours
BRead Only Last [ 100 [ Lines

Fcan Option:

The Latest File Onk -

Date Or Time Format:

Ignore File Log Records Over:
LINUX/Unix Command Timeout:
Fire Event With Format:

Use Advanced Rule Definition:

Rule Is Broken If Log Line:

(@ Events In Time Range:

(@ Alert Only If The Specific Event Happens More Than

(@ Alert If The Specific Event Does NOT Exist

(@ Alert Message Include

(@ Correct Condition If Log Line

Save To Archive Repository:
@ Archive All Log Lines

@ Archive Matching Log Lines

[Mram 24 Hzmm:ss

(@ pate Or Time In Log File Is UTC Time

@ System Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message
]

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma
And Minus Sign, Proceed With Character '\'. Wildcards "=* And 7" Are Supported

@ Match Case

(@ Match Whole Word

(@ Match Regular Expression

(@ Assign Event ID:

[

The Date or Time Format field is used to specify the Date or Time format used in the monitored log.

The Verify And Explain button is used to explain the Date or Time format specification string used and the

number of matching lines with the specified Date or Time format that are currently present in the log file:

»

»

»

»

»

»

»

»

»

>

»

>

»

»

ARGENT OM EGA (2.2A-2207-4)

Log File Path:

Tool Sets
Argent Omega Baseline
Argent Compliance Automator
Windows Compliance Rules
Windows Event Log Rules
Windows File Log Rules
LINUX/Unix File Log Rules
SYSLOG Rules
SQL Server Log Rules
Microsoft 365 Audit Log Rules
PowerShell Script Log Rules
Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender
Alerts
Monitoring Groups
Relators
Macros
Calendars

Administration

Scan Option:

Date Or Time Format:

Ignore File Log Records Over:
LINUX/Unix Command Timeout:
Fire Event With Format:

Use Advanced Rule Definition:

Rule Is Broken If Log Line:

(@ Events In Time Range:

(@ Alert Only If The Specific Event Happens More Than

¢ (2] o

Home Theme = Argent Instant Help. About Logout

[ o]

(var/iog/auth.log_oeddee_96MM3%_veyyyy%_2HH_%mmde_Sss%

(@ File Name Is Regular Expression

[ Use Yesterday's Date For Date Or Time Variables Used In File Path

{2 ias Date Or Time Variables Used In File Path By Eﬂ Hours

@ Read Only Last 100 [ Lines

t

(1M 2 HHzmm:ss

(@ pate Or Time In Log File Is UTC Time

:

B seconds

@ System Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma
And Minus Sign, Proceed With Character '\'". Wildcards '=* And 7' Are Supported

@ Match Case
(@ Match Whole Word
(B Match Regular Expression

(@ Assign Event ID:

[

(@ Alert If The Specific Event Does NOT Exist

(B Alert Message Include

(@ Correct Condition If Log Line

Save To Archive Repository:
@ Archive All Log Lines

.Ar(hive Matching Log Lines

{default} -
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The Date or Time In Log File Is UTC Time option should be used when the monitored log file is using

UTC time for its Date or Time field:

)

# & (2]
(2.2A-2207-4) Home Theme ~ Argent Instant Help. About
ARGENT OMEGA <
Log File Path: (var/iog/auth log_oddos %6119 Shyyyy%_SHHE%_Semmos_2ess% ]

v [ Tool Sets

» 1 Argent Omega Baseline
~ 144 Argent Compliance Automator @ File Name Is Regular Expression

» Windows Compliance Rules . Use Yesterday's Date For Date Or Time Variables Used In File Path
» © Windows Event Log Rules @ sias Date Or Time Variables Used In File Path By |

» 1 Windows File Log Rules LS g
. Read Only Last Lines (Only Read Last 100 Lines By Default]
~ 144 LINUX/Unix File Log Rules ] y Last | (only v )

& UM L0G ARGHIVE AUTH S Ovsion:
¥ M SYSIOGRUleS Date Or Time Format: [M0m 2 HHzmm:ss ]

» (1 SQL Server Log Rules
ime In Log
» [0 Microsoft 365 Audit Log Rules

b 1 Poweshel Sciot Log ks Tonore FileLog Records Over: =B
» Argent Omega For Microsoft 365 LINUX Or Unix Command Timeout: Seconds

» 11 Argent Omega For SNMP

e Is UTC Time

Fire Event With Format: @ System Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message
» 144 Argent Omega For SQL Server
Use Advanced Rule Definition: 2
» 11/ Argent Omega Web Defender
* [ Monitoring Groups Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma
And Minus Sign, Proceed With Character '\". Wildcards ' And ‘2" Are Supported
» 14 Relators
» M Macros (@ Match Case
» ' Calendars (@ Match Whole Word

iy S
Administration (@ Match Regular Expression

[ Assign Event ID:

@ events In Time Range: [0

(@ Alert Only If The Specific Event Happens More Than
(@ Alert If The Specific Event Does NOT Exist

Lines Before And Lines After

(8 Alert Message Include j B

{8 Correct Condition If Log Line EE

Save To Archive Repository: {defauit}

@ Archive All Log Lines

@ Archive Matching Log Lines -

Use the Ignore File Log Records Over field to skip monitoring File Log records that are older than the
specified time:

a & )

ARGENT OMEGA (2.2A-2207-4) Home Theme ~ Argent Instant Help. About
Log File Path: [var/tog/auth log_oddos %6119 Shyyyyo_SHHE%_%emmos_2ess% ]

v [ Tool Sets

Argent Omega Baseline
(@ File Name Is Regular Expression

Argent Compliance Automator
» 1 windows Compliance Rules (@ Use Yesterday's Date For Date Or Time Variables Used In File Path

» 4 Windows Event Log Rules {2 ias Date Or Time Variables Used In File Path By Eﬂ Hours
» 1 Windows File Log Rules

; P ead oy Lt nes
- LINUX/Unix File Log Rules ly 100

8 WX L0G ARGHIVE AUTH SR OutoE
» 14 SYSLOG Rules Date Or Time Format: [+t =d Hitemm:ss ] Verify And Explain

» [ SQL Server Log Rules

[ pate Or Time In Log File Is UTC Time

» 41 Microsoft 365 Audit Log Rules

Tanore

o e o B

» 1 Powershell Script Log Rules

» [ Argent Omega For Microsoft 365 LINUX/Unix Command Timeo: B seconds
» 1 Argent Omega For SNMP 2 = : .
Fire Event With Format: @ System Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message
» 144 Argent Omega For SQL Server
Use Advanced Rule Definition: 2
» 141 Argent Omega Web Defender
i Rule 15 Broken 1f Log Line: thentcation alre
» 4 Monitoring Groups Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma
And Minus Sign, Proceed With Character '\'. Wildcards "' And ‘7' Are Supported
» 14 Relators
» 1 Macros (@ Match Case
» 1 Calendars (@ Match Whole Word

iy S
Administration [ Match Regular Expression

(@ Assign Event ID:

(@ Events In Time Range:

(@ Alert Only If The Specific Event Happens More Than
(@ Alert If The Specific Event Does NOT Exist
(B Alert Message Include [ o [5] Lines Before and | Lines After

-1

(@ correct Condition If Log Line

Save To Archive Repository: {default}

@ Archive All Log Lines
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Select the Alert message format in the Fire Event With Format section:

ARGENT OMEGA (.2x-220-0)

# ] (3¢

Home Theme ~ Argent Instant Help.

‘

Tool Sets
Argent Omega Baseline
Argent Compliance Automator
Windows Compliance Rules
Windows Event Log Rules
Windows File Log Rules
LINUX/Unix File Log Rules
SYSLOG Rules
SQL Server Log Rules
Microsoft 365 Audit Log Rules
PowerShell Script Log Rules
Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender
Alerts
Monitoring Groups
Relators
Macros
Calendars

Administration

Log File Path:

Scan Option:

Date Or Time Format:

Ignore File Log Records Over:

LINUX/Unix Command Timeout:

[/var/log/auth.log_9iddse_2eMMo_2eyyyy_%HHSe_d%mmos_%ss%

[ ]

(@ File Name Is Regular Expression

[ Use Yesterday's Date For Date Or Time Variables Used In File Path

{2 ias Date Or Time Variables Used In File Path By Eﬂ Hours

@ Read Only Last Lines

t

[0m 2 HHzmm:ss

(@ Date Or Time In Log File Is UTC Time
10 a Seconds

Fire Event With Format:

@ System Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message |

Use Advanced Rule Definition:

Rule Is Broken If Log Line:

(@ Events In Time Range:

(@ Alert Only If The Specific Event Happens More Than |

[ Alert If The Specific Event Does NOT Exist
(@ Alert Message Include
(@ correct Condition If Log Line
Save To Archive Repository:
@ Archive All Log Lines

@ Archive Matching Log Lines

]

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma
And Minus Sign, Proceed With Character '\". Wildcards "' And *?' Are Supported

@ Match Case

(@ Match Whole Word
(@ Match Regular Expression

1 [5] mimes

(@ Assign Event ID:

o [F] uines after
1

o |5 tines Before and |

The Use Advanced Rule Definition option can be used to add advanced PowerShell script logic to filter

the log records:

»

»

»
»
>
»
»
»

Tool Sets
Argent Omega Baseline
Argent Compliance Automator
Windows Compliance Rules
Windows Event Log Rules
Windows File Log Rules
LINUX/Unix File Log Rules
SYSLOG Rules
SQL Server Log Rules
Microsoft 365 Audit Log Rules
PowerShell Script Log Rules
Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender
Alerts
Monitoring Groups
Relators
Macros
Calendars

Administration

ARGENT OM EGA (2.2A-2207-A)

Log File Path:

Scan Option:

Date Or Time Format:

Ignore File Log Records Over:
LINUX/Unix Command Timeout:

Fire Event With Format:

# g (34 (2] o

Home Theme ~ Argent Instant Help. About Logout

[T

I/var/\cg/aum,\og,%dd%,%MM%,%vvvy%,%HHV/DJ/Dmmﬂlaj/ussV/a

[ File Name Is Regular Expression

[ Use Yesterday's Date For Date Or Time Variables Used In File Path

{5 sias Date Or Time Variables Used In File Path By lja Hours

[ Read Only Last Lines

n

[rant 24 HHzmm:ss

(@ pate Or Time In Log File Is UTC Time
[ B

@ System Default @ 1Individual @ Combined With Latest Event Message @ Combined With Full Event Message

Use Advanced Rule Definition:

Monitoring Logic:

(@ Events In Time Range:

(8 Alert Only If The Specific Event Happens More Than

(I Alert If The Specific Event Does NOT Exist

() Alert Message Include [

Save To Archive Repository:
@ Archive All Log Lines

@ Archive Matching Log Lines

@ schive If Log Line [

00:00:00 |-[2 |
| 18| Times

| Lines Before and |

{default} -

| Lines after

The Rule Is Broken If Log Line section is used to specify the keyword string criteria to search for in the

logs. It is possible to specify multiple keywords separated by commas. To exclude criteria, type a minus

sign first. To escape comma and minus sign, proceed with character '\'. Wildcards *' and '?' are supported.

There are also options, such as Match Case, Match Whole Word and Match Regular Expression, for

more accurate filtering.

An Event ID can be specified in the Assign Event ID field to save a custom Event ID in the EVENT_ID_INT

field while archiving data in the database table.

Pr
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ARGENT OMEGA (:.2n-2209-0)

v [ Tool Sets

Argent Omega Baseline

v Argent Compliance Automator

» ‘Windows Compliance Rules

> ‘Windows Event Log Rules

> ‘Windows File Log Rules

~ 1 LINUX/Unix File Log Rules

4 SYSLOG Rules

» 11 SQL Server Log Rules

» Microsoft 365 Audit Log Rules.

» PowerShell Script Log Rules
Argent Omega For Microsoft 365

Argent Omega For SNMP

Argent Omega For SQL Server

Argent Omega Web Defender
» L Alerts

» 14 Monitoring Groups

» [ Relators

» 1 Macros

» ' Calendars

» [0 Administration

Log File Path:

Scan Option:

Date Or Time Format:

Ignore File Log Records Over:
LINUX/Unix Command Timeout:
Fire Event With Format:

Use Advanced Rule Definition:

A hod

Theme =

(var/iog/auth.log_oeddee_96MM2%_vkyyyy2_okHHI_%mmoe_S%ss%

[ File Name Is Regular Expression

[ Use Yesterday's Date For Date Or Time Variables Used In File Path

@ sias Date Or Time Variables Used In File Path By Ea Hours
BRead Only Last Lines

The Latest File Only

[Mram 24 Hzmm:ss

(@ pate Or Time In Log File Is UTC Time
»H I

Seconds

!l
<>

@ System Default @ Individual @ Combined With Latest Event Message @ Combined With Full Event Message

Rule Is Broken If Log Line:

Contains [ ication failure

|-
<

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma
And Minus Sign, Proceed With Character '\". Wildcards ™' And *?' Are Supported

@ match Case
(B Match Whole Word

(B Match Regular Expression

(@ Assign Event ID:

(@ Events In Time Range:

() Alert Message Include
(@ Correct Condition If Log Line
Save To Archive Repository:

@ Archive All Log Lines

(8 Alert Only If The Specific Event Happens More Than

(@ Alert If The Specific Event Does NOT Exist

o
Argent Instant Help.

[T

I 7T

About

%)
Logout

B Archive Matching Log Lines

The Events In Time Range option can be used to filter event records in a specific time range:

ARGENT OMEGA (.2x220-0)

v [ Tool Sets

Argent Omega Baseline

Argent Compliance Automator
» 1 Windows Compliance Rules
» 14 Windows Event Log Rules
» 1 Windows File Log Rules
~ 142 LINUX/Unix File Log Rules
» 1 SYSLOG Rules
» 141 SQL Server Log Rules
» Microsoft 365 Audit Log Rules
» 11 Powershell Script Log Rules
Argent Omega For Microsoft 365

Argent Omega For SNMP

Argent Omega For SQL Server

Argent Omega Web Defender
» 0 Alerts

» [ Monitoring Groups

» [ Relators

» [ Macros

» [ Calendars

» [ Administration

Ignore File Log Records Over:

Fire Event With Format:
Use Advanced Rule Definition:

Rule Is Broken If Log Line:

LINUX/Unix Command Timeout:

Home. Theme ~

(B Date Or Time In Log File Is UTC Time
— -

@ sSystem Default @ Individual @ Combined With Latest Event Message @ Combined With Full Event Message

]

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma
And Minus Sign, Proceed With Character '\'. Wildcards ‘*' And *?' Are Supported

(@) Match Case
(@ Match Whole Word
(@ Match Regular Expression

(@ Assign Event ID:

I (@ Events In Time Range:

(8 Alert Message Include

@ Archive All Log Lines

@ Archive If Log Line

(@ save Archive Data Only

() Alert Only 1f The Specific Event Happens More Than

(@ Alert 1f The Specific Event Does NOT Exist

(@ correct Condition If Log Line

Save To Archive Repository:

@ Archive Matching Log Lines

(@ Alert If Failed To Open Log File
[ save Performance Data To The Argent Forecaster Using Data Store:

[ o [&] tines Before and | i

Tag 1 | ]
Tag 2: [ ]
Tag 3: l

Use the Alert Only If The Specific Event Happens More Than x Times option to trigger alerts only after

)
Argent Instant Help.

(2]
About

i
Logout

{0 post Event Even If The Same Event Is Still Outstanding

the specified event has occurred a given number of times.
There is an option to Alert if the Specific Event does not exist:
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‘

ARGENT OMEGA (:21-220-0)

Tool Sets
Argent Omega Baseline

Argent Compliance Automator

» 1 Windows Compliance Rules
» [ Windows Event Log Rules
* [ Windows File Log Rules

> {44 LINUX/Unix File Log Rules

&) UNX_LOG_ARCHIVE_AUTH|

SYSLOG Rules

SQL Server Log Rules

Microsoft 365 Audit Log Rules

PowerShell Script Log Rules
Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender

Alerts

Monitoring Groups

Administration

Theme ~

[ Date Or Time In Log File Is UTC Time

@ System Default @ Individual @ Combined With Latest Event Message @ Combined With Full Event Message

Ignore File Log Records Over:

LINUX/Unix Command Timeout:
Fire Event With Format:

Use Advanced Rule Definition: ]

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma

And Minus Sign, Proceed With Character '\". Wildcards '=' And '?' Are Supported
@ Match Case

Rule Is Broken If Log Line:

(@ Match Whole Word

(@ Match Regular Expression

[ Assign Event ID:

(B Alert Only If The Specific Event Happens More Than L
() Alert If The Specific Event Does NOT Exist

@ Events In Time Range:

+ [5] Times

» 1 Relators (@ Alert Message Include [ 2[5 tines eefore And | o [5] Lines after
£ M Macros ) Correct Condtion If Log Line Cont: [
» 14 Calendars

Save To Archive Repository: {default} -

@ Archive All Log Lines

@ Archive Matching Log Lines

@ Archive If Log Line tains | ‘

(@ save Archive Data Only

(@ Alert If Failed To Open Log File

[l Save Performance Data To The Argent Forecaster Using Data Store: [ |
Tag 1: [ ]
Tag 2: [ ]

Tag 3: [ ]

[ Post Event Even If The Same Event Is Still Qutstanding

J

Argent Instant Help

About

o
Logout

The Alert Message Include option can be used to have the alert details include a given number of log

lines from before and after the log event line that triggers the alert::

“«

ARGENT OMEGA (.2s-220-0) s

Tool Sets
Argent Omega Baseline
Argent Compliance Automator
Windows Compliance Rules
Windows Event Log Rules
Windows File Log Rules
LINUX/Unix File Log Rules
SYSLOG Rules
SQL Server Log Rules
Microsoft 365 Audit Log Rules
PowerShell Script Log Rules
Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender
Alerts

Monitoring Groups

Administration

Theme =

(B Date Or Time In Log File Is UTC Time
—

@ sSystem Default @ Individual @ Combined With Latest Event Message @ Combined With Full Event Message

Ignore File Log Records Over:
LINUX/Unix Command Timeout:
Fire Event With Format:

Use Advanced Rule Definition:

]

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma
And Minus Sign, Proceed With Character '\". Wildcards ™" And ‘2’ Are Supported

Rule Ts Broken If Log Line:

(@) Match Case
(@ Match Whole Word

[ Match Regular Expression

(@ Assign Event ID:

(@ Events In Time Range: [

(@ Alert Only If The Specific Event Happens More Than [ | Times

(@ Alert If The Specific Event Does NOT Exist

» 14 Relators Alert Message Include | 0 [#] Lines Before and | 0 ] Lines After |
» 14 Macros 8 Correct Condition If Log Line  Cont: 1
» 14 Calendars

Save To Archive Repository: {default} -

@ Archive All Log Lines

@ Archive Matching Log Lines

@ Archive If Log Line ntain 1

(@ save Archive Data Only

(@ Alert If Failed To Open Log File

[ save Performance Data To The A

nt Forecaster Using Data Store: | d ) ]

Tt | ]
Tag 2: [ ]
Tag 3: l ]

{0 post Event Even If The Same Event s Still Outstanding

)

Argent Instant Help.

About

The Correct Condition If Log Line option can be used to look for a message string in the monitored log
that will trigger a condition corrected alert during a future log poll.

There are also options such as Match Case, Match Whole Word and Match Regular Expression for
accurate filtering:
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« v

= ARGENT OMEGA (2.2A-2207-4)

v [ Tool Sets

Argent Omega Baseline

Argent Compliance Automator
» 1 Windows Compliance Rules
» 1 Windows Event Log Rules

» 1 Windows File Log Rules

~ 1/ LINUX/Unix File Log Rules

& UNX_LOG_ARCHIVE_AUTH|

» 1 SYSLOG Rules
» 111 SQL Server Log Rules

» [ Microsoft 365 Audit Log Rules
» 14 PowerShell Script Log Rules

» {11 Argent Omega For Microsoft 365

» 11 Argent Omega For SNMP

» 1 Argent Omega For SQL Server

» [ Argent Omega Web Defender

» 0 Alerts

» [ Monitoring Groups

» [ Relators

» [ Macros

*» 1 Calendars

» [ Administration

Ignore File Log Records Over:
LINUX/Unix Command Timeout:
Fire Event With Format:

Use Advanced Rule Definition:

Rule Ts Broken If Log Line:

(@ Events In Time Range:

[ Alert Only If The Specific Event Happens More Than [

#

Home Theme ~

(B Date Or Time In Log File Is UTC Time
— e

@ System Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma
And Minus Sign, Proceed With Character '\'. Wildcards "' And 2" Are Supported

() Match Case
(@ Match Whole Word

(B Match Regular Expression

@ Assign Event ID: |

1[5 Times

[ Alert If The Specific Event Does NOT Exist

(@ Alert Message Include

[ [ uines efore and | o[ uines after

Correct Condition If Log Line

o ]

@ Match Case

(@ Match Whole Word

() Match Regular Expression

Save To Archive Repository:
@ Archive All Log Lines
@ Archive Matching Log Lines
@ Archive If Log Line

(@ save Archive Data Only

[ Alert If Failed To Open Log File

{default} >

(@ Save Performance Data To The Argent Forecaster Using Data Store:

Zaog. [

0
Logout

Archive Repository.

table.

strings.

separate record in the database table.

Argent Software
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The Save To Archive Repository option provides different criteria for saving the event records to the

The Archive All Log Lines option is used to save all log line entries from the monitored log to the

database tables. Each line in the monitored log file will be saved as a separate record in the database

The Archive Matching Log Lines option is used to save only the log line entries that match the condition

specified in the Rule Is Broken If Log Line section. Each matching line in the log file will be saved as a

The Archive If Log Line Contains option is used to save only the log lines that contain the specified

Page 59 of 76



Tool Sets
Argent Omega Baseline
Argent Compliance Automator
» ‘Windows Compliance Rules
¥ ‘Windows Event Log Rules
» 11 Windows File Log Rules
v LINUX/Unix File Log Rules
» SYSLOG Rules
» SQL Server Log Rules
» Microsoft 365 Audit Log Rules
» 1 Powershell Script Log Rules
Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender
Alerts
Monitoring Groups
Relators
Macros
Calendars

Administration

= ARGENT OMEGA (222090

(B Date Or Time In Log File Is UTC Time

Ignore File Log Records Over: 20 m
LINUX/Unix Command Timeout: Seconds

Fire Event With Format:

Use Advanced Rule Definition:

S~ ]

Rule Ts Broken If Log Line:

failure

#

Home

@ System Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message

Theme ~

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma

And Minus Sign, Proceed With Character '\". Wildcards '=* And 7' Are Supported

(@ Match Case

(@ Match Whole Word

(B Match Regular Expression

(@ Events In Time Range:

(@ Alert Only If The Specific Event Happens More Than
(@ Alert If The Specific Event Does NOT Exist

[ Alert Message Include [

Lines Before And |

Correct Condition If Log Line

@ Match Case
(@ Match Whole Word

(@ Match Regular Expression

Save To Archive Repository: {default} -

@ Archive All Log Lines

@ Archive Matching Log Lines

@ Archive If Log Line

[ save Archive Data Only

[ Alert If Failed To Open Log File

(@ save Performance Data To The Argent Forecaster Using Data Store:

Zaog. [

(5
Argent Instant Help

About

I
Logout

The Save Archive Data Only option can be used to save archived data without triggering Alerts.

The Alert If Failed to Open Log File option can be used to trigger an alert if the Rule fails to open the logs

on the monitored server.

»

»

»

Tool Sets
Argent Omega Baseline
Argent Compliance Automator
» 1 Windows Compliance Rules
» 1 Windows Event Log Rules

» 1 Windows File Log Rules

~ 1/ LINUX/Unix File Log Rules

» SYSLOG Rules
» SQL Server Log Rules
» Microsoft 365 Audit Log Rules
» 1 PowerShell Script Log Rules
Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender
Alerts
Monitoring Groups
Relators
Macros
Calendars

Administration

= ARGENT OMEGA (2n-2207-0)

(@ Match Whole Word

(@ Match Regular Expression

{defauit}

Save To Archive Repository:
@ Archive All Log Lines

@ Archive Matching Log Lines

@ Archive If Log Line

led To Open Log File

(@ save Performance Data To The Argent Forecaster Using Data Store:

Tag 13 [

Tag 2: l

Tag 3: [

(@ Post Event Even If The Same Event Is Still Outstanding (Unanswered)

{8 0o So Only After Minute Since Event Is Post

Hour |

L 183
{8 1gnore The Same Outstanding Event If Alerts Were Fired More Than |

Or More Times.

[ Post Event Only After Rule Is Broken |

Minute Ago

Home

Theme =

)
Argent Instant Help

About

o
Logout

Reset Counter

@after
@ After s A d
@ After The Actual Condition Is Corrected
Application: [ ]

Reference URL: [ ]

Console Comment: [ vux Auth Log === ]

Description:

B 7 U FormatBlock ¥ Font

Full Screen
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SYSLOG Rules

SYSLOG Rules are used to monitor and archive SYSLOG events from any type of network device.

The SYSLOG Rules include the option to filter by the different SYSLOG message severity levels:

e System Unusable

e Take Action Immediately
¢ Critical Condition

e Error

¢ Warning

¢ Normal, But Significant
¢ Informational

e Debug Information

od (5! e o

Home Theme ~ Argent Instant Help. About Logout

= ARGENT OMEGA Gun-zz05-0

+ 1 Tool Sets A - T

S Message Priority: System Unusable, Take Action Immediately,Critical Condition

» 141 Argent Omega Baseline @~
Message Facility:

~ 14 Argent Compliance Automator System Unusable

Ignore SYSLOG Records Over:

» [ windows Compliance Rules Take Action Immediately
» | Windows Event Log Rules [ events In Time Range: Critical Condition

* 14 windows File Log Rules [@Save To Archive Repository: @ Error

» [ LINUX/Unix File Log Rules @ wamning

>

3

SYSLOG Rules
SQL Server Log Rules
Microsoft 365 Audit Log Rules

@ Archive All Log Lines @ normal Yet Significant

@ informational

@ Archive Matching Log Lines
@ Debug

@ Archive If Log Line

(B save Archive Data Only

» [ Powershell Script Log Rules [ s2ve Performance Data To The Argent Forecaster Using Data Store: |
Argent Omega For Microsoft 365 Tt |
Argent Gmega For SNMP Too2: | ]
Argent Omega For SQL Server
Tag3: | ]
Argent Gmega Web Defender

[@ Post Event Even If The Same Event Is Still Outstanding (Unanswered)

Alerts

Monitoring Groups {8 0o So Only After 1 [ Hour | 0 [5] minute Since £vent 1s post

Relators [ 10nore The Same Outstanding Event If Alerts Were Fired More Than | [ vour o [ Minute Ago
facos [ post Event Only After Rule Is Broken | 2 =] or More Times

Calendars

Administration

Reset Counter
@ After Event Is Post
After Ever
After The Actual Con

Application: [ ]

Reference URL: [ ]

Console Comment: (== Network Device: Critical Condition =+~ |

Description:

B 7 U FormatBlock ~ Font i & L Full Screen

his Rule menitors SYSLOG of message priority ‘Critical Condition”

These filters are specified using the Message Priority and Message Facility drop-down selections:
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- Tool Sets

» 11 Argent Omega Baseline

v Argent Compliance Automator
» 14 Windows Compliance Rules
» 14 Windows Event Log Rules
» 14 Windows File Log Rules
» 14 LINUX/Unix File Log Rules
~ 111 SYSLOG Rules

SYSLOG_ARCHIVE_CRITICA

» 11 SQL Server Log Rules

osoft 365 Audit Log Rules
» 1 PowerShell Script Log Rules

Argent Omega For Microsoft 365

Argent Omega For SNMP

Argent Omega For SQL Server

Argent Omega Web Defender
» 1 Alerts

» [ Monitoring Groups

> 4 Relators

» [ Macros

» [ Calendars

* [ Administration

= ARGENT OMEGA (n-zz05-0)

[Message Priori

[Message Fa

Ignore SYSLOG Records Over:

[l Events In Time Rangs

(B save To Archive Repository:

@ Archive All Log Lines

@ Archive Matching Log Lines

rstem Unusable, Take Action Immediately, Critical Condition

@ archive If Log Line

(B save Archive Data Only

[@save Performance Data To The Argent Forecaster Using Data Store:

Tag 1: [
Tag 2: [ ]
Tag 3: [ ]

(@ Post Event Even If The Same Event Is Still Outstanding (Unanswered)

@00 5o ony e bour[ 0] inute ince vent 1 post

@ 1gnore The Same Outstanding Event If Alerts Were Fired More Than

[B Post Event Only After Rule Is Broken Or More Times

Reset Counter

Home

Theme =

)
Argent instant Help.

About

Logout

@ After Event Is Post
@ After Event Is Answered
@ After The Actual Condition Is Corrected

Application: [ ]

Reference URL: [ ]

Console Comment: [ Network Device: critical Condition =~ |

Description:
B 7 U Format Block

his Rule menitors SYSLOG of message priority ‘Critical Condition”

Full Screen

Use the Ignore File Log Records Over field to skip monitoring SYSLOG records that are older than the

specified time:

ARGENT OMEGA (.2n-2207-)

Theme~

")
Argent instant Help.

About

Logout

- Tool Sets

» [ Argent Omega Baseline

v Argent Compliance Automator
» 14 Windows Compliance Rules
» 1 Windows Event Log Rules
» 14 Windows File Log Rules
» 1 LINUX/Unix File Log Rules
~ 111 5YSLOG Rules

» 111 SQL Server Log Rules
» 4 Microsoft 365 Audit Log Rules

» 1 PowerShell Script Log Rules

Argent Gmega For Microsoft 365

Argent Omega For SNMP

Argent Omega For SQL Server

Argent Omega Web Defender
» 1 Alerts

» [ Monitoring Groups

> 4 Relators

» [ Macros

» [ Calendars

* [ Administration

Message Priority:

Message Fa

Ilgnore SYSLOG Records Over: I 2]

[l Events In Time Range:

Save To Archive Repository:

@ Archive All Log Lines,

@ Archive Matching Log Lines

@ Archive If Log Line

(B save Archive Data Only

[@save Performance Data To The Argent Forecaster Using Data Store:

T 10 | ]
Tag 2: [ ]
Tag 3: [ ]

(@ Post Event Even If The Same Event Is Still Outstanding (Unanswered)

@00 5o ony e bour[ 0] inute ince vent 1 post

@ 1gnore The Same Outstanding Event If Alerts Were Fired More Than

(B Post Event Only After Rule Is Broken Or More Times

Reset Counter

Hour 0 <

inute Ago

@ After Event Is Post.
@ After Event Is Answered
@ After The Actual Condition Is Corrected

Application: [ ]

Reference URL: [ ]

Console Comment: [ Network Device: critical Condition =~ |

Description:

B 7 U Format Block

his Rule menitors SYSLOG of message priority ‘Critical Condition”

Full Screen
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The Events in Time Range option can be used to filter event records in a specific time range:

e i) O
= A RGE NT O M E G A (2.24-2207-4) Hgne 'heﬁe‘ Avgenlm‘smm Help Agul mgut

~ [ Tool Sets Message Priority: System Unusable, Take Action Immediately,Critical Condition -

Message Facility:

» 14 Argent Omega Baseline

~ 111 Argent Compliance Automator
Ignore SYSLOG Records Over:

» 144 Windows Compliance Rules
» | Windows Event Log Rules I [E) events In Time Range:
b 14 Windows Fie Log Rules B 5ove To Avchive Repository
» 14 LINUX/Unix File Log Rules ) )
@ Archive All Log Lines
~ 11 SYSLOG Rules
Archive Matching Log Lines
& 575L0G_ARCHIVE_CRITICAL @ iV Matchii Lo
» [ SQL Server Log Rules @ Archive If Log Line H
» (41 Microsoft 365 Audit Log Rules {isave Archive Data Orly
» * Ponershel script Log Rules (B Sove Peformance Data To The Argent Forecastr Using Data Store: |
» 12 Argent Omega For Microsoft 365 ot | ]
» [0 Argent Omega For SNMP | |
» 140 Argent Omega For SQL Server s
» 1 Argent Omega Web Defender [ J
e [ Post Event Even If The Same Event Is Still Outstanding (Unanswered)
> 1% Monitoring Groups {00 So Only After 1 [ Hour | o [5] vinute since Event 1s post
» 1 Relators [ 10nore The Same Outstanding Event If Alerts Were Fired More Than | 15 our 0 [ Minute Ago
e [ Post Event Only After Rule Is Broken | 2[5 or More Times
> 1 Calendars
- Reset Counter
> [0 Administration
@ After The Actual Condition Is Corrected

Application:

Reference URL:

Console Comment: [ Network Device: Critical Condition ==~ |

Description:

B 7 U FormatBlock ~ Font 7 & = EEEssl e Full Screen

his Rule monitors SYSLOG of message priority ‘Critical Condition”

The Save To Archive Repository option provides different criteria for saving the event records to the
Archive Repository.

The Archive All Log Lines option is used to save all log line entries from the monitored log to the
database tables. Each line in the monitored log file will be saved as a separate record in the database
table.

The Archive Matching Log Lines option is used to save only the log line entries that match the condition
specified in the Rule Is Broken If Log Line section. Each matching line in the log file will be saved as a
separate record in the database table.

The Archive If Log Line Contains option is used to save only the log lines that contain the specified

strings.
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The Save Archive Data Only option can be used to save archived data without triggering Alerts:

ARGENT OMEGA (s-220m-0)

- Tool Sets
» [ Argent Omega Baseline
- Argent Compliance Automator
‘Windows Compliance Rules

» 1 Windows Event Log Rules

k Windows File Log Rules

» LINUX/Unix File Log Rules

v SYSLOG Rules

SQL Server Log Rules

Microsoft 365 Audit Log Rules

Powershell Script Log Rules

» [ Argent Omega For Microsoft 365
» [ Argent Cmega For SNMP

» 140 Argent Omega For SQL Server

» [ Argent Omega Web Defender
Alerts

Monitoring Groups

Relators

Macros

Calendars

Administration

Message Priority: System Unusable, Take Action Imm

Iy, Critical Condition
Message Facility:

[E) events In Time Range: 00:00:00 - |23:50:50

(Bl save To Archive Repositary: {def:

@ Archive All Log Lines
@ Archive Matching Log Lines
@ Archive If Log Line [

Save Archive Data Only

[ s2ve performance Data To The Argent Forecaster Using Data Store: [

Tag 1: [ ]
Tag 2 [ ]
g3 [ ]

(@ Post Event Even If The Same Event Is Still Outstanding (Unanswered)

(@ Do So Only After 1 [ Hour 0 = Minute Since Event Is Post.

@ 1gnore The Same Qutstanding Event If Alerts Were Fired More Than

Hour 0 [=| Minute Ago

(B Post Event Only After Rule Is Broken Or More Times

Reset Counter

od (%4 e o

Theme ~ Argent instant Help. About Logout

@ After Event Is Post
@ After Event Is Answered

@ After The Actual Condition Is Corrected

Application: [ ]

Reference URL: [

Console Comment: [ Network Device: Critical Condition ==~ |

Description:

B 7 U FormatBlock ~ Font

his Rule monitors SYSLOG of message priority ‘Critical Condition”

Full Screen
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SQL Server Log Rules

The SQL Server Log Rules are used to monitor or archive SQL Server and SQL Server Agent log files to

identify significant errors:

3

ARGENT OMEGA (:.2n-2205-0) e hemas

Tool Sets
Argent Omega Baseline
Argent Compliance Automator

Windows Cempliance Rules
Windows Event Log Rules
Windows File Log Rules.
LINUX Or Unix File Log Rules
SYSLOG Rules

SQL Server Log Rules
 5S_LOG_AGENT

B 55 10G_ERROR

icrosoft 265 Audit Log Rules

PowerShell Seript Log Rules
Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender

Alerts
Correction
Motification
Alert Macro
Moritoring Groups
Relators
Macros
Email Recipients
SMS Recipients
Windows Services
Windows Processes
Users

Calendars.

Base Definitions.
Holidays

Administration

hd (3] o Y]

Argent Instant Help About Logout

= 9
@ system Default @ Ind
Use Advanced Rule Definition: ]

[Eoi v st spe, Err vt Lo 3

Include Or Exclude Keywords. Enter Keywords Separated By Commas, To Exclude Criteria, Type A Minus Sign First. To Escape Comma
And Minus Sign, Proceed With Character '\". Wildcards ' And '?" Are Supported

Ignore Log Records Over:

Fire Event With Format: dual @ Combined With Latest Event Message @ Combined With Full Event Message

Rule Is Broken If Log Line:

@ Match Case
(@ Match Whole word
[ Match Regular Expression

(B Assign Event ID:

@ Events In Time Range:

(I Alert Only If The Specific Event Happens More Than

(@ Alert If The Specific Event Does NOT Exist

[ correct Condition If Log Line [ Il

{8 save To Archive Repository: {default}

@ ~Archive All Log Lines

@ Archive Matching Log Lines

@ 4Archive If Log Line I

@ save Archive Data Only
() save performal
Tag 1z [ ]

Data To The Ary

t Forecaster Using Dat

Ta2: | ]

g 3: | ]

[ Post Event Even If The Same Event Is Still Outstanding (Unanswered)

@ 1gnore The Same Outstanding Event If Alerts Were Fired More Than

@ oo so only Af Minute Since Event Is Post

Post Event Only After Rule Is Broken 2| Or More Times ~

The Log Type option can be configured to specify monitoring the Agent Log or the Error Log.

Use the Ignore File Log Records Over field to skip monitoring Log records that are older than the

specified time:

3

Tool Sets
Argent Omega Baseline
Argent Compliance Automator

Windows Compliance Rules

Windows Event Log Rules

Windows File Log Rules

LINUX Or Unix File Log Rules

SYSLOG Rules

SQL Server Log Rules
 55_LOG_AGENT

Microsoft 265 Audit Log Rules

PowerShell Script Log Rules
Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender

Alerts
Correction
Notification
Alert Macro

Monitoring Groups

Relators

Macros
Email Recipients
SMS Recipients
Windows Services
Windows Processes
Users

Calendars
Base Definitions
Holidays

Administration

ARGENT OMEGA (:2n 2200 0) = e

¢ '

Argent Instant Help About Logout

=B

Ignore Log Records Over:

Fire Event With Format:

@ system Default @ Individual @ Combined With Latest Event Message @ Combined With Full Event Message

(Cout nt locate space, Eror, xception, Login s

Indlude Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma

And Minus Sign, Proceed With Character'\". Wildcards '=* And ‘7" Are Supported

Use Advanced Rule Definition:

Rule Is Broken If Log Line:

@ match Case

@ Match whole word

(@ Mateh Regular Expression

(I Assign Event ID:

@ Events In Time Range:

([ Alert Only If The Specific Event Happens More Than

(I Alert If The Specific Event Does NOT Exist

[ Correct Condition If Log Line [ Il

{default}

{8 save To Archive Repository:

@ Archive All Log Lines

@ Archive Matching Log Lines

@ Archive If Log Line

@ save Archive Data Only
() save performa
Tag 1z [ ]

Data To The Ary

t Forecaster Using Da

Ty 2 | ]

Tag 3: [ ]

(@ Post Event Even If The Same Event Is Still Outstanding {Unanswered)

@00 So Only After E Hour

(@ ancre The Same Outstanding Event If Alerts Were Fired More Than

Dost Event Only After Rule s Broken 2 5| or More Times
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The Fire Event With Format option is used to select the Alert message format:

) |

ARGENT OM EGA (2.2A-2207-4) H:ne Theﬁe' Argenl\ncstaanelp Akgu Lngut

Ignore Log Records Over: 248

Fire Event With Format: @ System Default @ 1Individual @ Combined With Latest Event Message @) Combined With Full Event Message |

~ [ Toal Sets

» [ Argent Omega Baseline

~ 1 Argent Compliance Automator

Windows Compliance Rules

Windows Event Log Rules Use Advanced Rule Definition:

]
Rule Is Broken If Log Line: [coutd not allocate space, Error, Exception, Login failed

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma

And Minus Sign, Proceed With Character '\". Wildcards "' And *?" Are Supported

»
»

» 141 Windows File Log Rules

» 141 LINUX Or Unix File Log Rules
>

SYSLOG Rules

A4 SQL Server Log Rules

™ SS_LOG_AGENT
3 Microsoft 365 Audit Log Rules
» PowerShell Script Log Rules

@ Mateh Case

@ Match Whole Word

@ match Regular Expression

» [ Argent Omega For Microsoft 365
@ Events In Time Range: [
> Argent Omega For SNMP
» W Argent Omega For SOL Server (@ alert oOnly If The Specific Event Happens More Than
» 1 Argent Omega Web Defender @ Alert If The Specific Event Does NOT Exist
- 1 Alerts [ Correct Condition If Log Line [

» | Correction (B Save To Archive Repository: {default} -
» 14 Natification

@ Archive All Log Lines
» 1 Alert Macro

@ Archive Matching Log Lines

» [ Monitoring Groups

» [ Relators @ Archive If Log Line

~ [ Macros

([l Save Archive Data Only

Email Recipients [ save performance Data To The Argent Forecaster Using Data Store:

y
» [ 5MS Recipients Tag 1: [ ]
» 1 Windows Services Tag 2: [ ]
> Windows Processes Tag 3: [ ]
,

Users
[ Post Event Even If The Same Event Is Still Outstanding (Unanswered)

Woosoonyatter [ 1 our[ o] Minute since Event 1s post
[ tanore The Same Outstanding Event If Alerts Were Fired More Than - Hour \:l Winute Ago

= [ Calendars

b | Base Definitions

» [ Holidays

~ M Administration Post Event Only After Rule Is Broken 215 or more Times

“ ) .
ARGE N T O M E G A (2.2A-2207-4) Home Theﬁe' Argent \r\cstaanelp Ag.ﬂ Lugut

» | Argent Omega Baseline

Ignore Log Records Over: -

» [ Windows Compliance Rules Fire Event With Format: @ system Default @ Individual @ Combined With Latest Event Message @) Combined With Full Event Message
* [ Windows Event Log Rules Use Advanced Rule Definition: 7]
» 141 Windows File Log Rules . 3
» [ LINUX Or Unix File Log Rules Monitoring Logic: Properties H Methods ‘
» [ SYSLOG Rules 4
~ [ SQL Server Log Rules B
™ S5_LOG_AGENT 2

:
» [ Microsoft 265 Audit Log Rules 3
3 PowerShell Script Log Rules

Argent Omega For Microsoft 365

(@ Events In Time Range:

Argent Omega For SNMP

»
>

» i Argent Omega For SQL Server (@ alert Only If The Specific Event Happens More Than
»

Argent Omega Web Defender () Alert If The Specific Event Does NOT Exist
~ i Alerts (& save To Archive Repository: {default} -
> Correction @#rchive All Log Lines
» 1 Notification

@ Archive Matching Log Lines
» 1 Alert Macro ]

@ Archive If Log Line

» [ Monitoring Groups

b [ Relators () save Archive Data Only.
= [ Macros @ save Performance Data To The Argent Forecaster Using Data Store: [
» [0 Email Recipients Tag 1: [ ]
» [ 5MS Recipients Tag 2: | ]
» 1 Windows Services T3 | ]
: \Smdows Frosesses [ Post Event Even If The Same Event Is Still Outstanding {Unanswered)
sers

Do So Only After Hour Minute Since Event Is Post
- Calendars @oosconyutar [ iFnour  oF

@ tanore The Same Outstanding Event If Alerts Were Fired More Than

bour [ o] minute Ago

b | Base Definitions

» [ Holidays (@ Post Event Only After Rule Is Broken Or More Times

~ [ Administration

Al — Recet counter

The Rule Is Broken If Log Line section is used to specify the keyword string criteria to search for in the

logs.
Multiple keywords, separated by commas, can be specified.

To exclude criteria, type a minus sign first. To escape comma and minus sign, proceed with character '\'.

Wildcards ™' and '?' are supported.
There are also options, such as Match Case, Match Whole Word and Match Regular Expression, for
more accurate filtering.
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An Event ID can be specified in the Assign Event ID field to save a custom Event ID in the EVENT _ID_INT

field while archiving data in the database table:

»

3

Tool Sets
Argent Omega Bassline
Argent Compliance Automator

Windows Compliance Rules
Windows Event Log Rules
Windows File Log Rules.
LINUX Or Unix File Log Rules
SYSLOG Rules

SQL Server Log Rules
 55_LOG_AGENT

[ SS_LOG_ERROR

osoft 265 Audit Log Rules

PowerShell Script Log Rules

Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender

Alerts
Correction
Notification
Alert Macro

Moritoring Groups

Relators

Macros
Email Recipients
SMS Recipients
Windows Services
Windows Processes
Users

Calendars

Base Defi

Holidays

Administration

ARGENT OMEGA (:.2a-2200-0)

Log Type:

Ignore Log Records Ove

Fire Event With Format:

Use Advanced Rule Definition:

Home

@ sSystem Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message

Rule Is Broken If Log Line:

[Cout not locatespace, Eror, xception, Login aied

Include Or Exdude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma

And Minus Sign, Proceed With Character '\". Wildcards "= And 7" Are Supported

@ match case
@ Match Whole Word
@ Match Regular Expression

(@ 4ssign Event ID:

»

3

@ Events In Time Range:

(@ Alert Only If The Specific Event Happens More Than

E=— 9

(B Alert If The Specific Event Does NOT Exist

(Il Correct Condition If Log Line
(B save To Archive Repository:
@ Archive All Log Lines

@ Archive Matching Log Lines
@ Archive If Log Line

([l Save Archive Data Only
[0 save Performanc

{default}

nt Forecaster Using Data Store:

Tag 1: [

Tag

il

Tag 3: [

[ post Event Even If The Same Event Is Still Outstanding {Unanswered)

@ Do So Only Af

ARGENT OMEGA (222050

Tool Sets

Argent Omega Baseline
Argent Compliance Automator
Windows Compliance Rules

Windows Event Log Rules
Windows File Log Rules
LINUX Or Unix File Log Rules
SYSLOG Rules

SQL Server Log Rules
 55_LOG_AGENT

i 55_10G_ERROR

osoft 365 Audit Log Rules

PowerShell Seript Log Rules
osoft 365

Argent Omega For
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender
Alerts
Correction
Notification
Alert Macro
Monitoring Groups
Relators
Macros
Email Recipients
SIS Recipients
Windows Services
Windows Processes
Users
Calendars

Base Defi

Holidays

Administration

Log Type:
Ignore Log Records Ove
Fire Event With Format:
Use Advanced Rule Definition:

Rule Is Broken If Log Line:

2 | or More Times

ter [ our| 0[] inute e vent 1 st

@ 1gnore The Same Outstanding Event If Alerts Vere Fired More Than

our[ o ] inuee 200

Logout

@ System Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message

(Cold ok st space, Eror, Excton, Lo d

Include Or Exclude Keyword:

nter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma
d

E
And Minus Sign, Proceed With Character '\'. Wildcards " And '?" Are Supportet

@ Match Case
@ Match whole word
@ Match Regular Expression

(I Assign Event ID:

@ Events In Time Range:

(@ lert Only If The Specific Event Happens More Than

(@ Alert If The Specific Event Does NOT Exist

i Correct Condition If Log Line
(8 save To Archive Repository:
@ Archive All Log Lines
@ Archive Matching Log Lines
@ Archive If Log Line

() save Archive Data Only
() save performanc

[

{default}

Data To The Argent Forecaster Using Data Store

Tag 1 [

Tag

[ Post Event Even If The Same Event Is Still Outstanding {Unanswered)

@ Do So Only Aft:

Dost Event Only After Rule s Broken 2 | or More Times

[ v o] viute ice ent s et

[ 1gnore The Same Outstanding Event If Alerts Were Fired More Than

Minute Ago

Logout
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Use the Alert Only If The Specific Event Happens More Than option to trigger alerts only after the

specified event has occurred a given number of times..

There is an option to Alert if the Specific Event does not exist:

»

Tool Sets
Argent Omega Bassline
Argent Compliance Automator

Windows Compliance Rules
Windows Event Log Rules

Windows File Log Rules.

» [/ LINUX Or Unix File Log Rules

SYSLOG Rules
SQL Server Log Rules
 55_LOG_AGENT
Microsoft 365 Audit Log Rules
PowerShell Seript Log Rules
Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender
Alerts
Correction
Notification
Alert Macro
Monitoring Groups
Relators
Macros

Email Recipients

» [ SMS Recipients

Windows Services
Windows Processes
Users

Calendars
Base Definitions.
Holidays

Administration

ARGENT OMEGA (.2a-2200-0)

Log Type:

Ignore Log Records Over:
Fire Event With Format:

Use Advanced Rule Definition:

Rule Is Broken If Log Line:

@ Events In Time Range:

@ system Default @ Individual @ Combined With Latest Event Message @ Combined With Full Event Message

(Cout not locate space, Eor, xcepion, Logn ied

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma

And Minus Sign, Proceed With Character '\'. Wildcards ' And 2" Are Supported
@ match case
@ Match Whole Word
@ Match Regular Expression
@ assign Event ID: ‘ 0,000 ‘

(@ Alert Only If The Specific Event Happens More Than [ + [ rimes|

() Alert If The Specific Event Does NOT Exist

(Il Correct Condition If Log Line
B save To Archive Repository:
@ Archive All Log Lines

@ Archive Matching Log Lines
@ Archive If Log Line

([l Save Archive Data Only

@ Save Performance Data To The Argent Forecaster Using Data Store:

[

Tag 1 |

)

Tag 2: [

l

Tag 3: [

J

(@ Post Event Even If The Same Event Is Still Outstanding {Unanswered)

0o So Only After + [ Hour |

0 [=] minute since Event Is post

[ tanore The Same Outstanding Event If Alerts Were Fired More Than 1 [] Hour | o= minute Ago

Post Event Only After Rule s Broken

215 or more Times

Logout

o

There is an option to save the Event records to the Archive Repository.

There are different options for Save To Archive Repository.

The Archive All Log Lines option is used to save all log line entries from the monitored log to the

database tables. Each line in the monitored log file will be saved as a separate record in the database

table.

The Archive Matching Log Lines option is used to save only the log line entries that match the condition

specified in the Rule Is Broken If Log Line section. Each matching line in the log file will be saved as a

separate record in the database table.

The Archive If Log Line Contains option is used to save only the log lines that contain the specified

strings.
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The Save Archive Data Only option can be used to save archived data without triggering Alerts:

ARGENT o M EGA (2.2A-2207-4) Home Theﬁe‘ Argent \r\cstaanEIp Ag.ﬂ Lugut

Tool Sets

» | Argent Omega Baseline

~ 1% Argent Compliance Automator
* [ Windows Compliance Rules

» [ Windows Event Log Rules

Windows File Log Rules.
LINUX Or Unix File Log Rules
SYSLOG Rules

~ [SQL Server Log Rules
 55_LOG_AGENT

§ SS_L0G_ERROR

Microsoft 365 Audit Log Rules

Powershell Script Log Rules

» [ Argent Omega For Microsoft 365
Argent Omega For SNMP

Argent Omega For SQL Server

Argent Omega Web Defender
Alerts

Correction

Notification

Alert Macro
Monitoring Groups
Relators

Macros

Email Recipients

SMS Recipients

Windows Services

Windows Processes

> users

Calendars
» [ Base Defi
* [ Holidays

Administration

)

@ system Default @ Individual @ Combined With Latest Event Message @ Combined With Full Event Message

Ignore Log Records Ove

Fire Event With Format:

Use Advanced Rule Definition: =]

(Cout not locate space, Eor, xcepion, Logn ied

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma
And Minus Sign, Proceed With Character '\'. Wildcards " And ‘7' Are Supported

Rule Is Broken If Log Line:

@ match case

(@ Match whole Word

@ Match Regular Expression

[ Assign Event ID:

@ Events In Time Range:

(@ Alert Only If The Specific Event Happens More Than

(B Alert If The Specific Event Does NOT Exist

(Il Correct Condition If Log Line

(B save To Archive Repository:

@ Archive All Log Lines

@ Archive Matching Log Lines

@ Archive If Log Line

([l Save Archive Data Only
[0 save Performance Data To The Ar
Tag 2: [ ]

[ J

(@ Post Event Even If The Same Event Is Still Outstanding {Unanswered)

[ o[ ] vinve s evrt s st

@ 1gnore The Same Outstanding Event If Alerts Viere Fired More Than

2 | or More Times

nt Forecaster Using Data Store:

Tag

Tag

@ Do So Only Af

our[ o ] inuee 200
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Microsoft 365 Audit Log Rules

The Microsoft 365 Audit Log Rules are used to monitor or archive Microsoft 365 Audit Log events.
This Rule uses the PowerShell cmdlet “Search_UnifiedAuditLog.”

The following should be configured prior to using these Rules:

Install PowerShell module "ExchangeOnlineManagement”

Register Application has to be assigned the Audit Logs role in Exchange Online to turn auditing on or off in
your Microsoft 365 organization. By default, this role is assigned to the Compliance Management and
Organization Management role groups on the Permissions page in the Exchange admin center. Global
admins in Microsoft 365 are members of the Organization Management role group in Exchange Online.

Turn auditing on by running “Set-AdminAuditLogConfig -UnifiedAuditLoglngestionEnabled $true”
Run the following command to confirm that auditing is turned:

'‘Get-AdminAuditLogConfig | FL UnifiedAuditLogingestionEnabled’

- ) 0
= ARGENT OMEGA (2.2A-2207-4) Hgie Yhsﬁe' Argenﬂnt!laanslp Ab?ul mgm

~ [ Tool Sets 2 |

@ system Default @ Individual @ Combined With Latest Event Message @ Combined With Full Event Message

» 11 Argent Omega Baseline

v Argent Compliance Automator Fire Event With Format:

3

»

»

» [ Argent Omega For Microsoft 365
» [ Argent Omega For SNMP

Argent Omega For SQL Server
Argent Omega Web Defender

» (1 Windows Services

Windows Processes
Users

Calendars

» [ Base Definitions

Holidays
Administration

& License (Admin Only)

Reset Counter
@
@ e

» 4 Windows Compliance Rules Rule Ts Broken If Audit Log Record Satisfies Criteria
» 1 Windows Event Log Rules [user ID: | |
» (4 Windows File Log Rules @ Client 1p Address: [ ‘
»
LINUX Or Unix File Log Rules W verkdoad: [ ‘
» | SY5L0G Rules
@ operation: [ |
3 SQL Server Log Rules
v 3 il
v | Microsoft 265 Audit Log Rules EBResut status: [Faited ]
Py 36 G Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma
© M5365_LOG,
o307 IOGHARCHIVE AL And Minus Sian, Proceed With Character '\'. Wildcards " And ‘7' Are Supported
> PowersShell Script Log Rules

[ Events In Time Range: |

[ 1[5 Times

() Alert Only If The Specific Event Happens More

() Alert If The Specific Event Does NOT Exist

e [ correct Event If Secing Resuilt Status Of Same Source: [succeeded
» [ Correction (@ save To Archive Repository: {default} -
> 1 Notification
() save Archive Data Only
» 14 Alert Macro

() Alert I Failed To Dewnload Audit Log

: :;2‘::[:"9 R @save Performance Data To The Argent Forecaster Using Data Store: |

+ 1 Macros Tag & | ]
» 11 Email Recipients Tea2: | ]
» [ SMS Recipients Tag 3: l ]

[l Post Event Even If The Same Event Is Still Outstanding (Unanswered)
0o S0 only After

[ 1gnore The Same Outstanding Event If Alerts Were Fired More Than | 1[5 Hour |

1 =] Hour | 0[] Minute Since Event Is Post

) 1| Minute Ago

(@ Post Event Only After Rule Is Broken

2 [ or More Times
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Use the Ignore File Log Records Over field to skip monitoring Log records that are older than the

specified time.

The Fire Event With Format option is used to select the Alert message format:

ARGENT OMEGA 2 - o
(2.2A-2207-4) Home Theme ~ Argent Instant Help About Logout
T Teolsets Tanore Event Log Records Over: 5
) :

Argent Omega Baseline
~ ' Argent Compliance Automator Fire Event With Format: @ 5ystem Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message

» ' Windows Compliance Rules Rule Is Broken If Audit Log Record Satisfies Cri

» [ Windows Event Log Rules [user 0:

» 141 Windows File Log Rules

@ client [P Address [
4 LINUX Or Unix File Log Rules ‘

W vorkioad:
4 SYSLOG Rules
@ operation: ‘
» [5QL Server Log Rules
~ 14 Microsoft 365 Audit Log Rules EBResult Status: [Failed

MS3 RCHIVI

L

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma
And Minus Sign, Proceed With Character '\ Wildcards "' And ‘7' Are Supported
» [ PowerShell Script Log Rules

Argent Omega For Microsoft 365

@ Events In Time Range:

Argent Omega For SNMP )
(@ Alert Only If The Specific Event Happens More Than

Argent Omega For SQL Server
[ Alert 1f The Specific Event Does NOT Exist

Argent Omega Web Defender

[ Correct Event If Seeing Result Status Of Same Source:

v Alerts
» I Correction Save To Archive Repository: {default}
» 14 Notification
(@) save Archive Data Only
» 14 Alert Macro

() Alert If Failed To Download Audit Log
(@ save Performan

» [ Monitoring Groups
ata To The Ar

Forecaster Using D:

» 1 Relators

~ [ Macros Tt | |
» | Email Recipients Tao 22 | ]
» [/ SMS Recipients Tag 3: [ ]

» | Windows Services [l Post Event Even If The Same Event Is Still Outstanding (Unanswered)

Woosconlyafter [ 1| Hour[ 0[] minute since Event Is post

(@ 1anore The Same Outstanding Event If Alerts Were Fired More Than

» [ Windows Processes

» [ Users

Hour [0 minute g0

~ [ Calendars

[ Post Event Only After Rule Is Broken Or More Times

» [ Base Definitions.

Reset Counter

@

» 1 Holidays
v Administration

& License (Admin Only)

The Rule Is Broken If Audit Log Record Satisfies Criteria section provides various fields for filtering

events.

Events can be filtered by User ID, Client IP Address, Workload, Operation or Result Status:

) |
ARGENT OMEGA (2.2A-2207-4) e L Argenl\ncstaanelp Ag.ﬂ Lugut

~ [ Tool Sets a 2

» | Argent Omega Baseline

+ i Argent Compliance Automator Fire Event With Format: @ System Default @ 1Individual @ Combined With Latest Event Message @ Combined With Full Event Message

3 Windows Compliance Rules Rule Is Broken If Audit Log Record Satisfies Cri

» 1 windows Event Log Rules @user o: [ |
» [ Windows File Log Rules. [ Client 1P Address I |
4 LINUX Or Unix File Log Rules -Wnrkload: ‘ |
4 SYSLOG Rules .Onemliun‘ ‘ |
» [ SQL Server Log Rules

~ 14 Microsoft 365 Audit Log Rules BBResuit Status: (Feies ]

MS3H RCHIVE_ALL) Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma

And Minus Sign, Proceed With Character \'. Wildcards = And *?' Are Supported
» 111 PowerShell Seript Log Rules

Argent Omega For Microsoft 365

@ Events In Time Range:

Argent Omega For SNMP )
(@ Alert Only If The Specific Event Happens More Than

Argent Omega For SQL Server
[ Alert 1f The Specific Event Does NOT Exist

Argent Omega Web Defender
- 0 Alerts [ Correct Event If Seeing Result Status Of Same Source:

Correction Save To Archive Repository; {default}

Notification .
(@) save Archive Data Only

Alert Macro
() Alert If Failed To Download Audit Log

» [ Monitoring Groups

» B Relators [ save Performance Data To The Argent Forecaster Using D: [

- Mthsors o | ]
» 11 Email Recipients Tag 2: [ ]
» [/ SMS Recipients Tag 3: [ ]
» | Windows Services [l Post Event Even If The Same Event Is Still Outstanding (Unanswered)

R
Windows Processes Woosconlyafter [ 1| Hour[ 0[] minute since Event Is post

> 14 Users
(@ 1anore The Same Outstanding Event If Alerts Were Fired More Than

Hour [0 minute g0

~ | Calendars
. [ Post Event Only After Rule Is Broken Or More Times
» 14 Base Definitions

b [ Holidays Reset Counter
= 1 Administration @ fter Event Is Post

¥ License (Admin Only) - @ aAfter Event Is Ans
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The Events in Time Range option can be used to filter event records in a specific time range:

»

3

»

3

ARGENT OMEGA (.2a-2200-0)

Ignore Event Log Records Over:

Tool Sets
Argent Omega Baseline

Argent Compliance Automator

» 111 Windows Compliance Rules

» 1 windows Event Log Rules

» 141 Windows File Log Rules

» 141 LINUX Or Unix File Log Rules
3 SYSLOG Rules

» [5QL Server Log Rules

- Microsoft 365 Audit Log Rules

» 111 PowerShell Seript Log Rules

Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender
Alerts
Correction
Notification
Alert Macro
Monitoring Groups
Relators
Macros
Email Recipients
SMS Recipients
Windows Services
Windows Processes
Users
Calendars
Base Definitions
Holidays
Administration

& License (Admin Only)

—

Fire Event With Format:

@ System Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message

i (3 o
Theme~  AgentinstantHelp  About  Llogout

Rule Is Broken If Audit Log Record Satisfies Criteria

[user 0:

@ client IP Address

\ J
\ J
@workioad: [ |
\ |

@ Operation:

EBResult Status: [Failed |

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma

And Minus Sign, Proceed With Character '\'. Wildcards "~ And *7' Are Supported

Events In Time Range:

(@ Alert Only If The Specific Event Happens More Than

[ Alert If The Specific Event Does NOT Exist

[ Correct Event If Secing Result Status Of Same Source: (s

Save To Archive Repository:
(@) save Archive Data Only
() Alert If Failed To Download Audit Log

(B save Performanc:
g1 ]

Data To The Art

ent Forecaster Using Da

Tag 2: [ ]

Tag 3: [ ]

(I Post Event Even If The Same Event Is Still Outstanding {Unanswered)

Moo scony after [ [ Hour[ 0[] minute since Event Is post

(@ 1anore The Same Outstanding Event If Alerts Were Fired More Than

our [ o] miute ago

(@ Post Event Only After Rule Is Broken Or More Times

Reset Counter
@ After Event Ts Post

®

ter Event Is Answ

Use the Alert Only If The Specific Event Happens More Than x Times option to trigger alerts only after

the specified event has occurred a given number of times.

There is an option to alert if the Specific Event does not exist:

»

»

3

ARGENT OMEGA (:.2a-2200-0)

Ignore Event Log Records Over:

Tool Sets
Argent Omega Baseline

Argent Compliance Automator

» 14 Windows Compliance Rules

» 1 Windows Event Log Rules

» 141 Windows File Log Rules

4 LINUX Or Unix File Log Rules
3 SYSLOG Rules

» [5QL Server Log Rules

v Microsoft 365 Audit Log Rules

Ms:

ARCHIVE_ALL|

» 111 PowerShell Seript Log Rules

Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender
Alerts
Correction
Notification
Alert Macro
Monitoring Groups
Relators
Macros
Email Recipients
SIS Recipients
Windows Services
Windows Processes
Users
Calendars
Base Definitions
Holidays
Administration

&9 License (Admin only)

—

Fire Event With Format:

Rule Is Broken If Audit Log Record Satisfies Criteria

@ System Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message

) 23 o
Theme~  AgentinstantHelp  About  Logout

@user 10:

@ client IP Address
@workioad:

\
\
\
@operation: [
[

[EBResut Status: Failed |

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma

‘And Minus Sign, Proceed With Character "\'. Wildcards " And '?' Are Supported

@ Events In Time Range:

(@ Alert Only If The Specific Event Happens More Than

[ Alert If The Specific Event Does NOT Exist

[ Correct Event If Seeing Result Status Of Same Source:

Save To Archive Repository:
(@) save Archive Data Only
() Alert If Failed To Download Audit Log

(B save Performanc:
g1 ]

Data To The Argent Forecaster Using Da

Tag 2: [ ]

Tag 3: [ ]

(I Post Event Even If The Same Event Is Still Outstanding {Unanswered)

Doosconyatter [ [ Hour[ 0[] minute since Event Is post

[ tanore The Same Outstanding Event If Alerts VWere Fired More Than

our [ o8] miute ago

(@ Post Event Only After Rule Is Broken Or More Times

Reset Counter

@ After Event Is Post
@ After Event Is Ansv
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Use the Correct Event If Seeing Result Status Of Same Source option to specify the criteria to trigger a

condition corrected alert:

Y (3 o
ArgentInstantHelp  About  Logout

ARGENT OMEGA (s s20r-1) 2 o

~ [ Toal Sets a 4l

Ignore Event Log Records Over:

[ =H s

@ System Default @ 1Individual @ Combined With Latest Event Message (@ Combined With Full Event Message

» [ Argent Omega Baseline

Fire Event With Format:
~ ' Argent Compliance Automator fre Event With Forma

»  Windows Compliance Rules Rule Is Broken If Audit Log Record Satisfies Criteria

» [ Windows Event Log Rules user 1o:

» 141 Windows File Log Rules

@ client 1P Address [
» 141 LINUX Or Unix File Log Rules [

@ vorkload:
> SYSLOG Rules
@operation: ‘
» | SQL Server Log Rules
~ | Microsoft 365 Audit Log Rules EBResult Status: [Failed |

Include Or Exdlude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma
And Minus Sign, Proceed With Character '\ Wildcards "' And '?' Are Supported

» [ PowerShell Script Log Rules

Argent Omega For Microsoft 365 [ Events 1n Time Range:

Argent Omega For SNMP
(@ Alert Only If The Specific Event Happens More Than

Argent Omega For SQL Server
[ Alert 1f The Specific Event Does NOT Exist

Argent Omega Web Defender

r. Correct Event If Seeing Result Status Of Same Source:

v Alerts
» 14 Notification
(@) save Archive Data Only
» 14 Alert Macro

() Alert If Failed To Download Audit Log
[l save Performa

» [ Monitoring Groups

Data To The Art

t Forecaster Using Data

» [ Relators

- 14 Macros Tt | |
» | Email Recipients Tao 22 | ]
» [ SMS Recipients Tag 3: [ ]

» [ Windews Services [l Post Event Even If The Same Event Is Still Outstanding (Unanswered)

[ i EJHour[ o[ minute since Event Is post

(@ 1anore The Same Outstanding Event If Alerts Were Fired More Than

N .
Windows Processes @ oo so only

Users

our [ o] miute ago

~ [ Calendars

(@ Post Event Only After Rule Is Broken Or More Times

» [ Base Definitions.

» 1 Holidays Reset Counter

= I administration ter Event Is Post

ter Event Is Ans

& License (Admin Only) -~

The Rule can be saved to a specified Archive Repository.

The Audit Records should be archived to the database table name
ARGSOFT_COMPLIANCE_LOG_ARCHIVE.

The Save Archive Data Only option can be used to save archived data without triggering Alerts:

»

»

3

)
ARGENT OMEGA (. 2x s20r-1) B . —

Argent Omega Bassline
Argent Compliance Automator
Windows Compliance Rules
Windows Event Log Rules

Windows File Log Rules.

LINUX Or Unix File Log Rules

Ignore Event Log Records Over:

—

Fire Event With Format: @ 5ystem Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message

About

Tool Sets

Logout

Rule Is Broken If Audit Log Record Satisfies Criteria

@user 10:

@ client IP Address

\ J

\ J

(@ workload: [ |
\ |

J

SYSLOG Rules i
@ operation:
SQL Server Log Rules
licrosoft 365 Audit Log Rules EBResult Status: [Falted

Ms:

ARCHIVE_ALL|

PowerShell Script Log Rules
Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender

Monitoring Groups

Windows Services
Windows Processes
Users

Calendars
Base Definitions
Holidays

Administration

&9 License (Admin only)

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma
And Minus Sign, Proceed With Character '\". Wildcards = And ‘7' Are Supported

@ Events In Time Range:

(@ Alert Only If The Specific Event Happens More Than

[ Alert If The Specific Event Does NOT Exist

[ Correct Event If Seeing Result Status Of Same Source:

v Alerts
» 14 Notification
(@) save Archive Data Only
> 14 Alert Macro

() Alert If Failed To Download Audit Log
(B save Performanc:

Data To The Art

ent Forecaster Using Da

» [ Relators

~ [ Macros Tt | ]
» [ Email Recipients Tag 20 [ ]
» [ SMS Recipients Tag 3: [ ]

(I Post Event Even If The Same Event Is Still Outstanding {Unanswered)

Doosconyatter [ [ Hour[ 0[] minute since Event Is post

[ tanore The Same Outstanding Event If Alerts VWere Fired More Than

our [ o8] miute ago

(@ Post Event Only After Rule Is Broken Or More Times

Resat Counter
@ After Event Is Post

[

ter Event Is Ansy
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The Alert If Failed to Download Audit Log option can be used to trigger an Alert if the Rule failed to

retrieve the Microsoft 365 Event Log records:

ARGENT OMEGA (.2a-2200-0)

Tool Sets

» [ Argent Omega Baseline

~ 1 Argent Compliance Automator

» 14 Windows Compliance Rules

» 1 Windows Event Log Rules

» 141 Windows File Log Rules

» [/ LINUX Or Unix File Log Rules
3 SYSLOG Rules

» [5QL Server Log Rules

v Microsoft 365 Audit Log Rules
\RCHIVI L|

MS36!

» [ PowerShell Script Log Rules

Argent Omega For Microsoft 365

Argent Omega For SNMP

Argent Omega For SQL Server

Argent Omega Web Defender
Alerts

Correction

Notification

Alert Macro
Monitoring Groups
Relators
Macros
» (1 Email Recipients
» [ SMS Recipients
» [ Windows Services
» [ Windows Processes
» [ Users
Calendars

» [ Base Defini

» 1 Holidays
Administration

& License (Admin Only)

)

Argent Instant Help

Ignore Event Log Records Over:

[ =H s

Fire Event With Format: @ system Default @ Individual @ Combined With Latest Event Message (@ Combined With Full Event Message

About

Logout

Rule Is Broken If Audit Log Record Satisfies Cri

user 1o:

[ client IP Address:
@ vorkload:

\
\
\
(@ operation: [
Resut Status: (i

Failed |

Include Or Exclude Keywords. Enter Keywords Separated By Commas. To Exclude Criteria, Type A Minus Sign First. To Escape Comma
And Minus Sign, Proceed With Character *\'. Wildcards "' And '?" Are Supported

@ Events In Time Range:

(@ Alert Only If The Specific Event Happens More Than

[ Alert 1f The Specific Event Does NOT Exist

[ Correct Event If Seeing Result Status Of Same Source:

{default

Save To Archive Repository:

(@) save Archive Data Only

@ save Performan

Forecaster Using D:

Tag 12 [ ]

Tag 2: [ ]

Tag 3: [ ]

(I Post Event Even If The Same Event Is Still Outstanding {Unanswered)

Moo scony after [ [ Hour[ 0[] minute since Event Is post

(@ 1anore The Same Outstanding Event If Alerts Were Fired More Than

bour [0 minute go

(@ Post Event Only After Rule Is Broken Or More Times

Resat Counter
@ After Event Ts Post

@

ter Event Is Ans
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PowerShell Script Log Rules

This Rule allows you to create custom PowerShell scripts to monitor Windows Event logs.

Windows PowerShell (3.0 or higher) is required -- PowerShell is free of charge and executes as a

standalone application (no services required):

»

«

ARGENT OMEGA (2.2A-2207-A) Home The?»ev

Tool Sets
Argent Omega Baseline
Argent Compliance Automator
Windows Compliance Rules
Windows Event Log Rules
Windows File Log Rules
LINUX/Unix File Log Rules
SYSLOG Rules
SQL Server Log Rules
Microsoft 365 Audit Log Rules
PowerShell Script Log Rules
Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega \Web Defender
Alerts
Monitoring Groups
Relators
Macros
Calendars

Administration

) [0}

ArgentinstantHelp  About  Logout

Add Parameters

Sutcliow = [System.DateTime]: :Utchow

which is saved as part of archived record. Default is Rule Name

# Assign Log Name
3PSPlayer. Logliame = “MyTestPSlog”

# Unless log data is stateless, last read state should be retrieved first
8 # so that rule logic can resume reading from last read posi

10 Slastread = $PSPlayer.GetEventstate()
1

12 # Generate 3 synthetic event and put to the queue for archiving
Sevt = $PSPlayer.NewEvent()

# Assign various event properties

# Required
Sevt.EventTimeUtc = SutcNow  # Default value is current UTC time
Sevt.EventSeverity = 4 # 1 - Error, 2 - Warning, 4 - Informational

2 # Optional
Sevt.EventId = 1
Sevt.EventUser
Sevt.EventCategory
Sevt.EventSource = 'PS'

Environment]: :Userliame

# User Data is saved in archived record as XiL, which can be queried
# using XPath syntax.

# User Data is recommended as it is more efficient to query than parsing
# Event Body text

Sevt.AddUserData('DATA_1', 'VALUE1')
Sevt.AddUserData( 'DATA.: )
Sevt.AddUserData( ' DATA.: 3")

# Event Body is the main information to store

Requ
if ( $lastread.lastReadEventTimeUtc -eq Snull )

8

41 Sevt.EventBody = "Last Read: Never'r nCurrent: " + Sutchow
43 else

Py

45 Sevt.EventBody = "last Read: " + Slastread.lastReadEventTimeUtc + " (" + Slastread.lastReadEventId = “)'r nCurrent: " + Sutchow
45

# Optional
Sevt.EventRecllum = $lastread.LastReadEventld

# Update last read information
Slastread. LastReadEventTineUtc = Sutchiow

To tightly integrate with PowerShell technology, Argent provides a set of Properties and Methods by

extending the PowerShell script naming space.

They are conveniently available through the drop-down menu by clicking the specific buttons:

ARGENT OMEGA (2.2A-2207-4) Theme ~

# g (4 (2] [©]

Argent Instant Help About Logout

»

»

“

Tool Sets

Argent Omega Baseline

Argent Compliance Automator
Windows Compliance Rules
Windows Event Log Rules
Windows File Log Rules
LINUX/Unix File Log Rules
SYSLOG Rules
SQL Server Log Rules
Microsoft 365 Audit Log Rules
PowerShell Script Log Rules

ARCHIVE_DEMO
Argent Omega For Microsoft 365
Argent Omega For SNMP
Argent Omega For SQL Server
Argent Omega Web Defender

Alerts

Monitoring Groups

Relators

Macros

Calendars

Administration

Add Parameters

Properties | Methods

sutclion = (5§ $psplayer.FireEvent Register an event to be fired

% Assign Log| $PSPlayer.Correctvent Resolve a fired event
$PSPlayer.Lod $PSPlayer.DoMessage Show a network message
Unless 10g| $PSPlaver.WriteStatus

so that 1] $psplayer.SavePredictor

o, Log Text into Service Log
% Save predictor data
o Slastread = § $PSPlayer.IsCancelled Check if user abort the script
# Generate a| $PSPlayer.GetNodeParam Node Property
Sevt = spsp1q $PSPlaverGetParam Parameter
$PSPlayer.NewEvent

$PSPlayer.GetEventState

i Generate Synthetic Event
# Assign var:

Event State
# Required
Sevt.EventTimeUtc = SutcNow  # Default value is current UTC time

9 Sevt.EventSeverity = 4 # 1 - Error, 2 - Warning, 4 - Informational

# Optional

)
Sevt.EventUser = [Environment]: :Userlame
5 Sevt.EventCategory = 'PS Demo’
Sevt.EventSource = 'PS'

User Data is saved in arc
using XPath syntax.

User Data is recommended as it is more effi
Event Body text

ed record as XiL, which can be queried

nt to query than parsing

#

Sevt.AddUserData('DATA 1", 'VALUE 1')
Sevt.AddUserData( 'DATA 2", 'VALUE 2°)
Sevt.AddUserData('DATA 3, "VALUE 3')

Event Body is the main information to store
Required
if ( $lastread.LastReadEventTimeUtc -eq Snull )

P —

Sevt.EventBody = "Last Read: Never'r'nCurrent:  + Sutchow

E8 2

&

else

b3

Sevt.EventBody = "Last Read: " + Slastread.lastReadEventTimeUtc + " (" + Slastread.lastReacEventld + *)'r'nCurrent: * + Sutchow
]

.-

# Optional
Sevt.EventRecliun = $lastread.LastReadEventld

# Update last read information
Slastread. LastReadEventTineUtc = Sutcliow
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There is an option to define parameters for a PowerShell script:

)
ARGE N T O M E G A (2.2A-2207-4) H:ﬂe Ihe?:ev Argent \ntstaanEIp Agul Lugut

~ [ Tool Sets

» | Argent Omega Baseline

~ 14 Argent Compliance Automator
*» [ Windows Compliance Rules
» [ Windows Event Log Rules
» 1 Windows File Log Rules
» [/ LINUX/Unix File Log Rules
» [ SYSLOG Rules
» 1 SQL Server Log Rules
» [ Microsoft 365 Audit Log Rules
v [ Powershell Script Log Rules

@ PS_ARCHIVE_DEMO

Argent Omega For Microsoft 365

Argent Omega For SNMP

Argent Omega For SQL Server

Argent Omega Web Defender
> 1 Alerts

» [ Monitoring Groups

» [ Relators

» [ Macros

* [ calendars

» [ Administration

Rule Is Broken If Performance Metrics Is Over Threshold 2 + & x
Name Type ‘VEJIIE ‘
L Humeric 100

[ properties || methods |

4 Sutcllow = [System.DateTime]: :Utchow

3 # Assign Log Name which is saved as part of archived record. Default is Rule Name
4

5 SPsPlayer. Loghame = “MyTestPsLog”

# Unless log data is stateless, last read state should be retrieved first
# so that rule logic can resume reading from last read position

19 Slastread = SPSPlayer.GetEventState()
1
12/ # Generate a synthetic event and put to the queue for archiving

14 Sevt = $PSPlayer NewEvent()

6 # Assign various event properties

18 # Required
19 Sevt.EventTimeUtc = SutcNow  # Default value is current UTC time
20 Sevt.EventSeverity = 4 # 1 - Error, 2 - Warning, & - Informational

1
22 % Optional

23 Sevt.Eventld = 1608
24 Sevt.EventUser = [Environment]::Userfiame
25 Sevt.EventCategory = 'P:

26 Sevt.EventSource = 'PS

27
28 # User Data is saved in archived record as XML, which can be queried

29 # using XPath syntax

38 # User Dato is recommended as it is more efficient to query than parsing
31 # Event Body text

32

The PowerShell script can use the defined parameters using the built-in method GetParam.

The Rule Is Broken If Script Timeout option can be used to trigger an alert if the script runs longer than

the value defined in the Timeout x Seconds field.

The Show PowerShell Script option can be used to hide the script from view:

v [ Tool Sets

» 141 Argent Omega Baseline

~ 1 Argent Compliance Automator

) 0
ARGENT OM EGA (2.2A-2207-4) e Theﬁe' Avgsn(lrgmanslp Algu( mgm
Y
e
6 Stastresd.L o -
a 3
o

» 1 indows Compliance Rules

» 1 Windows Event Log Rules

» 1 Windows File Log Rules

» 14 LINUX/Unix File Log Rules

» 141 SYSLOG Rules

» 14 SQL Server Log Rules

» 14 Microsoft 365 Audit Log Rules
~ 1 Powershell Script Log Rules

Argent Omega For Microsoft 365

Argent Omega For SNMP

Argent Omega For SQL Server

Argent Omega Web Defender
> 0 Alerts

» 1 Monitoring Groups

» 14 Relators

» 1 Macros

» 14 Calendars

» [ Administration

63 # Optional trace log message

64 SPSPlayer.kiriteStatus("Generated a synthetic event”)
65

66 # Use $PSPlayer.FireEvent to break rule

67 % Use $PSPlayer.CorrectEvent to resolve rule
68 # Use $PSPlayer.SavePredictor to save performance metrics

Show PowerShell Script

(@ Rule Is Broken If Script Timeout

(@ save Performance Data To The Argent Forecaster Using Data Store:

~]

Tag 1: |

Tag 2 | ]
Tag 3: l ]

{8 Post Event Even If The Same Event Is Still Outstanding (Unanswered)

@00 S0 Only After | 1 5] Hour | 0

[ tgnore The Same Outstanding Event If Alerts Were Fired More Than |

linute Since Event Is Post

[ Post Event Only After Rule Is Broken | Or More Times

Reset Counter

@ fter Event Is Post
@ After Event Is Answered

@ After The Actual Condition Is Corrected

( J

Reference URL: [ ]

Console Comment: [ oMo == ]

Description:

Format Block v Font I Full Screen

Argent_Compliance_Automator.doc

Argent Software
Proprietary Information — All Rights Reserved

Page 76 of 76



