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Argent Atlas Secrets




Argent Atlas is Argent's open CMDB-X database that is not only a network inventory but also the modeling product

for both network topology and infrastructure dependency.

The network inventory stores nodal information that can be shared among all Argent AT products, as well as third-

party products.

The network topology is useful for root cause analysis.
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Here are some common chores that Argent Atlas can automate:

e Automated application monitoring using CLI and Argent AT maintenance scripts
e Detect newly installed SQL Servers

o Notify the changes of Exchange infrastructure

e Alert on installation of rogue SMTP services

e Maintain a master network inventory of Linux/Unix servers

e Bulk import IP addresses for the entire network

e Use third-party data source as data feed for Argent Atlas

e Implement third-party GUI and Web Interface to manage Argent Atlas

e Pass network inventory information between separate network locations
e Determine how servers and devices are connected

e Discover SNMP devices and information of vendor, make, model, etc

e Find MAC addresses of connected wireless devices

e Manage Monitoring Groups used by Argent AT

e Manage license to all Argent AT products

e Manage all Argent AT services
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How Do | Assign A Node To A Daughter Engine For Monitoring When {Dynamic}

Monitoring Engine Is Used?

The Argent AT Engine determines which Supervising Engine to use to schedule a monitored task for a node by

inspecting the associated Monitoring Engine in the Relator.

The controlling Supervising Engine for the Monitoring Engine will be responsible for monitoring the node.

By default, {Dynamic} monitoring engine is used.
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The Argent AT engine uses the following algorithm to determine which Supervising Engine to use:

e Find the Network Group a node belongs under
e Get the ‘Default Monitoring Engine’ for the Network Group
e Determine which Supervising Engine controls the Monitoring Engine, and the Supervising Engine is the

one that schedules tasks for the node
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Which Logon Credential Does Argent for VMware Use To Monitor VMware Objects?

To determine the logon credential for a VMware object, Argent for VMware uses the following logic:

e First check if the VMware object has explicitly set a user/password at the licensed node level

o If default, check the logon credential specified in the Network Group that the node belongs to

o |Ifset, useit
e If not set, use the logon credential at the system level specified in the Supervising Engine setting
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How Do | Fire An Alert Through A Node-Specific Argent Alert Executor?

The Argent Alert Executor allows Argent AT to fire alerts from a different machine other than the Argent Console

main engine.

Customers can specify to use the Argent Alert Executor when defining Alerts in a Relator.
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The Alert Executor can be either explicit or node specific.

When it is node specific, the Argent Console engine use the following algorithm to determine which Alert Executor

should be used:

e If the node has an Alert Executor specified, use it
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e If the Network Group that node belongs to has an Alert Executor specified, use it
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e Otherwise, use the Argent Console Main Engine to fire the Alert
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How Do | Specify What Alert To Fire When Doing Automated Monitoring In Argent for

SNMP?

Argent for SNMP provides a powerful heuristic self-learning facility. This is explained in more detail in the
document “Argent for SNMP Self-Learning Facility”.

Customers can select a monitoring level at the Node Manager, and the Argent for VMware engine synthetically

generates internal Relators to monitor.
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Because the synthetically generated internal Relator does not exist physically, the engine needs to know what

Alert to fire if the Rule is broken.

The Alert is defined as the Default Alert in the Network Group the node belongs to.
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How Do | Add Linux/Unix Servers To Argent Atlas?

To add a few Linux/Unix servers, add them manually by right-clicking and ‘Add Server Or Device’ on CMDB-X

screen.
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If a large number of servers are to be added, use the Argent AT command-line facility.

ARGENT_CMDB_CLI -n node [-0 “property:value”] [-g group] -a

e Argument -n' specifies the node name
e Argument '-g' specifies the network group that the node will be added to; it is optional; if not specified, the
default 'First Network Group' is assumed

e Argument '-0' specifies relevant pairs of property and value

To add a Linux server, specify the OS as 'Linux Servers'. Example:

ARGENT_CMDB_CLI -n TestNodel -0 "Domain:A" -0 "OS:Linux Servers" -0 "Alternative
IP:192.168.2.106" -a

For details see Argent AT command-line facilities

Customers can read the Linux/Unix servers from another data source, and repeatedly call the command line to

add all the servers.
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How Do | Programmatically Remove Server/Devices From Argent Atlas?

Customers can use the Argent AT command-line facility to accomplish it.

ARGENT_CMDB_CLI -n node -r

Argument '-n' specifies the node name.

For example, the following command removes node ‘W2008R264XEN’ from Argent Atlas.

ARGENT_CMDB_CLI -n W2008R264XEN -r

Note: The operation will fail if the server/device is licensed in any Argent AT product.

In that case, customers should first call the following to unlicense the node from the Argent AT products.

ARGENT _LICENSE_CLI -n node -p product —r

For example, the following command unlicenses the node ‘W2008R264XEN’ from Argent Guardian Ultra.

ARGENT_LICENSE_CLI -n W2008R264XEN -p “Argent Guardian Ultra” -r
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How Do | Add Servers In An Active Directory Environment To Argent Atlas?

Scanning Windows network using Active Directory is the most reliable way to accomplish this.

For details, see section ‘Scan Windows Network Using Active Directory’ in Appendix B.
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How Do | Add Servers In A Workgroup Environment To Argent Atlas?

Scanning Windows network using Network Browser is the easiest way, but the Microsoft Network Browser must

be treated with caution, as it is sometimes unreliable.

For small amounts of servers, customers can opt to add manually.

For details, see section ‘Scan Windows Network Using Network Browser’ in Appendix B.

Trade Secret of ArgSoft Pacific Intellectual Property Holdings (HK), Limited Page 15 of 115
Proprietary Information



How Do | Add Servers In A Different Domain To Argent Atlas?

Use the option ‘Use Explicit Domain Account’ when doing Active Directory scanning.

Customers are prompted to enter the logon credentials and domain controllers before the actual scanning.

Worldwide Enterprise Mebwork Scanning

[¥ Windows Domain Contrallers |= Frinter Queues
[V windows Servers [V windows 9% Systems
[V windows Workstations [¥ Unknown Systems

[¥ NT Backup Controllers

Onby Fird Computers In The Active Directory Container; |

o Uze Explicit Doy ¥ He=domain)

se Explicit Domain Account
Filtering Optior: — Fi

ze FOEM Mam

Domain Account! | B\ Administr atar | {DomainiUser)
. JActive Directg S | GEremne | EJ
I d Yend
s Damain Controlles | PANAZE] | SNe
oK | Zancel
4 i I 3
Save ToMetwaork Group:  First Mebwork Group - ' Keep Original Metwork Group
Scan Network Stop Scanning Save Cloze
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How Do | Scan A Large TCP/IP Network Quickly?

IANA-reserved private IPv4 network ranges

Start End No. Of addresses
24-hit block (/8 prefix, 1 x A) 10.0.0.0 10.255.255.255 16777216
20-bit block (/12 prefix, 16 x B) 172.16.0.0 172.31.255.255 1048576
16-bit block (/16 prefix, 256 x C) 192.168.0.0 192.168.255.255 65536

Theoretically customers can pick any of the above as a whole for the network.

For example, a large network may have a range of 10.0.0.0 — 10.255.255.255, while SOHO can use 192.168.1.0 —
192.168.1.255.

If more than 256 IP addresses are needed, then 192.168.0.0 can be selected with a network mask 255.255.0.0.

In most cases, customers will pick multiple network segments such as 192.168.0.x, 192.168.1.x, 192.168.2.x etc.

To scan such a network, it is a lot faster to do it by scanning each segment of 256 addresses instead of scanning

the whole range of 65,536 addresses.
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How Do | Scan A Mixed Cluster Environment?

Microsoft Clusters for W2003 and W2008 do not talk to each other.

As a result, native cluster WIN32 API does not work on W2003 querying a remote W2008 cluster, and vice versa.

To handle a mixed cluster environment, the option ‘Failover Cluster WMI Provider’ should be used.
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Because it relies on WMI, the security on the cluster must be adjusted to allow the Argent AT engine

access to the WMI name space ‘root\mscluster’.

WMI Control Properties
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B0 T2 Security | antation (WMI)
- Ch . .
-] DEFAULT L I W S ent Instrumentation (WML
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B Microsoft !ﬁ Evemone
w23 Microsoftﬂ«ctiveDirectow @ LOCAL SERVICE
(-E]:D M8 Claster €3 NETWORK SERVICE
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[ Palicy
- RSOP Add. | Bemave |
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B0 ServiceModel Permizgions for Administrators Ao Dery
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e R Full Wit O
Partial write O
Provider Write O
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Why Are Some SNMP Device Not Discovered?

Scanning SNMP devices is similar to ICMP Ping by enumerating all the possible IP addresses in the range. As a

result, the recommendation of using small network segments in How To Scan A Large TCP/IP Network Quickly

also applies here.

Customers may find some or all SNMP devices are not found during network scanning. The possible causes

include the following:

1. Each SNMP device has a built-in configuration of allowed management workstations. In other words, it
only handles requests from certain IP addresses. Contact the Network Administrator, ensure the machine
where the scanning is done (e.g. Argent Main Engine) is listed as a management workstation in the SNMP

devices.

2. Check supported SNMP version. Version 1 and 2c¢ are most common, and version 3 is the most

complicated. Scan the network using the appropriate SNMP version setting.

3. Ifitis vl orv2c, ensure the community string is correct. The string is the password in the SNMP world.

4. |Ifitis v3, double check the password and protocol for authentication and encryption. If any of them

mismatches, the scanning won't work.

5. If the network segment for scanning is outside of the local network segment, ensure the option ‘Active
Poll Each IP Address’ is checked. Most routers won't forward SNMP broadcast packets out of a local

segment.
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What Do | Do When Two Cluster Objects Have The Same Name But Are From Different

Clusters?

Give each Cluster Object distinct node names while using the ‘Internal Name'’ field to hold the real object name.

When monitoring multiple Windows Clusters there may be naming conflicts.

For example, two SQL Clusters have resource ‘Disk Q:". Clearly both cannot use ‘Disk Q:’ for the cluster object

name.

Instead, use DISK_Q_OF CLUSTER_A and DISK_Q_OF_CLUSTER_B for the two objects, and specify ‘Disk Q:’.
Because the Cluster is determined by the property ‘Cluster Name’, the two objects are fully defined without

conflict.

Mode 'PAMCLUSTER _DISK_Q Common Properties X

5 A
x=2 Z

B Windows Cluster
Mame PANCLUSTER_DISK )
Cluster Marne PAMCLUSTER.
Real Name

Internal Name DISK Q: 7
_ |

Alternative IP

Use Alert Execukor
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Make
Model
&e-hit 05 Unknown
SMMP sysObjectId
Liocation MEW YORE
Description
Contact
Time Zone Sektings
Appearance Used In Event Console (A1A)
Installed Applications

114 Cancel
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How Do | Define Monitoring Groups Based On Node Type?

This is can be done by using an ODBC query-based Monitoring Group.
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0x1 (1) — Windows Domain Controller
0x2 (2) — Windows Backup Domain Controller
0x4 (4) — Windows Server
0x8 (8) - Windows Workstation
0x10 (16) - Sun Solaris
0x20 (32) - HP-UX
0x40 (64) — AIX
0x80 (128) - SCO UNIX
0x100 (256) — Linux
0x200 (512) —IP Address
0x400 (1,024) — iSeries Server
0x800 (2,048) — Cluster Node
0x1000 (4,096) — Cluster Group
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0x2000 (8,192) — Cluster Network

0x4000 (16,384) — Cluster Network Interface
0x8000 (32,768) — Cluster Resource
0x10000 (65,536) — Printer Queue

0x80000 (524,288) — Unknown

0x100000 (1,048,576) - URL Object
0x200000 (2,097,152) - Mail Object
0x400000 (4,194,304) - FTP Object
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How Do | Add Two Machines With The Same Machine Name But In Separated Unrelated

Networks?

ISP customers can run into such a situation. Two accounts may have machines of the same name. It happens

when the machine is either cloned or installed with default settings of a Microsoft small business suite. Because

each account has its own network, there is no conflict until the ISP needs to monitor both of them.

To address the issue, customers can add two machines using arbitrary names, but specify the NetBIOS property

with the real machine name. As long as two machines are monitored by separate Daughter Engines, it will work as

expected.

Mode "WZ00ERZDEY" Common Propertiss

H15
b 2
B Windows Machine
Marne W2O0sR2ZDEY
Cramain &
05 Windows Servers
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Internal Mame

Alias
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Use Alert Executor
Dependency
Yendor
Make
Model
fd-hit 05
SHMP sysObjectId
Lacation
Descripkion
Contack
Time fone Settings
Logical Drives

Installed Applications

Appearance Used In Event Console (A1A)

Microsoft
Windows
Windows Server 20058 RZ Standard
nknowan

MEWY YORE

1].8

Cancel
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When An ESX Host Is Offline, A Flood Of Alerts Are Sent About Offline VMs. How Do |

Receive Just One Alert Telling The Root Cause?

Specify the ESX host as a Logical Dependency for the VMs and enable Root Cause Analysis in the Relator

definition.
Mode 'DBEM_MIRR 31/31" Common Propetties x
P1E
1155 A
=2 L
Bl Windows Machine
Marne DEM_MIRR 3151
Domain VMware
05 Windows Servers

MetBios Marne

Internal Mame

Contackt

Time Zone Settings

Logical Drives

Appearance Used In Event Console (A1A)
Installed Applications

Alias
Alternative IP
se Alert Executor
§Dependency [192.168.2.187
Yendor Microsoft
Make Windows
Model Microsoft Windows Server 2003, Standard
Gd-bik O35 Unknowen
SMMP sysObjectTd
Location MEW YORE
Description YirtualMachine-523

1] 4 Cancel
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R Y A R e For Ve (3,181 308 4} - =
1%-!

| Control Information | Relator Definition: REL_VMWARE_CONNECTIVITY (Test Mode)
Definitinna
i Tod Ruks af
1 Bl vCener e Session Fukes 1| Prevecpais st Fosl Mask Sevvers e 1he Seme Stabis U Frevans: Check
=il Verskn And Patch Ruks
%1 85 Poveer Shel St Ruies (4 oot Yopoky = Ty )
i+ @ Instant Dest Practices | or VM Guests 5
=1 3 Relstos Aelas Tioges
5 e Advanced - 18 iy OF s Aoe Eicken, Execune Fitator

o Once

Oncebven |5 1| MiwaFor (60 = Wi

Exnculn Relstor Orly Fre The Node That Binaks Tha Fues

Dreseripsion

s iz DOMAIN_CONTROLLLRS

s BMG_WINDOWS

ol 100G WINGCWES, SERVERS

s MG _WINDCWS _WORKSTATIONS
D Automatic Fepart Distrbutions
[ G2 Macras
D Colendars

E Reputs | ._What To Hun [Hudes] [ when 3 [ whal To Do lpdals] -y Advanced Foslues |

ey MR W e e S 00 N

When the Argent AT engine cannot access the VM, it will check the accessibility of its logical dependency. In this

case, itis the ESX host. If the ESX host is offline, the event will be raised about the dependency instead of the
offline VM.
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How Can IP Addresses In An Excel File Be Imported To Argent Atlas?

Compose COMPUTERS.TXT then import into CMDB-X. Do the following:

Copy out the IP address column in the Excel into notepad.
Put ‘TCP/IP<TAB>' in front of each line.

Put ‘<TAB><TAB><TAB>TCP’ in end of each line.

Save file as COMPUTERS.TXT

Import into CMDB-X (See Import And Export CMDB-X Data)

a &~ w0 p e

Note the count of one <TAB> and then three <TAB> is essential.

@?!;;' H5E O & w =8 fogmt Gusrdan Uirs (3,17 1308-11)

| cMDB-X | cMDB-X
| nsplay opnons T
Enirapeiss Netwerk isplay Dpion Petwork Group Server/Device Doman Type Location Vendor Make

- & Demo URLs
*! Show Al ServersMevices [ Dema Wrh & =

Firs By SnrvenMiesica Type ) PRt NGO [ o reparriss Mabwarh SEancang

Fis Bl Natwod. G o W JORE:
; e EHE HEW YORS:
Fites By Manionng Geoup S e HEW YORE.
P B L osia O Curane Pkt FinPalh |2 \COMPUTERS TAT
Ot
Lpelatn
Trpal Nesdwca k. 2000,
4 Auka Lipedete When Srinclion Chnges
= lirpul Comgmen T wsd File fubancd Fuatas]
Geon By TR
= You marp sther manualy edt COMPUTER THT

Fiitrs By of 1un e cutiomaed ARGSOFT_NETWORKSCAN VDS 10 genetete this fle.
¥ -
=
N | . Active Disectons | Netwark. Drowser | ICHP Ping | Wirvdowt Chuster, External File
24 : ynwred  Madine Donain Type Vendur
Z" 5 r 192.168.2.101 TCRIP TOPIP Ackdrerises.
T L4 15 168.2. 102 TP TOR{IP Addensses
50 160,210 TR TCRIP Addresses
v 152.160.2.104 TCRP TR/ Addresses
o
o
v L
—ha
v L

= TCRSIF 131
Torar 194308104 i
| | e To Hebrruek Gious. Frest !
é] Evemits A Alests .|
I | Sean Nelwork 4 e

B3 Enterprie Gbjests
] seheuuled Munitaring Tasks
u'm CMIBX

2] contral information

1 1k ]

Reports . Mrtwork Inventory [ Febvacr Topangy
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There are Many Devices in the DMZ; They Cannot Be Scanned By The Argent AT Engine;
There Are Too Many To Add Manually.

How Can The Devices Be Added To Argent Atlas?

Customers can do a quick install of Argent Guardian Ultra using SQL Server Compact on a machine of DMZ, then

do the following:

Do a network scan using from the Argent GUI
Export the result as an XML file

Copy the XML file to the Main Engine

Import the XML file

Uninstall Argent AT from the machine in the DMZ

a &~ w0 Dp e
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How Do | Determine All The Known SQL Servers In Argent Atlas?

Run the following SQL query using ‘osql’:

SELECT ARGSOFT_AT_NODE.NAME FROM ARGSOFT_AT_NODE, ARGSOFT_AT_NODE_APPLICATION
WHERE ARGSOFT_AT_NODE.UUID = ARGSOFT_AT_NODE_APPLICATION.NODE_UUID
AND ARGSOFT_AT_NODE_APPLICATION.NAME = 'MSSQL"

The key is to query with the qualified application name ‘MSSQL".

The same technique can be used to find Exchange servers, Oracle servers etc.

For the command syntax of ‘osq’, see:

http://msdn.microsoft.com/en-us/library/aa213087(v=sgl.80).aspx
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How To Detect Whether Puppet Is Installed On A Linux Server?

The Puppet product has two components: Puppet master and Puppet client.

The easiest way to detect Puppet master is to use the method ‘TCP service’ to check if the Linux server is

listening on port 8140. This generally is sufficient but be careful -- some rogue program may use the same port.

The most reliable way is to define an application using SSH methods to detect if the daemon ‘puppetmaster’ or
‘puppet’ is running.

(é!]_}: TG T B ST Favent Gusrdean Ut (3, LA+ L303-1) m—
Control Infarmation Detect Installed Applications
Detindtions Ea
b gm‘“’m"‘“” " | [Mhathods To Dietect Inptaed Ansh s x|+l +
[ €3 REL_DEMO Marwe Gruup Meethod
i) REL_[EMO_TSERIES (Tast Mode) us CORP_COMMUNICATIONS Pegilry
400 REL_DEMOC_LINUE [Test Mexde) MESGL COMP_DATABASES Windows Service:
{31 1 Metwork Connecthiny Crack CORP_DATABASES Wandows Service
bl 25’“"'“5’“"’ Luthsnge CORP_COMMUNICATIONS Regatry
L fo
b g m:ﬂq s Puppst. CORP_INFRASTRUCTURE Uiz 55H
[ 3 APPLICATION SERVERS
=P
1 1D 1SERIES
w3 oo
EleEd
#1-83 UNEe Specly Detads O Applcation =X
B WIWARE EE
-2 wWihoows
i 0 Automan: Report Detrbutions :
5 B M. Appleation Mame | SFTER
- Colendars Display Binupre [CORF INFTEASTRUCTURE
=00 Administr ation | A
b £ Ervgne Mansger 3 Detect Mothod: | Lirée INLE S5H
Livevse Manager ;
g Hosatech b Urix Shel Seaipe. [~ W1 /binsen =
&) Security ¥
Tp Product G I
B3 Auvanced ¥ Copyright (=) 2012 krgSofr Pacifie Incellectual FPropercy Holdi
il Aroent Suparitacs (]
T Enberprins Application View # 411 Rights Reacrved.
(=3 Aoghestion Defrtbons ]
et Trnt sl gy st ¥ ARB Tmeelieerunl Properry Holdings (HE), Limited
25 Console Ropketion Cokanvs 5 # 2017-2018 Hetropolis Tower
= # The Mecropolis, 10 Mecropolis Drive
I L
!] Furnits And Alrris rm r—
n@ Enderprian Objrets

7] Seheduled Monttaring Tasks
o CMDE-X

.mmmu

Ready
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Sample code is shown as follows:

H*
N
=)
=}

N
[72)

=

Copyright (c) 2013 ArgSoft Pacific Intellectual Property Holdings (HK), Limited

All Rights Reserved.

ARB Intellectual Property Holdings (HK), Limited
2017-2018 Metropolis Tower

The Metropolis, 10 Metropolis Drive

Hong Kong

This is PROPRIETARY SOURCE CODE of ARB Intellectual Property Holdings (HK), Limited.

The contents of this file may not be disclosed to third parties, copied or
duplicated in any form, in whole or in part, without the prior written
permission of ArgSoft Pacific Intellectual Property Holdings (HK), Limited.

RESTRICTED RIGHTS LEGEND:

Use, duplication or disclosure by the Government is subject to restrictions
as set forth in subdivision (c)(1)(ii) of the Rights in Technical Data

and Computer Software clause at DFARS 252.227-7013, and/or in similar or
successor clauses in the FAR, DOD or NASA FAR Supplement.

Unpublished - rights reserved under the Copyright Laws of the United States
and other countries.

This rule checks the status of the Puppet daemon.

The rule fails if puppet is not running.

H o OB O ¥ O OH O OH W OH W OH OH W OH W OH W OH K W OH W OH K K W OH K OH K H R K

For more information: email Unix@Argent.com.

STATUS=NOVAL
SUMMARY=NOVAL
COMMENT=NOVAL

#

# xmlOut() - prints an entire XML output for a command script.
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status and summary and comment descriptions.

# O OH OB H#*

xmlout()
{
xmlBegin

xmlStatus

xmlEnd
b

#

# xmlBegin() - Prints out the definition of the XML format used

#
# send status data to The Argent Guardian.
#

xmlBegin()

{

cat <<!

<?xml version="1.0"?>

<IDOCTYPE TAGResult

L

<IELEMENT TAGResult (QEResult+)>

<IELEMENT QEResult (status, summary, comment)>

<IELEMENT status (#PCDATA)> <I-- (PASS | FAIL) -->

<IELEMENT summary (#PCDATA) >
<IELEMENT comment (#PCDATA) >
1>

<TAGResult>

} # End of xmlBegin()

The status should be "PASS" or "FAIL".

L N A T
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Used for The Argent Guardian rules that return a PASS/FAIL

xmlStatus() - Send a status block to The Argent Guardian.

to

The summary explains the result and the comment is a generic description of the Unix rule.
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xmlStatus()
{

cat <<!

<QEResult>
<status>$STATUS</status>
<summary>$SUMMARY</summary>
<comment>$COMMENT</comment>
</QEResult>

} # End of xmlStatus()

#
# xmlEnd() - Completes the XML data block.
#

xmlEnd()
{

cat <<!
</TAGResult>

} # End of xmlEnd(Q)

HHH A Main portion of script ####HHHHHHHHHIHHHHHHHHHHET
DAEMON=puppet
COMMENT="Using ps and grep to determine if $DAEMON is running."

#

# Using the "ps -ae" command, search for the process and extract the
#

# process 1ID.

#

DAEMON_PID="ps -ae | grep $DAEMON | grep -v daemon | awk "{ print $1 }"°
#

# Generate status based on whether the process is running or not.

#

if [ -z "$DAEMON_PID" ]; then

STATUS=FAIL
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SUMMARY="The $DAEMON daemon is not running."

EXIT_CODE=1

else

STATUS=PASS

SUMMARY="The $DAEMON daemon is running. PID: $DAEMON_PID"
EXIT_CODE=0

fi

#

# Report the findings back to The Argent Guardian

#

xmlOut

exit $EXIT_CODE
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Servers Are Assigned To Different Administrators. When A Rule Is Broken, The Assigned

Administrator Should Be Notified In One Relator.

How Is This Done?

Assume within one Relator, there is one Email Alert. The actual ‘To’ field in the Email Alert cannot be fixed when
sending emails to a range of different recipients. Otherwise, an Alert for any node in the Relator will be sent to the

fixed and static ‘To’ email address. Instead, the ‘To’ field must be a node-specific variable

Therefore the variable ‘%DefaultNode%+a@a.com’ does just that. Before the Argent Console engine fires the
Alert, it sees %DefaultNode% in the To/CC field.

It then looks up the CMDB-X to find out the contact email address for the node that breaks the rule. If the engine

finds it, it use it as the To/CC email address. If the engine does not find it, it uses ‘a@a.com’ as fallback.

Do the following:

1. Assign the email address in the CMDB-X property ‘Contact\Email Address’ of the servers/devices

2. Define email alert using ‘%oDefaultNode%+some_backup_email_address’ in the To/CC field

3. Use the Email Alert in the Relator that monitors all server/devices

B

Maode 'PANADL" Common Properties

LR A
s=0 L

Windows Machine
E Conkack

Email Address admin@argent.com ]
Phone ||

Remote Desktop
Support LRL
Time Zone Settings

Logical Drives
Appearance Used In Event Console (A1A)
Installed Applications
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How Do | Monitor Server/Devices During Local Work Hours Only?

Do the following:

1. Configure the time zone settings for each relevant node first

2. In the Relator schedule, use ‘Schedule Monitoring Task Based On Time Zone Settings Of Monitored

Server/Device’ in the Relator

3. Define time exclusions, such as 00:00-07:59 and 17:00-23:59.

L TG e ] RS e for S (5001 508A)
EER

| Relator Definition: REL_DEMO_SLA
Alx[ 2] 4]

Control Information

| & B Redatirs g
- REL_DEMO |'wihen To Execube This Relsor
©) 11 DEMO_APC_LPS (Test M) 4 DU Eveny Doy, Rl Fislalon £y 1 Mirde ki 235500

£ FLL_DUMO_IREUSE (Tast Mode)

gm_ CEMO_ WINDOWS (Test Mode)
i Mude Manager
+ ) Merts
= B3 Mordiine Grongra
D APPLICATION SLRVERS
a1
i 15ERIES
161 163 LAl
=6 P

o BMG_APC LIPS

b B3_CISCO_10S

ol 045 GENERDC UPS

Clxf 2l ¢

o BHG_MANAGED_FWITCH I
ol BMG_NETWORE FRINILR q

ohs BMG_SNMP_DEVICE - 1 T T TR PR 3

ol B SRR b Eeivareen (1Y) Ardd (1755

o BMG_SHIMP_WINDOAWS

- LN
[ G vMwaaE
- WINDOWS
o I3 Aukomatic Repoet Distrbutions
G Macrs.
& Celendars
=HED Aninistration

| —

‘ﬂ Luents And Alerts
Ecg Lnkesprise Dbyocts

| 71 sehedubud Moniting Tasks

| m CMDBX
=
| 22 controttormation ing Tasks Dazed On Tirma 2 OF Mersisd !

(
| Repaits T Whal T Hun [Fudes] - When Tu Hur 5 Tt i) | = |
LIS MM e for SR s Sihedung Engle o WANSEIERENE G

Ready
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How Do | Detect Whether Application ‘XXX’ Is Installed?

Most Windows applications always leave some footprint in registry.

Server programs are generally installed as Windows services.

Application detection can be defined either by using the Windows Registry or Windows Service method.

For rare exceptions, use the VBScript method to implement any kind of custom logic.

For Linux/Unix application, the easiest way is to use the TCP Service method.

Using port scanning and simple chat, it is straightforward to pick up well known TCP services such SSH, Telnet,
SMTP, POP3, IMAP, HTTP/HTTPS etc.

For applications not exposed to a TCP port, SSH or Telnet method can be used to physically logon to the box to
check the existence of running processes.

Ifﬂi- T 516 T TS ot b Uit (3,1 308 S -
Centrol Infarmation Detect Installed Applications
Detindtions E3
€ REL_DEHO_ISERIES (Teeh Mode) e — T
o X 1
T Methods To Dietect Inptaed Agghcation i+
5@ Network Cormmetivky Hare Gruup Method
7 G Swstem Brselne s CORP_COMMUNICATIONS Regulry
D At MESL COMP_DATARASES \Windows Service
I3 Moritmring Groups Orack OORR DATABASES Windows Service
i E APPLICRTION SIVERS Lxchange COP_COMMLNICATIONS Regtry
a e
- o (= b T
5 3 ISERIES Puppst ORP_INFRASTRUCTURE Urix 55H
E=

Apphcstion Name: | TEEEN
Dipley Giouer | CURF_DATABASES
Detact Method:  Windows Senvice

Windows Servicer | MSSOL”
Iwidoards " and 7 see puppared)

Location Definbons
By Tokal Sappuort Inberlacn
B Argeet Iretant b

Uk LCancel

!] Furnta And Aleria

o Fmerprisn objrers

7] Seheduled Monttaring Tasks
.-._ CMna-X

=7} cantral inframatinn
Reports

esdy  BUMEMAISALAS MM ek Gk s Sl Eigeis 00 WIDOSRIGOEN K ravn
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How Do | Automate Application Detection?

The Argent AT Command Line can run application detection at the command line.

For example, the following command line can pick up applications including Linux/Unix servers and SNMP

devices.

ARGENT_DETECTAPP_CLI

-all -user user -pswd pswd -snmp v1 -comm public

Put the command line in a product maintenance script, and configure it to run once every x minutes.

Control Information

Definitions

REL_DEMO_ISERIES (Test Made)
REL_DEMO_LINU (Test Mode)
- Metwork Connectivity

-G8 System Baseline

) Alerts

=-E3 Menitoring Groups

(-6 APPLICATION SERVERS

R B

-3 I5ERIES

83 LocAL

-G P

159 unax

-G VMaRE

15D WINDOWS
1 &) Automatic Report Distributions
B Macros
5 Calendars
E-3 Administration
-5 Engine Manager
1B License Manager
=2
&) security
s Product GLI
2459 Advanced
~- i Argent SuperMaps
Enterprise application Yiew
Application Defintions
@ Detect Installed Applications
: ) Console Application Columns
+-[7) Location Definitions
%y Total Support Interface
83 argent Instant Help

éj Events And Alerts

n@ Enterprise Objects

7] scheduled Monitoring Tasks

o CMDB-X

E:d Control Information

@ Reports

~ 5@ e o @ argent Guerdian Lkra (3. 14-1305-A)
=
L=

Housekeeping

Autamatically Backup Praduct Contral Information |A? 020000, Every Day

Backup History

V' Run Maintenance Script 'ith Intervat

|30 2| Minwes  [ARGENT_GUARDIAN_LILTRA_MAINTENANCE BAT) ]
= =i

- System Log Files: 10 Files .52 MB)

‘when Syster Log Files (LOG TXT) Exceed | 100 2 | MB
Seript T Run

Note: Scrpt files (% CMD, " BAT] should be installed under home directory at main engine

' Remove LogFiles Older Than 10 % | Days

- S0L Trarsaction Log: 20,99 MB (30.12% Used)

Truncate SOL Transaction Log Dver

Run Script Yhen SGL Transaction Log Exceeds | 100 3| MB

Script To Rur

Note: Sciiptfles (* SAL) should be installed under home directory ot main engine:

Housekeeping is checked and possibly performed at ten minutes past the hour

Ready

[T R R T
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How Do | Determine My Network Topology?

Argent Atlas supports network topology generation.

There is an option to scan network topology by polling SNMP managed switches, as well as to maintain topology

manually.

% 19w

=) Argent Guardian Ulra (3.14-1308-T1)

CMDB-X

Display Options:
+ Enterpiise Network Display Option
<) Show All Servers/Devices
| Filter By Server/Device Type
Filter By Network Group
Filter By Monitoring Group
| Fiter By License Of Current Product

Update

/| Ao Update When Selection Changes
Group By TR

FiterBy: |

-~ | DeviceName

CMDB-X
Device Type MAL Address
B {defauly Netwark Segmenit
B} ciscoasa (192,168.2,1) Gateway

[E}GSL08T (192,168.2,5) swikch
i Filer.a.local (192.168.2.1

187
192.168.2.217
PAMAOL (192.168.2.
PANAGZ2 (192,168.2,
PANAGS (192,168.2,
PAMATSE (192.168.2,

[ZWindows Domain Controllers
9] Winddows Servers

[ indows o
[T Backup Controllers
() Sl Serv
1 P Servers
[0 Servers
1500 Server

[ Linux Servers

[ TCPAP Addresses
[Fi5res Server

ter Nodes

ter Gioups

ter Nelworks

tioris

- PANASS (192,168.2.
PAMASH (192.168.2.
PAMAGD (192.168,2.
PAMCLUSTER (192,11
PAMSQLCLUSTER (16

- WW7-32-PL2 {192, 168

o WWS-DEWS (192.168.2

- apenfilerz.a Jocal (192,11
L PANWS (192.168.2.188)
OFFICE390 (192.168.2.34)

@ Events And Alerts

EI(E Enterprise Objects

7] Scheduled Monitoring Tasks

CMDB-X

F
_5] Control Information

00-22-3f-f4-16-2¢
00-c0-9F-1-75-de

Unmanaged SwikchjHub
Unmanaged Swkch/Hub

00-0c-29-09-55-96
00-50-56-86-00-75
00-24-26-75-f4-49
00-50-56-86-15-22
00-0c-29-21-44-21
00-0c-29-55-92-59
00-0c-29-a8-ba-19
00-Dc-29-24-52-92
00-0c-29-6e-F7-db
00-0c-29-85-93-40
00-0c-29-c4-16-31
00-0c-29-85-93-401
00-0c-29-85-93-401
00-50-56-86-2c-c2
00-Dc-29-6a-69-92
00-14-d1-25-63-35
00-24-26-75-F3-28
00-1d-09-18-0c-37

Port/Interface

GS108T (192.168,2.5) - IFlndex(7)

GS108T (192.168.2.5) - Ifindex(3)
GEA0ET (192.168.2.5) - index(s)
GSI0ET (192.168,2.5) - Iindex(4)

GS108T (192.168.2.5) - IfIndex(5)
GS108T (192.168.2.5) - Ifndex(2)
GS108T {192.168.2.5) - Ifindex(7)

Bandwidth Usage (Mb/'s)
10070067 {in} - 100/0,02 (out)

1,00040.02 (jn - 1,000/0.21 {50k}

1,00040.23 {inj - 1,000/0,03 {out)
1,000¢0.23 {inj - 1,000/0,03 {out)
1,0000.23 (in) - 1,000/0.03 (out)
1,0000.23 (in) - 1,000/0.03 {out)
1,00000.23 (i) - 1,000,003 {out)
1,00000,23 (i) - 1,000/0.03 {out)
1,00040,23 (i) - 1,000,003 {out)
1,000¢0.23 {inj - 1,000/0,03 {out)
1,00040.23 {inj - 1,000/0,03 {out)
1,00000.23 (in) - 1,000/0.03 {out)
1,00000.23 (in) - 1,000/0.03 {out)
1,00000,23 (i) - 1,000,003 {out)
1,00000,23 (i) - 1,000,003 {out)
1,00040,23 (i) - 1,000/0.03 {out)
1,000¢0.23 {inj - 1,000/0,03 {out)
1,00040 (in) - 1,00040.02 {out)
1,00040 (in - 1,0000 {aut)
100/0167 (i} - 100/0.02 (out)

sysObjectTd

1,3.6.1.4.1,8,1,745
1,3.6.1.4,1,4526,100,4.8
1.3.6.1.4.1.8072.3.2.10

1,3.6.1,4,1,8072.3.2.10

Netwark Inventory ™ Metwork Topology |

m Reports
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How Can The MAC Address Of A Switch Be Determined?

The Argent Atlas Network Topology shows the MAC address in the column “MAC Address”.
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How Can A DMZ Topology Be Added To Argent Atlas?

If the DMZ topology cannot be directly added by the Argent AT engine due to router settings, do the following:

1: Copy ARGSOFT_SNMP_TOPOLOGY.EXE to any machine in the DMZ

2: Run ARGSOFT_SNMP_TOPOLOGY.EXE generating found_snmp_topology.xml

3: Import found_snmp_topology.xml into Network Topology

This topic is about discovering network topology.

Also see “There are Many Devices in the DMZ; They Cannot Be Scanned By The Argent AT Engine; There Are

Too Many To Add Manually.”, which is about discovering all active IP devices.
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How Can All the SNMP Devices In The Network Be Determined Without Installing Argent
For SNMP?

See topic, “How Can A DMZ Topology Be Added To Argent Atlas” and use the same approach of importing the

generated found_snmp_topology.xml file.
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| Have Been Alerted With A Flood Of Alerts When A Switch Went Bad. How Can Argent AT
Just Tell Me That Switch Is Bad?

Turn on the option Execute Topology Root Cause Analysis And Suppress Alert Accordingly in the Relator.

1@ & & eI Argent Guardian Ultra (3.14-1306-A)

- 2 X
0l
Control Information Relator Definition: REL_IP_CONNECT (Test Mode)
Definitions { G7D |
- &3 Rules -
26 Windows Rules I Prerequisite Fules Fail Mark Servers As  The Same Status Df Previous Check
-G Per ules
o1 G ser [ 7 Eneovie Topaiagy ool Caiie ks B Suppisss Alert Ancoidingl ]
8@ s Redator Ti
=g clator Tiigger
-G 5y If &y f Rules Are Broken, Execute Relatar
GG Syst
e Orce
OnceEvey |5 2| MinutesFor [50 2 | Minutes
Execute Aelator Ol For The Node That Breaks The Fluies
Desciiplio
-0 {Test Modz)
: § REL_ISERIES_COMNECT (Test Mode)
H ﬁ REL_UNE:_S5H_COMNECT (Test Mode)
+- 10} REL_WINDOWS_APT_CONNECT (Test Made)
& system Baseline
@ Events And Alerts
EI(E Enterprise Objects
{1 scheduled Monttoring Tasks
= CMDB-X
=
Efj Control Information
E Reports Whal To Fiun [Rules) | hen To Run (Schedus) | Wht To DoAlers) ™, Advanced Features |

s ] 107,00 | nw]| lArgenk Guardian ks - Scheduing Engine n W2O0ERZ64XEN & runnins

Root cause analysis relies on the topology dependency being accurate. Therefore it is essential to maintain the

accuracy of the network topology by using Argent’s automatic scanning facilities. Discuss with an Argent engineer
to learn more about these facilities.
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Appendix A — Networking Scanning

Scan Windows Network Using Active Directory

The most convenient way to add a bulk of server/devices into Argent Atlas is to scan the network.

Warldwide Enterprise Nebwark Scanning X

[v windows Domain Controllers |= Printer Queles
[v windows Servers [¥ windows 9« Systems
[v windows Workstations [¥ Unknown Systems

[ MT Eackup Controllers

Only Find Computers In The Active Directone Container: | |

Uze Explicit Domain Accatint [Example; LOAP: /ch=computers, ou=dzia do=damain]
Filkering Optior:  Find Computers In Damains =N |
Uze FOAM Mame Format [Separated By Commal

Active Directory | Metwork Browser | ICMP Ping | Windows Cluster | Extemal File | Whware |

Ignored Machine Domain Type ¥Yendc <
PAMNADL 1} Windows Domain Controllers  Microse
PANAZZ [ 1=
Argent For YMware (3. 14-1308-4) x
WS-DEVS
PARWS . . .
|0| Windows netwark scanning completed successtully, :
Exz007 k. " 4 0
PANAZE i
PANA4D f 0K (
DEMPRIN ; o
4 | AL | k
Save To Metwark Group:  First Mebwark Group - 4 Feep Onginal Metwark Group
Scan Network Stop Scanning Save Class
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Scanning Options

Save To Network Group

Specifies the Network Group that the scanning result will be save to.

Keep Original Network Group
If a found server/device is already in the CMDB-X, it will be moved to a new Network Group specified in ‘Save To
Network Group’ with this option unchecked. The default is checked.

Only Find Computers In The Active Directory Container

This option can be useful for a very big Active Directory network, where a specific container can be targeted

Filter Option

Customers can specify whether to find computers for specific domains.

Use FDQN Name Format
Some networks require FDQN name due to DNS configuration. For example, if the option is checked, machine

‘PANAQY’ is saved as ‘pana0l.a.local’.

Use Explicit Domain Account
This option is useful when the Argent AT engine is in a workgroup, or customers try to scan computers at another

domain. Customers need to enter the logon credentials and domain controller before the actual scanning.
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Scan Windows Network Using Network Browser

Using Network Browser is another method to scan Windows network.

It is useful for workgroup environments.

It is not recommended for Domain environments, as it is less reliable than the Active Directory method.

All scanning options on screen are self-explanatory.

Wiorldwide Enterprise Metwork Scanning

[¥ windows Domain Controllers [T Printer Queues
[V windows Servers [¥ windows 2% Systems
[¥ windows Workstations [¥ Unknown Systems

[¥ NT Backup Controllers

Option:  Find Caomputers In Damains bt | N |

[Separated By Comma)

Oy Find Prink Queues OF Mode: | i |

-

Timeout Far Querying Mode (seconds): | 1a =

Active Direu:tu:ur_l,l\ Metwork Browser L\ ICKP Ping L\Windnws Cluster ]\ Esternal File L"'»-’Mware]

Ignored Machine Domain Type ¥Yendor
4 m | b
Save To Metwark Group:  First Nebwark Group - /' Keep Onginal Metwaork Group
| Scan Network | Stop-Scanming Save Cloze
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Scan TCP/IP Network Using ICMP Ping

This method scans the whole TCP/IP network segment by pinging each possible IP address in the segment.

All scanning options on screen are self-explanatory.

Warldwide Enterprise Mebwark Scanning X

IP nddress Range:; A 16 . 2 . 1 - 192 . 188 . 2 . 254

Subnet; | 755 , 255 , 255 , O

Timeout {seconds): | 10 = i

Retry: | ] =

|
Thread Linit: | 128° & |

Active Directony L\ Metwork, Ernwser\\ ICHMF Ping k windows Cluster L‘ Esternal File LVM Ware ]

Ignored Machine Domain Type ¥Yendor
1 11} | b
Save To Metwark Group:  First Nebwark Group - v Eeep Onginal Metwark Group
| Scan Network | Stop Scanning Save Cloze
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Scan Windows Cluster Objects

Argent AT scans Windows Cluster Objects using either native WIN32 API or Failover Cluster WMI Provider.
Native WIN32 APl is faster but requires both Argent AT engine and Windows Cluster run the same Windows
operating system -- Cluster API on W2003 works only for W2003 cluster. Cluster API on W2008 works only for

W2008 cluster. If customer has mixed cluster versions, or AT on W2008 and cluster is W2003, native APl won't

work.

“Failover Cluster WMI Provider” works for all Windows versions. But it requires the Windows Cluster to allow

the Argent AT service account access to its WMI name space ‘root\mscluster’.

It is recommended to use ‘Failover Cluster WMI Provider’ in a mixed W2003 and W2008 environment.
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Wiorldwide Enterprise Metwaork Scanning

[V Cluster Modes

[¥ Cluster Groups

[¥ Cluster Metwarks

[¥ Cluster Metwork Interfaces
[¥ Cluster Resource

Cluster Hames: | FaMCLUSTER

| J | Uze Failover Cluzter Wl Provider

Active Directory | MNetwark Browser | ICMP Ping™,  Windows Cluster | Esternal File | “Mware |

Ignored Machine Dinmain I¥ne ¥enudr &~
PANASH &rgent Far ¥Mware (3.14-1308-4) X
PANASS =
Group 0 |o| windows cluster scanning completed successfully.
Clusker Group i
Local Area Connecti ; _
Local Area Connecki | OK §|
Local Area Conneckion FEM_COSTER IOSTEr TIETWOFES
Local Area Conneckion 2 - PAMN PARCLUSTER Cluster Metwork Interfaces L]
4| M | b
Save To Metwork Group:  First Metwaork, Group - 7 Keep Onginal Metwark Group
Scan Network Stop Scanning Save Cloze
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Scan Network Using SNMP Discovery

Argent for SNMP discovers SNMP devices by querying well-known OIDs for each possible IP address in the

specified network segment.

If it discovers nothing, customers should go through the following checklist:

1. Is the current machine a management workstation for SNMP devices? This has to be configured on each
SNMP device. Contact the Network Administrator.

2. Isitthe right SNMP protocol? v1, v2c or v3.

3. Ifitis SNMP v1 or v2c, is the community string specified correctly? Community string is like the password
for SNMPv1 and v2c.

4. Ifitis SNMPv3, there are more passwords, authentication and encryption protocols to specify.
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Worldwide Enterprise Metwaork Scanning X

Query 0ID: |1.3.5.1.2.1.1.5.n | Pratacal  SHMP1 .
Cammurity: ||:|u|:||i|: | zer Marme: | |
SHMP Part: [161 = Auth, Pazzword: | |N|:|ne -

Timeout [secands); (10 = | Encryption Passward: | |N|:~ne -
Thread Limit: iEIEIEI = W Actve Poll Each [P Addresz

Scan|PHangE;| 192 188 . 2 . 1 -| 192 . 168 . 2 . 254 |255.255.255. 0

Active Directory J\ Metwork, Browser J\ ICMP Ping }\ YWindows Cluster J\ External FiIe\SNHF‘ Discovery

Ignored Machine Domain Type Yendor
4| Il | 2
Save TaMetwork Group:  First Nebwark Group - J | Keep Onginal Netwark Group
| Scan Network | Stop Scanning Save Cloze
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Scan VMware Objects

Argent AT scans VMware objects through VMware PowerCLI.

It is easier to scan vCenter than individual ESX hosts, as it returns all objects on all included ESX hosts.

Worldwide Enterprise Metwork Scanning

wCenter Or ES¥ Host: |192-1 BE.2.187 |

Logor: |“:":'t | Pat: |443 :l Protocal:  hitps

Password: |iiiiiliii | D amain: |VMware |

Uze Wk Guest Host Mame Far CHMDB-=
Do Mot Populate Alkemate [P for Linws Wi Guests

Scan Selected Objects; |[W ES% Host [¥ E5 Resouce Pool [¥ Other M Types
[¥ ES= Datacenter [V ‘windows WM
[¥ ES Cluster [¥ Linus/UNE= W
Active Directary J\ Metwork, Browser J\ ICHMP Ping J\ Windows Cluster J\ External File\"lul"l'-'lware
Ignored Machine Domain Type Yendor
1 i | 3
Cave To Metwork Group:  VMware = V| Keep Original Metwark Group
| Scan Hetwork | Stop Scanning Save Clogze
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Scanning Options
vCenter or ESX Host

This option determines where the result will be read from.

Logon/Password

Logon credential for PowerCLI session.

Port
TCP/IP port used by PowerCLI session. The default value is 443.

Protocol

The web service protocol. It is either ‘https’ or ‘http’.

Domain

It specifies the domain of found VMware object. The default value is ‘VMware'.

Use VM Guest Host Name For CMDB-X

VM name can be different from the VM guest host name.

For example, a VM machine named ‘W2008R2DEV 212/212’ has the host name ‘W2008R2DEV'.

The VM machine name is defined in VMware Sphere, while host name is specified when the OS is installed.

Do Not Populate Alternative IP for Linux Guest VM
Alternative IP field is not filled for Linux VM if this option is checked. It is useful when the VM has multiple NIC

cards, and the customer does not want to use the main IP address.
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Import And Export CMDB-X Data

Export CMDB-X Data

For backup purposes or exchanging data between installations, customers can export CMDB-X data to an XML

file.

E]'Q 4= o 55 @3 - Argent Guardian Ukra (3.14-1308-4] T
C}
CMDB-X CMDB-X
Display Options: e Em
~ Enterprise Network Display Option ————————— | Network Group Server/Device Domain Type Location vendor Make
Dema URLs
=/ Show &ll Servers/Devices e e
Fiter By Server/Device Typs &1 First Network Group
Fiter By Network Group i DEMHIRR, A Windows Servers HEW VORK Wicrosoft Windons
=g DEMPRIN A Windows Servers HEW VORK Wicrosoft Windons
IRl e DEMWIT A Windlows Servers HEW VORK Wicrosoft Windows
Filter By License Of Current Product DELLAWAY A Windows Servers MEW YORK Microsaft Windows
EX2007 A Windows Servers EW VORK Microsoft Windows
Update CRCLIO A Windows Servers HEW YORK Microsoft Windows
PANAL | indows Domain Cantrollers NEW VORK Vicrosoft Windows
. #uta Update'When Selection Changes PANATE Bkl Selferon Dt Windons Servers HEW YORK Microsoft Windons
Son = PANAZS Delete This Server Or Devics Windows Workstatians HEW VORK Microsoft Windons
RS PANA3E windows Servers MEW YORK Microsaft indows
Scan Or Import Network.
Filter By PANAGD windows Workstations MEW YORK Microsaft indows
PANAGD Export CMDB-X Windiows Servers HEW VORK Microsoft Windows
e 0w Coma Coritotete = PANWS CMDE-X Properties Windows Servers EW VORK Microsoft Windows
it o & sP2010 Windows Servers HEW VORK. Wicrosoft Windons
SN e : utestserver Pk HEw Motk G Linux Servers NEW YORK
o7 /indowns Workstations
[MINT Backup Controllers WZD0GRZHEN Delete This Network Group windiaws Servers NEW YORK Microsoft Windows
2 5 lais Servers jo W200BDEY-64 - Windlows Servers HEW VORK Mcrosoft Windows
[ HPLIX Servers WZO0ER 264%EN Windows Servers HEW VORK Wicrosoft Windons
41 Severs WIDDBR2DEY Assin Network Group Windows Servers EW VORK Wicrosoft Windows
V500 Gervers W7-32-PL2 et el S Windows Servers HEW VORK Wicrosoft Windows
I Linus Servers + WS-DEVE Windows Servers HEW VORK Wicrosoft Windons
1 TCPAP Addresses PANCLUSTER Security Settings
M iSeiies Server SHP. Toggle Ful Screen
[/ Cluster Nodes Whware
2 Cluster Groups i
Select 4l Deselect &l
@ Events And Alerts
@ Enterprise Objects
7] scheduled Monitoring Tasks
CMDB-X
55.{ Control Information
A m b
@ Reports Network Inventory [ Netwark Topology | 7
0 Jul 2013 09:52:4¢ I |
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The exported CMDB-X data is stored in XML format. A sample XML is shown as follows:

dows Internet Explorer

o =] CATEMPYw el A% @ corempimm x ok 2

<?xml version="1.0"?>
- <CMDB-X created_at="W2008R264XEN" created_by="A\Administrator” create_time="30 Jul 2013 09:51:35">
- <GROUP name="Demo URLs">
<NODE name="URL_ABC_TELEVISION" tz="-8" location="BURBANK" type="URL Object" domai
<NODE name="URL_ARGSOFT" tz="-5" location="NEW YORK" type="URL Object” domain="A"/>
<MNODE name="URL_ARGSOFT_HELP" tz="-6" location="HOUSTON" type="URL Object" domain
<NODE name="URL_BANK_OF_AMERICA" tz="-8" location="WALNUT CREEK" type="URL Object" domain="A"/>
<MNODE name="URL_BANK_OF_CHINA" tz="8" location="CHINA" type="URL Object" domai
<NODE name="URL_BMW" tz="-5" location="ELMHURST" ty] "URL Object" domain="A"/>
<NODE name="URL_CNN" tz="-5" locatiol 'URL Object" domain="A"/:=>
<NODE name="URL_FINANCIAL_TIMES" t: "NEW YORK" type="URL Object" domain="A"/>
<MODE name="URL_IIS_DEMO_SERVER_1" tz="8" location="HONG KONG" type="URL Object" dnmam*"A"/>
<NODE name="URL_IIS_DEMO_SERVER_2" : i HONG KONG" typ:
<NODE name="URL_IIS_DEMO_SERVER_3" t: HONG KONG" typ
<MNODE name="URL_IIS_DEM ERVER_4" tz= HONG KONG" type="URL Object" domain="A"/>
<NODE name="URL_MSN" t. i "UNITED STATES" typ URL Object” domain: o
<MODE name="URL_TIMES_UNION" tz="-5" location="ALBANY" type="URL Object" domain
<NODE name:”URLﬁWﬂLLisTREETil()URNAL” tz="-5" location="MONMOUTH JUNCTION" type="URL Object" domain="A"/>
<MNODE name="URL_WASHINGTON_MUTUAL" tz="-8" location="SEATTLE" type="URL Object" domail Ly
" location="SUNNYVALE - CALIFORNIA" type="URL Object" dom

<MNODE name="URL_YAHOO" iz=
</GROUP>
- <GROUP name="PANCLUSTER">
<NODE name="Cluster Group" tz="-5" location="NEW YORK" type="Cluster Groups" domain=
<NODE name="Cluster IP Address" t

"PANCLUSTER" alias="Cluster Group"/>
-5" location="NEW YORK" type="Cluster Resource" domain="PANCLUSTER" alias="Cluster IP Address"/>

<NODE name="Cluster Name" tz="-5" location="NEW YORK" type="Cluster Resource" domain="PANCLUSTER" alias="Cluster Name"/>
<MNODE name="Disk Q:" tz="-5" location="NEW YORK" type="Cluster Resource"” domain="PANCLUSTER" alias="Disk Q:"/>
domain:

<NODE name="Disk §:" tz="-5" location="NEW YORK" typ "PANCLUSTER" alias="Disk S:"/>
<NODE name="Group 0" tz="-5" locati NEW YORK" type "PANCLUSTER" alias="Group 0"/>
<MNODE name="Local Area Connection" tz="-5" locatio| NEW YORK!" type="Cluster Networks" domain="PANCLUSTER" alias
<MNODE name="Local Area Connection - PANA53" tz="-5" location="NEW YORK" type="Cluster Network Interfaces" domain:
<MODE name="Local Area Connection - PANA54” tz="-5" \ocat\onf"NEw YORK" type="Cluster Network Interfaces" domain="PANCLUSTER" alias="Local Area Connection - PANA54"/>
<NODE name="Local Area Connection 2" tz="-5" locatio EW YORK" type="Cluster Networks" domain="PANCLUSTER" ahas—"Locﬂl Area Connection 2"/>

<MNODE name="Local Area Connection 2 - PANA53" tz="-5" location="NEW YORK" type "PANCLUSTER" alias="Local Area Connection 2 - PANA53"/>
<NODE name="Local Area Connection 2 PANA54” tz—”75 ocation="NEW YORK" type="Cluster Network Interfaces" domain="PANCLUSTER" alias="Local Area Connection 2 - PANA54"/>
<MNODE name="Local Area Cs EW YORK" type="Cluster Networks" domain="PANCLUSTER" alias="Local Area Connection 3"/>

<NODE name="Local Area Connection 3 PANA53” tz="-5" location="NEW YORK" type: i PANCLUSTER" alias="Local Area Connection 3 - PANAS3"/>
<MNODE name="Local Area Connection 3 - PANA54" tz="-5" location="NEW YORK" type Iuster Network Interfaces” domain="PANCLUSTER" alias="Local Area Connection 3 - PANA54"/>
<NODE name="PANA53" { 5" location="NEW YORK" type="Windows Servers" domain "PANA53%" model="Windows Server 2003" mak:
<NODE name="PANAS54" t: 5" location="NEW YORK" typ ‘Windows Servers" dom. PANAS54%" model="Windows Server 2003" mak: Microsoft"/>
<MNODE name="SQL IP Address 1 (PANSQLCLUSTER)" tz= location="NEW YORK" type= ster Resource" domain="PANCLUSTER" alias="SQL IP Address 1 (PANSQLCLUSTER)"/>
<MNODE name="SQL Network Name (PANSQLCLUSTER)" tz="-5" location="NEW YORK" type: luster Resource" domain="PANCLUSTER" alias="SQL Network Name (PANSQLCLUSTER)"/>
<MNODE name="SQL Server" tz="-5" [ocation="NEW YORK" type="Cluster Resource" domain="PANCLUSTER" 3alias="SQL Server"/>

<MNODE name="SQL Server Agent" tz="-5" |ocation="NEW YORK" type="Cluster Resource" domain="PANCLUSTER" alias="SQL Server Agent"/>

“"Local Area Connection"/>
PANCLUSTER" alias="Local Area Connection - PANA53"/>

<NODE name="SQL Server Fulltext" 5" location="NEW YORK" type="Cluster Resource” domain="PANCLUSTER" alias="SQL Server Fulltext"/>
</GROUP>
- <GROUP name="SNMP">
<MNODE name="192.168.2.189" tz="-5" location="NEW YORK" type="TCP/IP Addresses" domzin="SNMP" alias="filer.a.local" model="UCD-SNMP" make="Server and Workstation" vendor="LINUX Server" v

sysobjectid="1.3.6.1.4.1.8072.3.2.10"/>
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Import CMDB-X Data
Use ‘Scan Or Import Network’ to bring up network scanning dialog box, then select the tab ‘External File’.

WWarldwide Enterprise Mebwark Scanning X
File Path: | TS TEMPwxml
~ Option
# | |mport Mebwork kL
Import Computer Text File [Advanced Feature]
You may either manually edit COMPUTER. TxT
ar run the customized ARGSOFT_MNETWORKSCAM WES to generate thiz file
Active Directory | Metwork Browser | ICMP Ping | ‘windows Cluster™,  External File |
Ignored Machine Domain Type Yendc
192.168.2.187 YMuware ES¥ Hast YMwar —
192.168.2.189 SMHMP TCP/IP Addresses LIMLES
192.168.2.211 SHMP TCPJIP Addresses LIMLES
192,168.2.3 SHMP TCP/IP Addresses {1.3.6
192.168.2.5 SHMP TCP/IP Addresses Metge:
AppPoal Yiware ES¥ Resource Poal Wwar
Cluster Group PARMCLIJSTER, Cluster Groups
Cluster IP Address PAMNCLUSTER Cluster Resource -
4| i | k
Save ToMetwark Group:  First Mebwork Group - J Keep Onginal Metwaork, Group
Scan Network : Stop-Scanning Save Cloze

Use the option ‘Import Network XML’ if the XML file is an exported XML file from Argent AT or Argent XT.

Argent AT can also import the nodes from a text file, which is very useful for importing from external

sources such as SQL queries, Excel files, etc.
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COMPUTERS.TXT Format

Each line consists of 5 fields separated by a TAB.

Field 1: Domain

Field 2: Server/Device Name
Field 3: Make

Field 4: Model

Field 5: Node Type.

It can be any of following:

e TCP or TCP/IP - IP Address

e SUNOS or SOLARIS - Sun Solaris OS
e HP-UX or HPUX - HP-UX OS

o AIX-AIXOS

e SCO - SCO Unix

e LINUX - Linux

e PDC - Windows Domain Controller

Note: if the string contains ‘Professional’ or ‘XP’, it is deemed as Windows Workstation, otherwise,

Windows Server.
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A sample COMPUTERS.TXT is shown as follows:

| COMPUTERS.TXT - Notepad | [O) %]

File Edit Format View Help

Hc=a,dc=1ocal PANADL  Windows Serwere® 2003 Standard 6.0 ([&002) POC ;I
dc=a,dc=1ocal FANAZZ  Windows Serwer 2003 C.z [(3730) NOM-FDC
dc=a,dc=local WS-DEWS windows Serwver 2003 .2 [3730) NON-FDC
dc=a,dc=1ocal FANWS windows Serwver z003 C.2z (3730) MNOM-FDC
dc=a,dc=1ocal ExX2007 Windows Serwer 2003 5.2 [3730) NON-PDC
dc=a,dc=local PANA3E  Windows 7 Professional 6.1 (Fe00) NON-FDC
dc=a,dc=1ocal FANA40  wWindows 2000 Frofessional c.0 ([2188] NOW-FDC
dc=a,dc=local DEMPRIN Windows Serwer 2003 5.2 [3720) NON-PDC
dc=a,dc=1ocal DEMMIRF Windows Serwer 2003 C.2z (3730) MNOM-FDC
dc=a,dc=1ocal DEMWIT Windows Serwer 2003 5.2 [3730) NON-PDC
dc=a,dc=local PANAS3  Windows Serwver 2003 .2 [3730) NON-FDC
dc=a,dc=1ocal FAMAS4  Windows Serwer 2003 C.2z (3730) MNOM-FDC
dc=a,dc=1ocal PANASD  Windows Serwere 2005 standard 6.0 [&002] NOW-FDC
dc=a,dc=1ocal SPZ010 wWindows Serwer 2008 Rz Standard €.1 (7F&00) NOW-FDC
dc=a,dc=1ocal PANA3E  Windows *P Professional 5.1 (2&00) NON-PDC
dc=a,dc=local ORCL1O windows Serwver 2003 .2 [3730) NON-FDC
dc=a,dc=1ocal WZO00SDEV-64 windows Server z008 Rz Enterprise .1 (7o) MNOM-FDC
dc=a,dc=1ocal Wr-32-PL2 windows 7 Professional &.1 (Fe0l) NOW-FDC
dc=a,dc=1ocal W2O00SR20EY windows Server 2008 Rz Standard 6.1 (F&01) NOM-POC
dc=a,dc=1ocal W200SR2ZE4%EN windows sServer 2008 Rz Standard &.1 (7&01) NON-FPOC
dc=a,dc=local W2 O03R2ZHEN windows Server 2003 5.2 (37300 NON-FDOC
dc=a,dc=1ocal DELL d¥y windows Server z003 C.2 [3780) NOW-FDC
-
<] ol
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It can be imported into the CMDB-X similar to the Network XML file.

Worldwide Enterprise Mebwark Scanning

File Path: | CMARGENT \ArgentConzole\COMPUTERS . TxT
«~ Dption
Import Metwark, =L
# ! |mport Cornputer Text File [bdvanced Feature]
“ou may ether manually edit COMPUTER. THT
or run the customized ARGSOFT_METWORESCAM WBS to generate thiz file
Active Directay I\ Metwork Browser I\ |ICMP Ping J\ Windoms Eluster\\ External File
Ignored Machine Domain Type Yendor Make -
PAMNADL dr=a, dc=local Windows Domain Controllers  Microsoft Windows Server® 2
PANAZZ dr=a,dc=local Windows Servers IMicrosaoft windows Server 200
W3-DEYS dc=a,dc=local Windows Servers Microsoft Windows Server 20
PAMNWS dr=a, dc=local Windows Servers Microsaft Windows Server 200
Exz007 dr=a,dc=local Windows Servers IMicrosaoft windows Server 200
PANAZE dc=a,dc=local Windows Warkstations Microsoft Windows 7 Professii
PAMNA4D dr=a,dc=local Windows Whorkstations Microsaft windows 2000 Profe
DEMPRIM dr=a,dc=local Windows Servers IMicrosaoft windows Server 200 o
1 1l | 3
Save To Metwark Group:  First Netwark Group = W Keep Original Network Group
Scan Network Shop Scanning Save LCloge
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Upload Remote Network Information From Daughter Engine

Most of the time it is not feasible to directly scan the remote network from the Argent AT Main Engine.

That is the main reason that customers install the Daughter Engine in the first place.

To include the remote network in the central CMDB-X, customers should scan the network at the Daughter site

and upload the network information directly from the GUI.

CMDB-X

Display Options

(&) Show All ServersDevices
! Filter By Server/Device Type
) Filtet By Network Gioup
| Filter By Moritoring Grou
) Filter By License Df Curent Product

Update

| Auta Update WWhen Selection Changes

Gioup By &

Fiter By |”

»

~ Enterprise Network Display Opion ———————————————

[ Windows D omain Control
2 Windows Servers

[ Windows /o
FNT Backup C
[ Solaris Server

e
7500 Servers

Deseloct 4l

] scheduled Monitoring Tasks

o'l CMDB-X

=
j_;jj Control Information

~ B @ e b T Adent Guardian Ulra (314190680
=

CMDB-X

Risad Ol (Daughter Enging Instalation]

Network Group
+-Daughter LAN - PANATS

Server/Device

Domain Type

Location Yendor Make

Warldwide Enterprise Metwork Scanning x
[ Windows Domain Controllers I Printer Queves
[V Windaws Servers [¥ Windows % Systems
¥ Windows Workstations [¥ Unknown Systems
[V NT Backup Cortrollers
Only Find Computers In The Active Directory Container |
7| Use Explisit Domain Account (Example: LDAP://cn=computers ou=sia, de=domain]
Filtering Option:  Find Cormputers In Domains - |
Use FDAN Hame Famat (Separated By Comma)
Active Directory [ Network Browser |_ICMP Ping | Windows Cheter | Extemal Fie |
Ignored Machine Domain Type Yendor
PANASS B Windows Domain Controllers  Microsoft
WS-DEVE B limed Mirensnft
Argent Guardian Ultra (3.14-1308-4)
Successiul wiite out scanring result fil. 1t should be uploaded to main engine in a few minules.
Would you lie to wait vt f iz uploaded?
[l i A
Yes : o
Save ToNetwork Group:  Daughte et e

| Scan Network |

Save

Close
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After successful uploading the information, the remote network information shows up in the central CMDB-X.

(% T e o 8@l arent Guardian Ukra (3. 16-1308-4) ' x
B)
CMDB-X CMDB-X
Display Options 2 2 |
- Enterpise Network Display Option Debunrl G i Damai T Locati Mend Make
: B Daughter LiH - PANASS
Ol bpbi = PANATE B Windows Domain Controllers HEW YORK Microscft Windows
|_! Fiter By Server/Device Type W3-DEVE B Windows Servers NEW YORK Microsoft Windows
) Fiter By Network Gioup g biioies
B Dema Web Servers
Filee Lo Sk B First Metwork Group Netwark Group Froperties x
Filter By Livense Of Curent Product i DEMMIRR NEW YORK Microsoft windows
i DEMPRIN e INEW TORK Microsoft windaws
i ) aughter - P¥
Undai= 1 DBMWIT Neme: |BETHIETEN S INEW YORK Microsaft windows
DELLHWAY - [MEWW VORK Microsoft Windows
i Metwark Connection: T1 -
' Aula Update When Selection Changes : Ex2007 IWEW YORK Microsoft windows
e = ORCLLD Protectsd By Fieval INEW YORK Mictosoft windows
L PAHAOL NEW YORK Mictosoft windows
st Bys) | PaNNTEZ Hetwark Adknistatr | [ e Micrasoft Windows
PANAIS CortactEms | | e v Micraseft windaws
Aty P Cortisper = PANAG e INEW TORK Micraseft windows
2]/ indaws Servers PANA40 Contact Phone: ‘ ‘ [MEWW YORK Microsoft Windows
T i PANAED WEW YORK Mictosoft windows
7 T Backup Controllers AN, Defaul Alert e ME YORK Microsoft Windows
i S laris Servers g - SP2010 INEW TORK Microsoft windows
1HP-Li Servers - Utestserver Defauit Alet Eneotior = NEW YORK
0 Servers i W2003RZ¥EN NEW TORK Micrasoft wrndows
W SCO Servers H W2008DEY-64 Zl IMEWY YORK Microsoft Windows
A Lirus: Servers i W20DBRZGAEN T IWEW YORK Mictosckt Windows
2 TCPAIP Bdchess 1 W2DUERZDEY NEW YORK Mictosoft wind
e H DeFault Maritering Engine PANAZS ] 0o AL S
[ iSeries Server : Wr-azPL WEW YORK Mictosoft windows
7 Chuster Nodes - PANCLUSTER.
A Chuster Groups bal| s
Select il Desetectll Salililis
@ Events And Alerts
ook | Cancel
@ Erterprise objects _—
] Scheduled Monttoring Tasks
= CMDB-X
Contral Information
« i r
ports etwork Inventory otk Tapalogy B
Report: Network | it Metvork T,

Ready
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Appendix B - Network Group

A Network Group is a logical group to organize server/devices within the same network. Network Groups can be

modeled using whatever logic that customers sees fit.

Typical examples include:

e Server/device locations such as main office and remote offices.
e Related services such as Exchange, SQL Server, Oracle, Web etc.

e Management teams such as Enterprise, Linux, Sales department efc.

Use context menu ‘Properties’ to view or update Network Group properties.

Metwork Group Properties

(NPRORIF i<t 1 etwiork Grou

Metwork, Connection:  T1 -

Protected By Firewall

Metwork, Adrminiztratar; I adrnin |

Contact Ermnail I admintza.local |

Contact Phone; I [300] 6741234 |

Detault &lert:  EMAIL_GEMERAL =
Default Alert E secutar; -
e g |
B Default Node Properties s
Default Maonitoring Engine
w_enker ar ESX Hosk 192.168.2.101 A
Pork 443 |~
Protocal https
Logaon User A1 Administratar
Passwl:lrd sk okkdokok -
1] 4 ! Cancel
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Default Monitoring Engine

This is the most important setting in Mother/Daughter architecture.

When customers uses {Dynamic}’ as the Monitoring Engine in a Relator, Argent AT needs this information to
determine which engine should monitor the node in a Relator.

If the Default Monitoring Engine belongs to a Mother Engine, the Mother Engine will schedule the task; if it belongs
to Daughter Engine, the Daughter Engine will schedule the task.

Control Information
Definitions

| @@ Rules

(=@ Windows Rules

-G Performance Rules

1 G Service Level Agreement Rules
-G Service Rules

-G System Command Rules
-G Svstem Down Rules

-G System File Rules

-G Service Pack Rules

-G Server Connectivity Rules
-G System Management Seripes
- G Registry Rules

-G Windows Printer Share

1 @& Windows Process

-G UNIx Rules

-6 i3eries Rules

- @@ Relators

&) Advanced Monitoring

=@ DEMO

! ? REL_DEMO

$-4C) REL_DEMO._ISERIES (Test Mode)
g
& Metwork Connectivity

& system Baseline

o 53 Alerts

71 Monitoring Groups

+1 [£3) Automatic Report Distributions
7B Macros

] 53 Calendars

71 Administration

8 argent Instant Help

tﬂ Events And Alerts

El(g Enterprise Objects

‘”3 Scheduled Monitoring Tasks

= CMDB-X

=5
.5_55-’ Control Information

m Reports

'@ E]Q 4= o 55 @2 - Argent Guardian Ultra (3.14-1308-4]

Relator Definition: REL_DEMO_LINUX {Test Mode)

| G ]
Flelatar In Test Mode Wil Hot Be Seheduled Lintl Changed Ta Praduction Mods
Prerequisite Rules - All These Rules Must Pass For Main Rules: e b + ¢
Rule Type Instant Correction Alert Root Cause Analysis
Clisnt/Manitoring Engine Detail
Morioring Group: [
Menitoring Enging:  {Dynamic}
Run Prerequisi Rules On Custom Node: Backup Monitoring Engines,
Main Rules: [~ W2008R264<EN w1 % +| ¢
Rule Type Instant Correction
SCP_LINU_DEMO UNIX
It Monioring Engine |s Installed. Use Local Engine
[T Cancel
Monitoring Group List cFiems ||
Monitoring Group Node Type Encluded g Engine Backup Monitoring Engines Use Local If Installed
B &MG_LINUX {Dynamick
o utestserver Linux Servers

- How To Run Moritoring Tasks

) Spawn New Monitor Engine Process

| Use Shared Manitor Engine Process In Pool: — {0pnamich

What To Run (Rules) [ When ToFlun [Gehedule] | What To Do [Blerts] | Advanced Features |

Ready

[ X VTR Y TH R =2
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Default Alert
For Argent for SNMP, some monitoring tasks can be automatically generated.

As SNMP covers a wide universe of devices, Argent can automatically generate Alerts — see the topic “How To
Specify What Alert To Fire When Doing Automated Monitoring In Argent for SNMP” for details.

Customers can select a monitoring level at the Node Manager, and the Argent for SNMP engine can use the
synthetically generated Relator to perform the monitoring. Because the synthetically generated internal Relator
does not exist physically, the engine needs to know what alert to fire if the Rule is broken. The Default Alert is

used here.

Note: There is also an option to define the Default Alert at the node level. The one in the Network Group level is

used only if it is not defined at the node level.

/G.-'E" © 4= o 5@ Argent For NP (3,1A-1308-4)
m

Control Information Node Manager
Definitions
= Ruks . server/Device Monitor Level Maintenance  Type Location
= tetuer ; 192.168.2.187 Manual £5% Host NEW YORK
G Systs ues

192.163.2.189 Manual
192.168.2.211 Manual
Marual
High
Low
ecium

HEW VORK
HEW VORK
HEW YORK

s
G G2 SHMP Trap Monitors Rules
-8 System Management Scripts

| ERERERENE]

[Manual

d
" Total Support Interface
~@ Argent Instant Help

(ﬂ Events And Alerts

©( Enterprise Objects

7] scheduled Monitoring Tasks

o'l CMDB-X

27} controtnformation

] reports

Ready | memaizenos [ (M [Argent For SHMP - Scheduling Engine an W2OORR2EAXEN is tunning
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Default Alert Executor

When customers use Argent Alert Executors to fire and Alert without explicitly specifying the Executor, the Argent
Console engine uses Default Alert Executor to determine which Alert Executor to use.

Note: Default Alert Executor is also defined in the node level. The node takes precedence — if specified at the

node level and at the Network Group level, then the node level is used only if it is not defined at the node level.

@ 10 o s Aot sumdien Utra (3. 141305-2)

Control Information Relator Definition: REL_DEMO_LINUX {Test Mode)
Definitions EE
| @@ Rules =
163 Windows Rules | Matiication And Cerrection Alerts [Or Alert Macias) Ta Fire, In Follawing Order: olxl 2l 4]
- Performance Rules Fite Sustem Alam Alet AL ARM DEMO
18 Service Level Agreement Rules [Fire SMS Alert SHS_LISA MOBILE (Node Specific] |
-G Service Rules
1@ System Command Rules
G System Down Rules
- @@ Svstem File Rules
-G Service Pack Rules %
E B Server Connectivity Rulles Selectan Alert Or Alert Macro
&G System Management Stripts Alert Or Alert Macro |~ Optional Time
@ Registry Rules —
- Windows Printer Share
G- @@ Windows Process = MG Alets
-6 Uz Rules @-L16 Corection
(- igeries Rules =-EER Notification
-8 Relators L& Alphanumeiic Pager
-6 Advanced Monitoring & Email
=t h DEMD & EventLog
i€} REL_DEMO — @ Help Desk
: ﬁ REL_DEMO_ISERIES (Test Made) Fire: Alert Once Orly Every - O ﬁ Hetwork Message
R # Rct_ DG LINUX (Test Mode)] . - & System Alam
B3 Network Connectivity . | Relator Recheck Setlings | o EiEg sms
- Svstem Baseline i e B 5 5M5_LISA_MOBILE -
LS Event Priort: | Low i
£ Monitoring Groups Display Colar Mo Special Coloing | Reports Ta Send: | ‘ {mmom |
7[5 Automatic Report Distributions Nods Sreciio Eng:
2.0 Macros Aleit Escalation Plar: [E*EE“'ET“‘SA‘E"N DeespechiEngie il alx] ] ]
7[5 Calendars
+1-{E2) Administration TTTBE t| Cancel
@ Argent Tnstant Help e =
Yo can ako Drag and Drop an Alet o Alzit Macro from the e
@ Euents And Alerts
EI(E Enterprise Objects
=] scheduled Monitoring Tasks
= CMDB-X
Eﬂ Control Information
m Reports What Ta lun [Rules] | When TaFun (Schedule] ,  What To Do [Alerts] | Advanced Fealues |

Ready [ muemsizasaz | mm| &
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Product Specific Properties
There may be additional product-specific properties in the list of Default Node Properties. For example, Argent for

SNMP has SNMP version, community string etc, Argent for VMware has VMware logon credentials.

The properties are used when the same information is not explicitly specified at the node level.

Metwork Group Properties

T F izt M etwark Grou |

Metwark, Connection:  T1

Frotected By Firevaall

M ebwark, Administrataor; | admin |

Contact Email: | adrin(®@a. local |

Cortact Phare: | (800] 6741234 |

Default Alertt:  EMAIL_GEMERAL =

Drefault Alert Executar:

o kA

El Default Mode Properties -

Default Manikaring Endgineg r
i wi_enter or ESx Hosk 192,1658.2,101

Part 443

Protocol https

Logon User A\ Adminiskrakor

Passwl:lrd b i e
[,

|_ 1].4 _| Cancel
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Display-Only Properties

The following fields can be used for customers’ own purposes:

e Network Connection

e Protected By Firewall
e Network Administrator
e Contact Email

e Contact Phone
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Appendix C - CMDB-X Node Properties

Node properties defined in CMDB-X are shared among Argent AT products.

The properties vary based on the type of node.

Windows Machine

Mode "WZ008R264=EN' Common Properties x

MNarme W2ODBR2645EMN
Damain b
a5 Windows Servers

MetBios Mame
Internal Mame
Alias

Alternative IP

Use Alert Executor

Dependency

YWendor Microsoft

Make Windows

Model Windows Server 2008 R2 Standard
Gd-bik 05 nknown

SMIMP sysObjectId

Location MEMY YORK

Descripkion

Contackt

Time Zone Settings

Logical Drives

Appearance Used In Event Console (A1A)
Installed Applications

1] 4 Cancel
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Linux/Unix

Mode 'utestserver’ Common Properties x
W15
e 2
= UNIX Server
Marne utestserver
Darnain &
o5 Linux Servers

Internal Marne
Alias
Alternative IP 192,165.2.105
Use Alert Executor
Dependency
Yendor
Make
Model
G4-bit 05 nknown
SMMP sysObjectId
Location MEM Y ORK
Descripkion
Contack
Time Zone Settings
Appearance Used In Event Console (A1A)
Installed Applications

I 1] 4 Caricel
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IP Address

Mode '192,168.2.5" Common Properties x
'|II.|"| 5

1SS A

=" &

EEIP Device
Marne 192,168.2.5
Internal Marne
Alias G5108T

Alkernative IP
IUse Alert Executor

Dependency

Wendor Metgear

Make Switch

rodel gs 103k

64-bit 05 nknown

SMMP sy=0bjectld 1.3.6.1.4,1.4526.100.4.5
Location MEM Y OREK

Descripkion 51087

Contact

Time Zone Settings

Appearance Used In Event Console (A1A)
Installed Applications

1] 4 Cancel
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Windows Cluster Object

Mode 'Disk ;' Common Properties

=" L

= windows Cluster

Mame Disk, O
Cluster Mame PAMCLUSTER
Real Mame
Internal Marme
Alias Disk. Qi
Alternative IP
Use Alert Executor
Dependency
Yendor
Make
Model
64-bik 035 Unknowan
SHMP sysOhbjectTd
Location FEM! Y ORE
Descripkion
Contack
Time Zone Settings
Appearance Used In Event Console (A1A)
Installed Applications

1] Cancel
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VMware Object

Marne

Darnain

o5

MetBios Mame
Internal Mame
Alias
Alternative IP

Dependency
Yendor
Make

Model

Ba-bit 05

Location
Descripkion
Contackt

= windows Machine

Use Alert Executor

SMIMP sysObjectd

Time Zone Settings

Logical Drives

Appearance Used In Event Console (A1A)
Installed Applications

Mode 'Panall - DT - Domain & (W2008x32) 7001 Common Properties X

W15
=" £

Panadl - OC - Damain & (W 200832 70,1
MMware
Windows Servers

PanAdl.a.local

Microsoft
Windows
Microsaft Windows Server 20085 (32-hik)
nknown

MNEWY YiORE
WirkualMachine-64

Cancel

Trade Secret of ArgSoft Pacific Intellectual Property Holdings (HK), Limited
Proprietary Information

Page 73 of 115



Domain
The Domain property is only used for the cluster objects.

It is useful for grouping and display.

The filtering based on domain is available on both CMDB-X and License Manager.

In the case of Windows Cluster, this field is actually the Cluster Name. It is required by the Cluster APIs.

Monitoring Groups can be defined based on node OS type.

The pre-defined ‘&MG_WINDOWS'’ provided by Argent Guardian Ultra is a good example.

S1® & = o581 - Argent for Mware (3.16-1308-A)

Control Information Monitoring Group Definition: &MG_WINDOWS

Definitions
-8 Rules
B Instant Best Practices For YMware Hosts
(1@ Datacenter Status Rules
@l Cluster Rules

(1@ Resource Pool Rules

[ @& Datastore Rules

- ESX-ESXiRules

F- @@ Event Rules

@@ Log Rules

@@ Tool Rules

= | Use this Tab to specify a 0DBC Buery to run agairst the Argent CMDE X

SELECT ARGSOFT_LRGENT GUARDIAN ULTRA LICENSED_NODE NEME FROM ARGSOFT ARGENT GUARDIAN ULTRL LICENSED NODE, ARGSOFT_AT NODE
VHERE ARGSOFT_ARGENT GUARDIAN ULTEA LICENSED NODE.NAME = ARGSOFT AT NODE.NAME
AMD ARGSOFT_AT_NODE.NODE_TYPE IN (1, Z, 4, 8)

(1@ viCenter Idie Session Rules
@ Version And Patch Rules
@ Powershel Script Rules
& Instant Best Practices For VM Guests
Relatars

Alerts

Hlanikoring Groups
D APPLICATION SERVERS
-E 1P

& 15ERIES
- LocaL

& e

- unir:

D VMWARE

-3 WINDOWS

oow

N_CONTROLLERS
. oS
o BMG_WINDOWS_SERVERS
gl BMG_WINDOWS_WORKSTATIONS
-3 Automatic Report Distributions T
.

163 Macros . —T—

B Calend:
Wb SewerDevies . ODBC Query |

""" Exchide Servai/Deviess: | |

[Separated By Comma] Yiew Selected Nodes By Notepad |
|

ﬂ Events And Alerts

0 Enterprise objects

Desciiption

3 dj Scheduled Monitoring Tasks
This is a sample monitoting group definition installed by Setup. It includes all icensed Windows machines

o' CMDBX

£¢] controt nformation

] Reports

Ready
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The SQL query uses the column ‘NODE_TYPE’ to specify Windows OS.

The possible values are as follows:

0x1 (1) — Windows Domain Controller
0x2 (2) — Windows Backup Domain Controller
0x4 (4) — Windows Server

0x8 (8) - Windows Workstation

0x10 (16) - Sun Solaris

0x20 (32) - HP-UX

0x40 (64) — AIX

0x80 (128) — SCO UNIX

0x100 (256) — Linux

0x200 (512) - IP Address

0x400 (1,024) — iSeries Server

0x800 (2,048) — Cluster Node

0x1000 (4,096) — Cluster Group

0x2000 (8,192) — Cluster Network

0x4000 (16,384) — Cluster Network Interface
0x8000 (32,768) — Cluster Resource

0x10000 (65,536) — Printer Queue

0x80000 (524,288) — Unknown

0x100000 (1,048,576) - URL Object
0x200000 (2,097,152) - Mail Object
0x400000 (4,194,304) - FTP Object
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NetBIOS Name (Windows)
This is the real Windows machine name for the entity. There are occasions that monitored machines have the

same name. This happens a lot in ISP environments when customers clone machines, and because the machines
reside in separate networks monitored by Daughter Engines. There is no network conflict until customers need to

differentiate them in Argent Atlas.

To handle such a situation, customers can manually add the machines with distinguishable names, and use

property ‘NetBIOS Name’ to point to the real machine name.

When the Argent AT engine monitors a Windows machine, if it is specified, the NetBIOS name is used instead of

the node name for API calls.
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Internal Name (Windows Cluster Object)

Similar to NetBIOS name for Windows machine, Internal Name is the real cluster object name that is used in
Windows Cluster API.

Alias
Property ‘Alias’ is useful for IP address.

Alternative IP
Alternative IP can specify the actual IP address for Linux/Unix and iSeries server. If it is not specified, Argent AT

engine will attempt to resolve the IP address from the node name.

Use Alert Executor

This defines the node-specific Alert Executor. When a Relator defines alerts using node-specific Alert Executors,

the Argent Console engine uses this property to determine which Argent Alert Executor should be used.

Dependency
This defines the logical dependency for the node. There are two types of dependency supported in Argent AT.

One is topology dependency; the other is logical dependency. A typical example is that the ESX host is the logical
dependency for a VM running on the ESX host. If the ESX host is offline, all the VM guests running on it will be
offline.

The information is used for Root Cause Analysis. Say a customer defines esx1.a.local as the dependency for VM
pana0l.a.local. When the Argent AT engine detects pana0l.a.local is offline, instead of reporting VM outage right
away, it checks the VM's dependency. If esx1.a.local is also offline, the Argent AT engine will report a single event
of the real root cause instead of flooding the user with VM offline events.

Vendor/Make/Model
These properties are mostly for display except for Argent for SNMP, which uses the information plus sysObjectld,

combined with Argent’s internal knowledge base to generate synthetic Relators for automated monitoring. See
Default Alert in Network Group for details.
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64-bit OS

This information can have an important performance impact on situations that require such information. For
example, when Argent for Compliance engine reads Windows event log using traditional Event Log API, it must
determine whether the target machine is 32-bit or 64-bit. If the property is not specified, the engine needs to run an

additional routine to determine it. It can be costly.

As a result, if customers know exactly what the OS type is, the property should be specified to give Argent AT a

little boost.
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SNMP sysObjectld

This property is used by SNMP objects. It is another property used in automated monitoring.
See Vendor/Make/Model.

Location

The node location is used for filtering in Argent Console Alx screens, and the Argent SuperMaps

E @ e o e Avgent Guardian Litra (3,141 308-4) &

Events And Alerts Events And Alerts - Applications

Summary

SuperConsoles Monitoring Groups [2ia]
Enterprise Network Health = calll ~ | RefreshF5) 24 secon s

Server Status Total Location Windows UNIX iSeries Others
utestserver @ 0r0i0 NEW YORK
W2008RZE4XEN @ 1o0t0 NEW YORK 1100

B Outstarding Nodes 1 50.00%
Handled o 0%

»lw |«

Selection

i

ocation
ALBANY

CHINA
pALLAS

dEEE

Console Appearance 2

él Events And Alerts

n@ Enterprise Objects

“71] scheduled Monitoring Tasks

o CMDB-X

.‘E:a Control Information

] Reports jons [ Augen Supelaps | Evenls | Escallion | Auchived Everts |

Ready | mummssesse | wm| o Ae
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Description
Customers can enter any information here about this particular node.

Contact
Mode 'PAMNADL" Common Properties x
M15

1158 A

=2 L

Windows Machine
[l Contack
Ernail Address
Phione
Remote Deskkop
Suppork LRL
Time Zone Settings

Logical Drives
Appearance Used In Event Console (A1A)
Installed Applications

1] 4 Cancel
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Email Address
This is the email address of contact for this node. This property is not just for display. It can be used as
replacement for the %DefaultNode%. See ‘KBl 310392 New Feature: Node-Specific Email In Email Alert’ for

details.

Phone#
It is the phone# of contact for this node. This property is for display only.

Remote Desktop

It is the custom command line to start up remote desktop session for the node from A1A. For example, ‘mstsc

Iv:%AGNodeName%’ will connect to the target machine using remote desktop.

E) @ e o s argent Guerdian Lkra (3. 14-1308-A] - K
e o)
Events And Alerts Events And Alerts - Applications
s

ttitlolt SupeiConsoles Monitoring Groups XN
Enterprise Network Health 3l : Refresh (FB). | 14 second:
Server status Totst |Location Vindows unix iseries Others
utestserer ° 07070 NEWYORK
W2Z008R264XEN T 11040
Update Console Now (F5)
Properties
Execute Action Scripts
Ever er
B Ousstanding Nodes 1 50.00% Wind e Deskiop
Handled i 0% Suppert Email
= 0K 1 50.00% Suppert URL
Suspend Server
e Ro-atisto Serve
Location Events b Toagle Ful screen
Date Mask ¥
Advanced Mask ¥
Location Mask P
Metwork Group:
Location Selection -
ALBANY v
BURBANK v
cHINA v
DALLAS v
Consale Appearance ¥
21 Events And lerts
B Erterprise Objects
= scheduled Moritoring Tasks
' CMDB.X
.‘EE" Control Information
] reports ions [ AgentSupetdaps | Events | Escalelion | Awchived Everts |
[comnamaziazds. [ (MM [ BietG
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Support URL
It is the support URL for the node. Customers can invoke the URL using the context menu on A1A.

Time Zone Settings

This set of properties defines the time zone of the node. The information can be used for scheduling monitoring
tasks or putting the node into maintenance mode.

Mode 'PAMNADL" Common Properties X

IS8 A
== £

Windows Machine
Contack
[ Time £one Settings

Tirne: Zone Opkion Use Supervising Engine

Fized Hours
Dwnamic Fead From Server
Ilse Trusted Agent

Time Zone

Time Server
Logical Drives

Appearance Used In Event Console
Installed Applications

1] 4 Cancel
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Time Zone Option

The available options include following:

e Fixed Hours
It is easy to use and causes little overhead. It assumes the node has the same daylight savings time setting
bias as the Supervising Engine. For example, the scheme works well if all servers/devices are in USA and in

the same time zone.

Mode 'PAMNADL" Comman Properties X

1SS A
[#=" ?l‘I'
Windows Machine
Contact
= Time Zone Settings
Time Zone Option Fixed Hours
e zone B
Time Server GEMT-12:00 =
Logical Drives EMT-11:00
GMT-10:00
Appearance Used In Event Consoli EMT-09:00
Installed Applications SMT-05:00
GMT-07:00
GMT-06:00
GEMT-04:00
GEMT-03:00
GEMT-02:00
GMT-01:00
GMT
GMT401:00 -
1] 4 | Cancel

e Dynamic Read From Server
If the Time Server is not specified, the same node is assumed. The Time Server must be a Windows
machine.
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Querying time zone information causes some overhead. Because the Argent AT engine caches time zone
information, it would make sense to use one or a few common machines as the Time Server for all other

machines in the same time zone.

e Use Trusted Agent

Queries time zone information from the specified Argent AT Trusted Agent.

e Use Supervising Engine
Assume the node has the same time zone setting as the Supervising Engine that is scheduling the monitoring

task. This is the default time zone setting for the node.

Note: the Supervising Engine can be a Mother Engine or a Daughter Engine. The Daughter Engine may not
necessarily be in the same time zone as the Mother Engine. As a result, all the nodes monitored by the
Daughter Engine are scheduled based on the time zone of Daughter Engine. This makes senses for most

situations.
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Logical Drives
Logical Drives are used to explicitly ignore some logical drives when checking logical drive related performance

data. It can be used to get free disk space when the remote registry service is not running.

Mode 'PAMNADL" Common Properties X

IS8 A
== £

Windows Machine
Contack

| »

[ Time £one Settings
Time Zone Option Fined Hours
Time Zone
Time Server

E Logical Drives

Drives Mot To Monitar

=fDisk shares (Used When Admin Share Is OFfF)

Z:
Cn:
E:
F:
G
H: -
I:
I
K:
L:
M
M:
o -
| (1] 4 | Cancel
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Drives Not To Monitor

If one or multiple drives should be excluded for all monitored servers, it is easier to exclude drives in the
Performance Rule.

Perfarmance Counter Crikeria X
~ Twpe OF Performance b etric -

#| Perfarmance Object: sLogicalDizk[*|v% Free Space |

Algarithrm; A -

Inztances: Exclude Pattern = |><:[Y:I_Tn:|tal |

| Regular Expreszion

Farmula E xpression:

Faormula Mame:

L oy

~ etz Calculation -
Method:  Get -

o oy

~ Rule |z Broken If -

Yalue |z Greater Than: | |

¥ Walue |s Less Thar: |15 |

Fail Rule If The Data |z Unawvailable Or Honexistent

As A Variable | |

Retrieve Perfarmance Data For Argent Predictar Only

| OK | LCancel Help

If one or multiple drives are only excluded for some servers, or the excluded drives are different for each server, it
is better to define the Performance Rule excluding no drives, and use this property to exclude the specific drives
for the server.
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Disk Shares (Used When Admin Share Is Off)
The remote performance data may not be available due to security settings or the remote registry service is turned

off on the remote machine. This is quite common for locked down machines in the DMZ.

Even though customers may still need to get disk information such as free disk space. Fortunately the disk
information can be retrieved through WIN32 API ‘GetDiskFreeSpaceEX'.

In order to use the API, customers need to specify what drives to check. Customers can do so by assigning drive

shares for the used drives. For example, C$ for C:, D$ for D: etc.

Sometimes the admin shares (C$, D$ etc) are turned off too. If there is any defined share on the drive, not

necessarily the admin share, customers can specify the share for the drive. The APl works using the share too.

In the following example, machine ‘PANA35’ has two logical drives ‘C:’ and ‘E:’". Because admin share is turned

off, customers define two shares C_DRIVE and E_DRIVE for accessing the drives.

Also see KBI 310607 New Feature: Checking Disk Space When Performance Data Unavailable.
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Mode 'PAMNAIS' Common Properties x

| 2
Miodel Windows %P Professional =
ad-bik 05 nknown
SMMP sysObjectId
Location MEMY Y ORK
Descripkion

Contact
Time Zone Settings
E Logical Drives
Drives Mot Ta Monikar
El Disk shares (Used When Admin Share Is OfF)
C_DRIVE

E_DRIVE

zzl—ﬂu'—'xl‘nmon

1] 4 Caricel
| J
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Appearance Used In Event Console (A1A)

These properties control the text and background color for the specific nodes in Event Console. Customers can

customize the colors to make some nodes stand out on the screen.

Mode 'PAMNAIS' Commaon Properties X

LSS A
=2 £
05 Windows \Warkstations -

MetBios Name
Internal Marne L
Alias PANAZSE
Alternative IP

Use Alert Executor

Dependency

Yendor Microsoft

Make Windows

Model Windows %P Professional

G4-bit 05 nknown

SMMP sysObjectId 4
Lacation MNEW YORK 1
Descripkion

Contack
Time Zone Settings
Logical Drives

EfAppearance Used In Event Console (A1A)

Color Option IJze Defaul
Texk Color [ [
EBackground Color [ ]zss, 255, 255

Installed Applications

1]

| 1] 4 Carnicel
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Installed Applications

These properties simply list out all the known applications installed on the node.

The applications can be entered directly, or discovered by a program (See Detect Installed Applications)

Mode 'PANWS' Cammon Propetties

Time Zone Settings

Logical Drives

Application 1
Application 2
Application 3
Application 4
Application 5
Application &
Application 7
Applicakion
Application 2
Application 10

Appearance Used In Event Console (A1A)

[=fInstalled Applications

IS
MSSOL

COracle

-
| Z

Yendor Microsoft -

Make Windows

Miodel Windows Server 2003

a-hit 05 IIrknicnsn

SMMP sy=ObijeckId

Location MEMY Y¥ORK

Descripkion P
Contact

1]

Cancel
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Customers can define Monitoring Groups based on the installed applications.

Argent AT provides a few pre-defined sample Monitoring Groups to demonstrate this.

© @& = ] @8 = Avgent Guardian Litra [3,14-1308-8)

| Control Information

Monitoring Group Definition: &MG_IIS_SERVER

o

s

Definitions

-G Service Level Agresment Rules

(3-8 Service Rules

-G System Command Rules

- @@ System Down Rules

-G System File Rules

- Service Pack Rules

& & Server Connectivity Rules

- System Management Scripts

(-G Registry Rules

- @ Windows Printer Share
B Windows Process

- UNIK Rules

-G tSeries Rules

& Relators

=@ Advanced Monitoring

- DEMO

-G Metwork Connectivity

-8 System Baseline

D lerts

3 Monitering Groups

-6 APPLICATION SERVERS
gta BMG_EXCHANGE_SERVER.
Poate R
fogls BMG_ORACLE_SERVER
gl £MG_SOL_SERVER

o8B

153 15ERIES

@3 LocAL

12 she

-6 Uz

1) vmaRE

-2 WINDOWS

& Beag e Rage: Realc |

=

* | Use this Tab to specily s DDBC Quer fo iun against the Argent CHDB A

SELECT ARGSOFT_AT_NODE.NAME FROM ARGEOFT_AT_WODE, ARCZOFT_AT_NODE_APPLICATION S
VHERE ARCEOFT_AT_NODE.UUID = ARGSOFT_AT_NODE_APPLICATION.HODE_TID
AND XRGSOFT_AT NODE_APPLICATION.NEME = 'IIS'

M TEST_RESULT &MG_II5_SERVER.TXT - Notepad M=
M File Edit Formet View Help
[Frgent Guardian Ultra 3.1A-1308-A () 2012 ArQSOTT Pacific INtellectual Property Holdings CHK), Limited |

For argent Instant Help 7 by 24 with an Argent engineer, please see http://help.Argent. comshelp.php

momitoring Group contains following nodes:

d 1 s ongC Query
2. Wr-32-PL2 ODEC Query
5. woneRzeaxEN ongC query
U K| Y
4 I »

Serve/Device ,  ODBC Query |

ﬂ Events And Alerts

Exclude Server/Devices: |

EI(E Enterprise Objects

(Separated By Comma) | View Selected Nodes By Notepad |
|

] Scheduled Monitoring Tasks

Desciiplion:

' CMDB-X

This is & sample monitoring gioup definition installed by Setup. Itincludes all nodes has application 115" installed -

Control Information

5
m Reports

Ready

T A

Customers can use these Monitoring Groups in the Relators. Combined with automatic application discovery by

using Argent AT Command Line Tools, automatic monitoring of an application can be accomplished.
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Appendix D — Detect Installed Applications

By right-clicking and showing the context menu, customers can use pre-defined mechanisms to scan the selected

nodes for installed applications.

M0 @« e

CMDB-X

Display Options
~ Erterpiise Network Display Option
=) Show All Servers/Devices
Filler By Server/Device Type

Filter By Netwark Gioup

.| Network Group

Argent Guardian Ultra (3.14-1308-4)

CMDB-X

Server/Device
Daughter LAM - PARA3S

Demo URLs

Dema Web Servers

Add Server Of Device

Domain

B e T ——

Type

Location vendor

Make

If the current selection is a Network Group, the following prompt is shown:

Argent Guardian Ultra (3, 14-1308-4)

Mo
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, A Windows Servers NEW YORK Microsaft Windows
Fitet By Monitoring Giroup Delete This Server Or Dewice 4 Windows Servers NEW TORK Microsaft Windows
_ Filter By License OF Current Praduct L} Windows Servers MEWW YORK Microsoft Windows
Sean Or Impart Netwark
L3 Windows Servers MEWW YORK Microsoft Windows
Update Export CMDB-X A Windows Servers HEW YORK Microsoft windaws
CMOB-K Fropertiss A Windows Servers HE YORK Microsoft Windows
V! Auto Update When Selection Changes A Windows Domain Contrllers HEW YORK. Micrasaft Windows
S el ool Gro, A Windaws Servers NEW TORK Microseft windaws
R Delete This Network Group A indows Warkstations MEW YORK Microsoft Windows
Filter By Renare a Windows Servers MEWW YORK Microsoft Windows
= A Windows Workstations W YORK Microsoft Windows
dsssion Hetwork Group A Windows Servers EW YORK Microsoft Windows
Detect Installd Applcations A Windows Servers NEW YORK Microsoft Windows
A A Windows Servers NEW YORK Microsaft Windows
e i Security Settings A Linuse Servers HEW YORK
Toadle Full Screen a Windaws Servers EW YORK Microsaft windaws
4 Windows Servers NEI YORK Microsoft Windows
W2008R2B45EN A Windows Servers EW YORK Microsoft Windows
W2008R2DEY A Windows Servers EW YORK Microsoft Windows
- wWi-3z-FL2 A Windows Servers NEW YORK Microsaft Windows
B PANCLUSTER.
B ShMP
B Muare
éj Events And Alerts
@ Enterprise Objects
7] seheduled Monitoring Tasks
u'l CMDBX
-
25 controtnformation
4 f i ]
@ Reports Network Inventory [ Network Topology | 7
[ mmzmainonst. [ wmlo ]




At the end of detection, the CMDB-X database is updated and the log is shown in notepad.

B DETECT_APPS_LOG.TXT - Notepad Hi=] B

File Edit Format View Help

krgent Guardian Ultra 3.14-1308-4 (c) 2012 ArgSoft Facific Intellectual Property Holdings (HK), Limited ;I
For Argent Instant Help 7 by 24 with an Argent engineer, please see http://help.Argent.comshelp. php

R R R R R T R R T R T R T R T R R T R A T R T R T R T R T R R T R T R T R T N A T R R T R A TR R AR AR AR R ®
Node: FANWS

L A A A A A ]

ODISCOWERED: TIS
DISCOVERED: M=sQL
DISCOVERED: Oracle [New)

N -

The detection of installed applications relies on the pre-defined application discovery mechanism.

E1Q e & el Argent Guardian Ukra (3.14-1306-A)

Control Information Detect Installed Applications
Definitions.

& éﬁ’ff&m Baseine | [ et To Detect Instaled Appliatians
1B Menitoring Groups Name
-3 APPLICATION SERVERS ns
$-sla BMG_EXCHANGE_SERVER. MS5QL CORP_DATABASES Windows Service
: <% BMG_IIS_SERVER Oracle CORP_DATABASES windows Service
i+os BH1G_ORACLE_SERVER Exchange CORP_COMMUNICATIONS Registry
“gta BIMG_SQL_SERWER
@
13 1SERIES
-3 LocaL
53 sume
-& unix
153 vmwaRE
B WINDOWS
£ automatic Report Distributions
{2 Macros
B3 calendars
{59 Administration
-3 Engine Manager
£F> License Manager
=3 Housekeeping
&) security
¢ Product GLIT
(=53 Advanced
i Argent SuperMaps
-] Enterprise Application Yiew
5 Application Definitions

Group Method
CORP_COMMUNICATIONS Registry

: 1 Console application Columns
*-[) Location Definitions
% Total Support Interface

éj Events And Alerts

@ Enterprise Objects

7] seheduled Monitoring Tasks

27} controtnformation

] reports

Ready I

anmemanzotas. [ (wm ]
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The supported mechanisms include the following:

VBScript

N o o o~ w0 e

Unix Telnet
Unix SSH

TCP service

Windows registry
Windows service
SNMP OID

@‘ T @ 4= o 5] @2 fgent Guardian Ultra (3,14-1307-6)
L i

Control Information

Definitions
- B Service Rules
-G System Command Rules
(1@ System Down Rules
-G System File Rules
-G Service Pack Rules
-G Server Connectivity Rules
-G System Management Seripts
- @@ Registry Rules
-G Windows Printer Share
- Windows Process
& UNIX Rules
(-6 iSeries Rules
7 @& Relators
o B alerts
71 Monitoring Groups
+1 £3) Automatic Report Distributions
) Macros
+ 53 Calendars
-5 Administration
[#-53) Engine Manager
A License Manager
(= Housekeeping
) security
L Product GL1
=459 Advanced
£ Argent SuperMaps
i rterprise Application Yiew
pplication Definitions
B30 tect Installed Applications
T Console Application Colamns
*-[) Location Definitions
-y Total Suppart Interface
€3 Argent Instant Help

Detect Installed Applications

| [Methods To Detect Installd Applcations
Name

RIS

MSS0L

Orade

Exchange

SHMP

SMTP

g Events And Alerts

®( Enterprise Objects

=] scneduled Monitoring Tasks

o | CMDB-X

-
E‘ﬂ Control Information

m Reports

Slx]2l €

Group Method
CORP_COMMUNICATIONS Registry
CORP_DATABASES Windows Service
CORP_DATABASES Registry
CORP_COMMUNICATIONS Registry
CORP_NETW/ORK SAMP Search
CORP_COMMUNICATION TCP Service
Specify Detals OF Application 2 x

Application Mame: [M550L
Display Group: | CORP_DATABASES.

Detect Method:  Windows Service let

“wfindows Servic

Wi vice f
SNMP Search

B Script

Unix Telnet

Unix S5H

TCP Service

| Cancel

0K

Ready

| tdle0idi4azl | NUM|  Argent Guardian Ultra - Scheduing Engine o

As the majority of Windows applications have Windows services as background processes, or use specific registry

hives, the methods of ‘Windows Registry’ and ‘Windows Service’ are most commonly used.

For Linux/Unix applications, the method ‘TCP Service’ is recommended, as it is the easiest and least intrusive.
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Argent AT provides command line utilities to accomplish the same functions of detecting installed application as
the GUI. It can be very useful to implement automated monitoring by running application detection periodically in a
background maintenance script.

Define Applications

(Windows Registry)

ARGENT _DETECTAPP_CLI [-add | -update] -p application -g group -m registry -reg reghive [-val value]

e Argument ‘-add’ adds a new application.

e Argument ‘-update’ updates an existing application

e Argument ‘-p’ specifies the application name.

e Argument ‘-g' specifies the group for the application.

e  Argument -m registry’ specifies the method of Windows registry.
e Argument ‘-reg’ specifies the registry key path

e Argument “-val’ specifies the optional value for the registry key.

(Windows Service)

ARGENT _DETECTAPP_CLI [-add | -update] -p application -g group -m service -serv svcname

e Argument -add’ adds a new application.

e Argument ‘-update’ updates an existing application

e Argument ‘-p’ specifies the application name.

e Argument ‘-g’ specifies the group for the application.

e Argument -m service’ specifies the method of Windows service.

e Argument ‘-serv’ specifies the Windows service name.
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ARGENT_DETECTAPP_CLI [-add | -update] -p application -g group -m snmp -oid oid

e Argument -add’ adds a new application.

e Argument -update’ updates an existing application
e Argument ‘-p’ specifies the application name.

e Argument ‘-g’ specifies the group for the application.
e Argument ‘-m snmp’ specifies the method of SNMP.

e Argument ‘-0id’ specifies the signature OID for the application.

ARGENT_DETECTAPP_CLI [-add | -update] -p application -g group -m vbscript -file script

e Argument -add’ adds a new application.

e Argument -update’ updates an existing application

e Argument ‘-p’ specifies the application name.

e Argument ‘-g’ specifies the group for the application.

e  Argument ‘-m vbscript’ specifies the method of VBScript.

e  Argument ‘-file’ specifies the script file path.

ARGENT_DETECTAPP_CLI [-add | -update] -p application -g group -m ssh -file script

e Argument ‘-add’ adds a new application.

e Argument -update’ updates an existing application
e Argument ‘-p’ specifies the application name.

e Argument ‘-g’ specifies the group for the application.
e Argument ‘-m ssh’ specifies the method of SSH.

e Argument ‘-file’ specifies the script file path.
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ARGENT_DETECTAPP_CLI [-add | -update] -p application -g group -m telnet -file script

e Argument -add’ adds a new application.

e Argument -update’ updates an existing application
e Argument ‘-p’ specifies the application name.

e Argument ‘-g’ specifies the group for the application.
e Argument ‘-m telnet’ specifies the method of Telnet.

e  Argument ‘-file’ specifies the script file path.

ARGENT_DETECTAPP_CLI [-add | -update] -p application -g group -m tcp -port port_number [-file script]

e Argument -add’ adds a new application.

e Argument -update’ updates an existing application

e Argument ‘-p’ specifies the application name.

e Argument ‘-g’ specifies the group for the application.

e Argument ‘-m tcp’ specifies the method of TCP service.
e Argument ‘-p’ specifies the TCP port to detect.

e Argument ‘-file’ specifies the script file path.

Delete A Defined Application
ARGENT _DETECTAPP_CLI -delete -p application

e Argument ‘-delete’ deletes an existing application

e Argument ‘-p’ specifies the application name.
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Detect Installed Applications

ARGENT_DETECTAPP_CLI -s server [-p application] [-user user] [-pswd pswd] [-snmp v1|v2c] [-comm

community]

ARGENT_DETECTAPP_CLI -n group [-p application] [-user user] [-pswd pswd] [-snmp v1|v2c] [-comm

community]

ARGENT _DETECTAPP_CLI -all [-p application] [-user user] [-pswd pswd] [-snmp v1|v2c] [-comm community]

e Argument ‘-s’ specifies the single server/device to detect.

e Argument ‘-n’ specifies the network group. All server/devices of the network group should be scanned.

e Argument ‘-all' means that all server/devices should be scanned.

e Argument ‘-p’ specifies the single application to detect. If not specified, all defined applications should be
scanned.

e Argument ‘-user’ specifies the logon user for LINUX/UNIX server. It is used only when the application uses
SSH or telnet method.

e Argument ‘-pswd’ specifies the logon password for LINUX/UNIX server.

e Argument ‘-snmp’ specifies the SNMP version. SNMP version 1 and 2c are supported. It is used only
when the application uses SNMP method.

e  Argument ‘-comm’ specifies the SNMP community.
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Appendix E — Extended VBScript Syntax For Detecting Installed Application

Customers can use VBScript to implement very complicated logic for determining whether an application is
installed. Besides ordinary VBScript syntax, Argent Advanced Technology introduces the following keywords to

communicate information back and forth:

TargetServer (Read-Only)

Argent AT assigns the real server name to this property.

ApplicationName (Read-Only)

Argent AT assigns the application name to this property.

ApplicationFound (Write-Only)
Customers should assign True to this property if the application is determined as being installed; otherwise,

assign False.

ScriptHasError (Write-Only)

Customers can assign True to this property if encountering some unrecoverable error within script logic.

WriteStatus (Method)

Write a line to the log.
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Appendix F — UNIX Script Output Syntax For Detecting Installed Application

The UNIX script syntax uses the same format as UNIX script rules.

If the output contains status ‘PASS’, it means the application is found; if the output contains status ‘FAIL’, it means

the application is not found.

A ‘PASS’ sample output should look like:

<TAGResult>
<QEResult>
<STATUS>PASS</STATUS>
</QEResult>
</TAGResult>

A ‘FAIL’ sample output should look like:

<TAGResult>
<QEResult>
<STATUS>FAIL</STATUS>
</QEResult>
</TAGResult>
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Appendix G — Network Topology

Argent AT can scan the network topology by querying SNMP managed switches. It relies on the support of

BRIDGE-MIB to gather the information of port and connections.

To scan the network topology, use the context menu ‘Scan Network Topology’.

T o« -

Argent: Guardian Likra (3, 14-1308-T1)

CMDB-X

CMDB-X

Display Options
Enterprisz Network Display Option
#) Show All Servers/Devices

Fiter By Server/Device Type

Filter By Network Group

Filter By Monitaring Group

Filter By License Of Current Praduct

Update

/| Auta Update When Selection Changes

Group By:

Filter By

Device Name
B {d=fault}
B ciscoasa (192.168.2.1)
El'G5108T (192.168.2.5)
filer.a.local (192.168.2.1
B Hub#1
1192,166.2,185
- WZOO3RZXEN (192.1
* WZDOBR264KEN (19:
B Hub#2z
192.166.2.249
- ANPTNGS-MAC (192
1 HPCESO09 (192,168,
£ RAYNZOD1-G4CDOF {
PV (192,168,2,31°
B Hub#3

[ Windows Domain Conlrollers
6 /indows Servers
2 Windows workstations
& NT Backup Controllers
4 = olaris Servers

[ HP U Servers

[ 41 Servers

9500 Servers

v Lin

[ Clster Groups
o Cluster Metuokcs

192.168.2.105
192.168.2.106
192.168.2.187
Li192.168.2.217
-PANADL (192.168.2,
S PANA3Z (192.168.2.
PANA3S (192.168.2,
PANA3E (152.168.2.
- PANAS3 (192.168.2.
PANAS4 (192.168.2.
- PANAGO (192.166.2,
* PANCLUSTER {192.L
- PANSQLCLUSTER (15
- WT-32-PL2 (192,188
W5-DEVS (192.168.2
- openfiler.a local (192.1

@ Events And Alerts

PANWS (192, 168.2, 188)
OFFICE390 (192, 168.2,.34)

& Enterprise Objects

7] scheduled Monitoring Tasks

= m CMDB-X

_.ﬂ Control Information

] Reports

Network Inventory ™y Network

Device Type

MAC Address

Metwork Segment

Gateway

Switch 00-22-3f-F4-16-2e
00-c0-5F-1F-75-de.

Unmanaged Switch/Hub

Urimanaged Swl

Unimanaged Sw

00-10-0%-1b-5e-3a
fe-a7-04-1c-20-a3
-e-f7-25-A0-5h

Sean Network Topology
#add Topology Hode

Remove

B-4 Properties

Innport Topelogy XML

Restore Backup XML

Export

Rename Metwork Segment

Delete

Merge

Craft To Switch/Gateway

Promote To Switch Role

Remaye Switch Role

Revert Changes

dd Discovered Server/Device To CHIDE-X
Sek InjOut Banduwidth And Bandwidth Lsage
Security Settings

Togale Full Screen

Port/Interface
GS108T (192.168.2.5) - IFindex(7)

GSL08T (192.168.2.5) - Findex(3)
GSL08T (192,168.2.5) - Findex(s)

GS108T (152.168.2.5) - IFIndes(4)

GS108T (192.168.2.5) - Ifindes(1)

GSL06T (192.168.2,5) - [index(s)
G5106T (192.168.2,5) - [findex(2)
GSLO08T (192,168.2.5) - Findex(7)

Bandwidth Usage {Mb/s) sysObjectld

10040.67 (in) - 1000.02 (out) 1.3.6.1.4.1.9.1.745
1.3.6.1.4.1.4526.100.4.8
1,000/0,02 (i) - 1,000/0.21 (outy 1,3.6.1.4.1,5072,3.2.10
1,000/0 (in) - 1,000/0 {out)
1,000/0 (in) - 1,000/0 (aut}
1,000/0 (in) - 1,000/0 {out)

100j0.02 (in) - 100067 {out)
100002 (in) - 100067 {out)
10040.02 (in) - 100/0.67 {out)
100/0.02 {in] - 10040,67 (aut)
1004002 {in) - 100/0.67 {out)

1,3.6,1.4,1,29999.1

1,000/0.23 (in) - 1,000/0.03 (out)
1,000/0,23 {in) - 1,00040.03 (outy
1,000/0,23 {in) - 1,000/0.03 (outy
1,000/0.23 {in) - 1,00040.03 (aut}
1,000/0,23 {in) - 1,00040.03 (aut}
1,000/0.23 (in) - 1,000/0.03 (ouk)
1,000/0.23 (in) - 1,000/0.03 (ouk)
1,000/0,23 {in) - 1,000/0.03 (outy
1,000/0,23 {in) - 1,00040.03 (outy
1,000/0,23 {in) - 1,000/0.03 (outy
1,000/0.23 {in) - 1,00040.03 (aut}
1,000/0.23 (in) - 1,00040.03 (aut)
1,000/0.23 (in) - 1,000/0.03 (ouk)
1,000/0.23 {in) - 1,000/0.03 (outy
1,000/0,23 (i) - 1,000/0.03 (outy
1,000/0 (in) - 1,000/0.02 {out)
1,000/0 (in) - 1,000/0 aut}
100j0.67 (i) - 100j0.02 {out)

1,3.6,1.4,1,6072,3.2.10

Topology |
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A dialog box of options is shown before the actual network topology scanning.

Scan Mebwork, Topalagy

w
[ GEiC |
IP Range: | 192 . 168 . 2 . 1 - | 192,168 . 2 .25 ¢ |25 .285 .25 . 0O
| &can Al Metwork Segments That Local Computer Is Atkached (subnet Mask)
~ Discover Managed Switch Using Following Parameters -
Query OI0: |1.3.5.1.2.1.1.5.n | Protocal: -
Zammunity: ||:n_||:-|i|: | Ilzer Mame: | |
SMMP Port: | 161 = Auth, Password: | | Mone -
Timeout | 10 = Encryption Passward: | | Mone -
Thread Limit: Interval To Calculate BPS: (seconds)

i

(1] 4 | Cancel

If the local machine has multiple network interfaces, customers can opt to scan all or just one using the option
‘Scan All Network Segments That Local Computer Is Attached’.

After scanning is done, the network topology screen is populated with the discovered topology.
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Network Topology And Root Cause Analysis

Network Topology allows administrators to see the network layout easily. Argent AT engine also uses this

information to do root cause analysis.

One common complaint about other networking products by the Network Administrator is that he is blasted with a

flood of alerts of down servers when a switch or router fails.

In contrast, with Argent -- if network topology is maintained and used properly — the Network

Administrator is alerted with a single event of the down switch.

To use network topology for root cause analysis, customers need to turn on this option in the Relator.

[5]'Q & & 5583 - Argent Guardian Utra (3.14-1306-A) -
T c
Control Information Relator Definition: REL_IP_CONNECT (Test Mode)

Definitions | 70 |
~I- &8 Rules e
5 8 Windows Rules IF Prerequisie Flules Fail Mark Gervers As | The Same Status O Frevious Cheok
4 i [ v Edeciile Topology ot Caide ARalisi And Suppiess Al Becoidinal j
-~ Relator Trigger
1f Ary D s e Braken, Execule Felator
o) Onee
Oncetven [5 3| MinuesFor B0 3| Mines
Execute Flelatol Oriy For The Nade That Breaks The Fuies
Desciiptio
1103 TN Hade)
£.C3 REL_ISERIES_CONNECT (Test Made)
” REL_UNIL:_SSH_CONNECT (Test Mode)
i g REL_WINDOWS_APT_CONNECT {Test Madz)
(-8 System Baseline
ﬂ Events And Alerts
@ Enterprise Objects
{77 scheduled Monitoring Tasks
u'm CMDBX
25 controtnformation
] reports What To Flun (Fules] | _When To fiun (Scheduls] | What To Do [8lerts] », _Advanced Features |
Ready == 13 11:07 [ I |
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Command Line Tool - Discover SNMP Devices

Argent AT provides a command line tool to discover SNMP devices in the network.

The executable has no dependency so it can be copied and run from any SNMP management workstation.

[ Administrator: Command Prompt

C:~ARGENT“ArgentGuardianlltrarargsoft_snmp_discovery -7
Argent for SHMP Discovery Utility <3.1A-1388-A>

argsoft_snmp_discovery [T | shelpl

argsoft_snmp_discovery [Aout:output_file_pathl [ vl | Av2c] [Acommunityzxxxx] [
start sxooc oo oo o] [Lrend oo oo oo o] [/mas ko sooo. oo oo xooc] [Assnmp |
smgmtapil [Atimeout:nnl [append]

argsoft_snmp_discovery [Aout:output_file_pathl Auvd Auserixxxx [Fauthpswed:xoooc] [
sencpswdixxxx] [Aprotocol:mdSizhal [Aalgorithm:des laes iddes] L[Astart oo 2000000
o0l [rend oo oo sk ] [A/mas koo oo oo xxx] [Atimeoutinn] [Athreads innn
1 [Aappend]l

Examples:

argzoft_snmp_discovery

argzoft_snmp_discovery Aoutisnmp_devices.txt Sul

argzoft_snmp_discovery Aout:snmp_devices.txt AvZc AScommunityiprivate Astart:192.
168.2.1 send:192.168.2.18

argzoft_snmp_discovery Soutisnmp_devices.txt vl suserimonitor sauthpswd:PATTON
Sencpswd:PATTON Athreads:38

C:~ARGENT ~ArgentGuardianlltral_

The default output file is ‘found_snmp_devices.txt’ in the same directory as the executable.

A sample result is shown as follows:

P found_snmp_devices.txt - Notepad M=
File Edit Format ‘iew Help

heoz.168.2.211 opentilerz.a.local 1 E.1.4,1.8072.3.2.10 Linux opentilerz.a.local 2.6.26.8-1.0.11.5Mp. QCC3.4.x86_E4 #1 SMP Sun Jan 11 02:42:55 GMT 2009 xS6_g64 J
19z.168.2.1 Ciscoasa 1.2.6.1.4.1.9.1.745 Cisco adaptive Security appliance Version &.z(1)
192.168.2.3 HPC&5009 1.3.6.1.4 29993.1 HF ETHERNET MULTI-ENVIROMWENT

192.168.2.5 GS108T 1.3.6.1.4.1.4526.100.4.8 G5108T

192.168.2.189 filer.a.local 1.2.6.1.4.1.8072.2.2.10 Linux filer.a.local z.&.26.8-1.0.11.5smp.pae.gcc3.4.x86. 1686 #1 SMP Sun Jan 11 00:57:28 GMT 2003 1686

o
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Command Line Tool - Discover Network Topology

Argent AT provides a command line tool to scan network topology. The executable has no dependency so it can

be copied and run from any SNMP management workstation.

[+ Administrator: Command Prompt

C:=~ARGENT“ArgentGuardianlUltrarargsoft_snmp_topology -7
Argent for SHMP Topology Utility <3.1A-1363-A>

argsoft_snmp_topology [ 1 <helpl

argsoft_snmp_topology [Aoutzoutput_file_pathl [svl | Av2c] [Acommunityzxxxx] [As
tart s wa . xx . ] [rend Srxoocoocooc o] [rmas ks soo . o o xxx o] [/ssnmp § 7
mgmtapil [Atimeout:nnl [Aappend]

argszsoft_snmp_topology [Aoutzoutput_file_pathl ~uv3 Auserixxxx [Aauthpswd:xxxx]l [
encpswd=xxxx] [ protocol:md5ishal [Aalgorithm:des faesiddes] L[/start oo 20002000,

] [rend zxoo oo oo xxx ] [Amaskoooo o xxx . xxx ] [Atimeout:nnl] [Athread=s:-nnnl
[~append]

argsoft_snmp_topology sout:found_snmp_topology.csue ~ul

argsoft_snmp_topology sout:found_snmp_topology.cse ~suviZc scommunity:private sstar
t:192 168.2.1 send:-192.168.2.108

argszoft_snmp_topology Aout:found_snmp_topology.csv vl Auser-monitor sauthpswd:P
ATTON ~encpswd:=PATTON ~threads:38

C:ARGEMT ~ArgentGuardianlltra_
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Customers can specify the output file as either XML or CSV format. The default output file is
‘found_snmp_topology.xml’ in the same directory as the executable.

A sample result is shown as follows:

indows Internet Explorer

[ cargenttargentuardiantitra|found _smop_topolagy. < x

fle Edt Vew Favortes Tools Help

U g @ C\ArgentiArgertGuardisnUtralfound_snmp_topolod. .

ur computs

- <TOPOLOGY>
- <NODE ip="192.168.2.5" reserved="0" display="GS108T" mac_address="0.34.63.244.22.46" sysobjectid="1.3.6.1.4.1.4526.100.4.8">
<IP name="OFFIGE390" mac_address: .29.9.24.12.55" interface_name="GS108T (192.168.2.5) - Ifindex{7)" in_bhandwidth="100.00" out_bandwidth="100.00" port="7">192.168.2.34</IP>
<IP display="ciscoasa" mac_address="232.183.72.54.157.233" interface_name="GS108T (192.168.2.5) - Ifindex(7)" in_handwidth="100.00" out_handwidth="100.00" port sysobjectid="1.3.6.1.4.1.9.1.745"
other_ips="192.168.1.242">192.168.2.1</IP>
<IP mac_address="0.29.9.27.94.58" interface_name="GS108T (192.168.2.5) - Ifindex(6)" in_handwidth="1000.00" out_handwidth="1000.00" port="6">192.168.2.186</IP>
<IP name="W2008R264XEN" mac_address="50.142.247.37.128.251" interface_name="GS5108T (192.168.2.5) - Ifindex(6)" in_bandwidth="1000.00" out_bandwidth="1000.00" port="6">192.168.2.221</1F>
<IP name="W2003R2XEN" mac_address="254.167.4.28.44.170" interface_name="GS108T (192.168.2.5) - Ifindex(6)" in_handwidth="1000.00" out_handwidth="1000.00" port="6">192.168.2.222</IP>
<IP display="openfiler2.a.local" mac_address="0.20.209.37.131.53" interface_name="G8108T (192.168.2.5) - Ifindex(5)" in_bandwidth="1000.00" out_bandwidth="1000.00" port="5"
sysobjectid="1.3.6.1.4.1.8072.3.2.10">192.168.2.211</1P>
<IP name="XP¥M" mac_address="0.12.41.136.105.127" interface_name="GS108T (192.168.2.5) - Ifindes(4)" in_handwidth="100.00" out_bandwidth="100.00" port="4">192.168.2.31</1P>
<IP name="ANPINGS-IMAG" mac_address="64.108.143.10.235.109" interface_name="GS108T ({192.168.2.5) - Ifindex(4)" in_bandwidth="100.00" out_bandwidth="100.00" port="4">192.168.2.35=/IP>
<IP name="WORKGROUP" mac_address="116.229.67.210.113.243" interface_name="G8108T ({192.168.2.5) - Ifindex{4)" in_bandwidth="100.00" out_bhandwidth="100.00" port="4">192.168.2.254</1P>
<IP name="XAYN2001-94CDOF" mac_address="160.33.183.148.205.15" interface_name="G8108T (192.168.2.5) - Ifindex(4)" in_bandwidth="100.00" out_bandwidth="100.00" port="4">192.168.2.239</1P>
<IP mac_address="172.134.126.0.23.99" interface_name="GS108T (192.168.2.5) - Ifindex(4)" in_bandwidth="100.00" out_bandwidth="100.00" port="4">192.168.2.249</IF>
<IP name="HPF4CE46C65009" display="HPC65009" rmac_address="244.206.70.198.80.9" interface_names="GS108T (192.168.2.5) - Ifindex(4)" in_bandwidth="100.00" out_bandwidth="100.00" port="4"
sysohjectid="1.3.6.1.4.1.29999.1">192.168.2.3</1P>
<IP name="FILER.A.LOGAL" display="filer.a.local" mac_address="0.192.159.31.117.222" interface_name="GS108T (192.168.2.5) - Ifindex(3)" in_bandwidth="1000.00" out_bandwidth="1000.00" port="3"
sysobjectid="1.2.6.1.4.1.8072.3.2.10">192.168.2.189</1P>
<IP name="PANWS" fdgn="panws.a.local' mac_address="0.36.232.117.243.40" interface_name="GS108T (192.168.2.5) - IfIndex(2)" in_bandwidth="1000.00" out_bandwidth="1000.00"
port="2">192.168.2.188</1P>
<IP mac_address="0.12.41.9.90.150" interface_name="GS108T (192.168.2.5) - Ifindex{1)" in_bandwidth="1000.00" cut_bandwidth="1000.00" port="1">192.168.2.105</1F>
<IP name="PANAD1" mac_address="0.12.41.33.68.33" interface_name="GS108T (192.168.2.5) - Ifindex(1)" in_bandwidth="1000.00" out_banduwidtl 1000.00" port="1">192.168.2.70</1F>
<IP name="PANA38" mac_address="0.12.41.36.82.146" interface_name="GS108T (192.168.2.5) - Ifindex(1)" in_bhandwidth="1000.00" out_bhandwidth="1000.00" port="1">192.168.2.58</1F>
<IP name="PANA32" mac_address="0.12.41.85.146.89" interface_name="GS108T {192.168.2.5) - Ifindex(1)" in_bandwidth="1000.00" out_bandwidth="1000.00" port="1">192.168.2.74</IP>
<IP name="WS8-DEY8" mac_address="0.12.41.106.105.146" interface_name="GS108T (192.168.2.5) - Ifindex{1)" in_bandwidth="1000.00" out_bandwidth="1000.00" port="1">192.168.2.229</1P>
<IP name="PANAS3" mac_address="0.12.41.110.247.219" interface_name="GS108T (192.168.2.5) - Ifindex(1)" in_bandwidth="1000.00" out_handwidth="1000.00" port="1">192.168.2.85</1P:>
<IP name="PANA35" mac_address="0.12.41.168.186.25" interface_name="GS108T (192.168.2.5) - Ifindex(1)" in_bandwidth="1000.00" out_bandwidth="1000.00" port="1">192.168.2.78</IF>
<IP name="PANAG0" mac_address="0.12.41.196.22.49" interface_name="GS108T (192.168.2.5) - Ifindex(1)" in_bandwidth="1000.00" out_bandwidth="1000.00" port="1">192.168.2.101</IF>
<IP name="PANAS54" mac_address="0.12.41.232.147.64" interface_name="GS108T (192.168.2.5) - Ifindex(1)" in_bandwidth="1000.00" out_bandwidth="1000.00" port="1">192.168.2.86</IP>
«IP name="PANGLUSTER" mac_address="0.12.41.232.147.64" interface_name="GS108T (192.168.2.5) - Ifindex(1)" in_bandwidth="1000.00" out_bandwidth="1000.00" port="1">192.168.2.87=/IP>
<IP name="PANSQLCLUSTER" mac_address="0.12.41.232.147.64" interface_name="G8108T {192.168.2.5) - Ifindex{1)" in_bandwidth="1000.00" out_handwidth="1000.00" port="1">192.168.2.88</IP>
<IP mac_address="0.36.232.117.244.73" interface_name="GS108T (192.168.2.5) - Ifindex(1)" in_handwidth="1000.00" out_handwidth="1000.00" port="1">192.168.2.187</1F>
«<IP mac_address="0.80.86.134.0.117" interface_name="GS108T (192.168.2.5) - Ifindex(1)" in_bandwidth="1000.00" out_bandwidth="1000.00" port="1">192.168.2.106</IF>
<IP mac_address="0.80.86.134.24.238" interface_name="GS108T (192.168.2.5) - Ifindex(1)" in_bandwidth="1000.00" cut_bandwidth="1000.00" pol 1'-192.168.2.217</IF>
<IP name="W7-32-PL2" mac_address="0.80.86.134.44.194" interface_name="GS108T (192.168.2.5) - Ifindex(1)" in_bandwidth="1000.00" cut_bandwidth="1000.00" port="1">192.168.2.213</1P>
«/MODE>
<NODE ip="192.168.2.1" reserved="1" display="ciscoasa" gateway="yes" natwork_mask="255.255.255.0" sysohjectid="1.8.6.1.4.1.9.1.745" other_ips="192.168.1.242" />
- <NODE ip="192.168.56.1" reserved: " nam panws.a.local' gateway="yes" netwark_mask="255.255.255.0" mac_address="0.36.232.117.243.408.0.39.0.0.46">
<IP name="panws.a.local' mac_address="0.36.232.117.243.408.0.39.0.0.46" port="0">192.168.56.1</1P>
</MODE>
</TOPOL OGY >

Fage ~

£ Tools ~
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Maintain Network Topology Manually

Argent AT relies on SNMP managed switches, which must support BRIDGE-MIB, to gather the port and
connection information. Not all switches have SNMP feature, let alone BRIDGE-MIB support. As a result, network
topology may not always be successful or complete.

Argent AT fully supports manual editing of network topology.

o7 o 3 + " Argent Guardian Ultra (3.14-1308-T1
3 a

CMDB-X CMDB-X
Display Options %
~ Enterpiive Network Displag Opion —————————— | Device Name Device Type MAC Address Port /Interface Bandwidth Usage (Mb/s) sysObjectld
B {defaul} Hetwork Seqment
Sushonelensshences B ciscassa (192.168.2.1) Gateway G5106T (192,168.2,5) - Findex(7) 100/0.67 (in) - 100/0.02 (ot} L36,1.41,9.1.745
Filter By Gerver/Device Type +GS106T (192,168.2.5) Switch 00-22-3f-f4-16-22 1.3.6.1.4.1,4526.100.4.8
Fiter By Natwork Group Filer.a.local {192.168.2.1 00-c0-9F-1F-75-de: GS108T (192.168.2.5) - [Findex(3) 1,000/0.02 {ir) - 1,000(0.21 fout) 1.3.6.1.4.1.8072.3.2.10
B Hub#1 Unmanaged Switchf-s GS108T (192.168.2.5) - [Findex(6)
Fiter By Montoring Group L 192,166.2.186 Scan Netwark Topology 1,000/0 (in) - 1,000/0 (out)
) Filter By Livense DF Curent Product | W2003R2REN (192.1 Add Tapology Node 1,000/0 (in} - 1,000/0 fout)
- W20BRZ64XEN (19 1,000/0 (i) - 1,000/0 (aut)
Updaiz B-Hb#z Unmanaged Switch "oV GS10BT (192.168.2.5) - [Aindex(4)
i1192.168.2.249 CMDE- Froperties 100§0.02 {in) - 100/0.67 (out)
/| Auto Update When Selection Changes - ANPINGS-TMAC (192 10040.02 (i) - 100/0.67 tout)
Import Topology XML !
o o HPCESO09 (192,168, 10040.02 (i) - 100/0.67 tout) 1.36.1.4.1,29999.1
- BAVNZO01-34CDOF { Restore Backup ML 100f0.02 (in) - 100067 (oLt}
FiterBy: | XYM (192.168,2.3L, Expart 100/0.02 (i) - 100/0.67 fout)
—_— “Hub#3 Unmanaged Switch GS108T (192.168.2.5) - [findex(1)
. 1192.168.2.105 ename Hstwork Sagment 1,000/0,23 () - 1,00000,03 (out)
o ks Dproain Eonlich Delete 1,000/0.23 (i) - 1,000/0.03 Cout)
[ indows = & 2
e 1,000/0.23 {in) - 1,000/0.03 {out)

1,000/0,23 (i) - 1,000/0.03 (outy

Craft To Switch/Gateway 1,000/0.23 {in) - 1,00040.03 (out)

Promete To Switch Role 1,000/0.23 (i) - 1,000/0,03 (outy
- PANA3S (192.168.2, Remows Switch Rale 1,000/0.23 (jr) - 1,00040.03 (aut)
-~ PANA3B (192.168.2. 1,000/0.23 {ir}) - 1,0000.03 fout)
1 PANAS3 (192.168.2 Revert Changes 1,000/0.23 (i) - 1,000/0.03 (outy
i g P isdd Discovered Server/Device To CMDE-2 1, 00040 23 (i 15000/ 0560k
1 PANAED (192.168.2. - N 1,000/0,23 (i) - 1,000/0.03 (outy
~PANCLUSTER (192,11 Seh Dk Bandicth And Bohcifidt {ate 1,000/0.23 {in) - 1,000/0,03 (out)
11 ] ANSQLCLUSTER (15 Security Settings 1,000/0.23 (in) - 1,000/0,03 (out)
] - WT-32-PL2 (192,168 e 1,000/0.23 {ir) - 1,0000.03 fout)
‘. WS-DEVS [192.168.2 Io0gE il 2trEen 1,000/0.23 {ir}) - 1,0000.03 fout)
: filer2.a.local (192,11 00-14-d1-25-83-35 GS108T (192.168.2.,5) - Findex(s) 1,000/0 (in} - 1,000/0,02 {out) 1,3.6,1.4.1,8072,3.2.10
L PANWS (192,168.2,188) 00-24-68-75-F3-26 GS108T (192.168.2.5) - index(2) 1,000/0 (in) - 1,000/0 {out)
QJ Events And Alerts :
-+ (OFFICE390 (192, 163.2.34) 00-1d-03-18-0c-37 G5106T (192.168.2,5) - Findex(7) 100j0.67 (in) - 100/0.02 {out)

n@ Enterprise Objeets ‘

[7] scheduled Monitaring Tasks

o' CMDB-X

Control Information ‘

@ Reports

Network Inwentory ™, Network Topology |
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Add Topology Node
When customers add a top-level gateway or router, it is handy to use the option ‘Add All Known IP Addresses

Of Same Subnet’. Of course, customers have to do ICMP Ping scanning of the network segment first to crop all
the known IP addresses in the segment.

Manually Add An Topology Mode

G5F
IP &ddiess: 192 . 1683 . 1 . 1
Device Type:  Switch -
Connect To [Uplink]:  {TOP LEYEL} =

SubnetMask:l T 1 T, I}

Add All Known [P Addrezses OF 5 ame Subnet

ok Cancel

Remove Topology Node

If a switch is removed, all the child nodes can be removed as well.

Import Topology XML
Typically the XML is the result file of command line utility ARGSOFT_SNMP_TOPOLOGY.EXE.

It will add the nodes in the XML into the current topology.

Restore Backup XML

It replaces the current topology with information in the backup XML.

Export
It generates a backup XML that can be used for later restoration.
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Rename Network Segment

Rename the network segment name in the topology. It is the folder in the topology, generally representing a

gateway, router, switch or hub.

Delete Network Segment

Delete a whole network segment. This is a destructive operation. Argent recommends customersto backup the
topology using ‘Export’ first.

Merge
Merge selected network segments with another network segment.

Craft To Switch Or Gateway

Craft selected network segment under a switch or gateway.

Merge
Merge selected network segment with another network segment.

Promote To Switch Role

Promote a node to a switch role so that child nodes can be added under.

Remove Switch Role

Remove the switch role from a node.

Revert Changes
Undo the change. The undo information is cached in memory. If customers exit the program, all undo information

is lost.

Add Discovered Server/Devices To CMDB-X
Add any nodes in topology that is not in CMDB-X yet to CMDB-X database.
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Appendix H - CMDB-X SQL Tables

In contrast to most vendors, Argent provides a full and complete schema of the database tables used in the Argent

Atlas CMDB-X.

ARGSOFT_AT_LAN

This table stores the information of network segments in the enterprise:

Field Type Description
uuiD varchar(36) Unique Identifier
CREATE_TIME datetime Record creation time
MODIFY_TIME datetime Last modified time
NAME nvarchar(256) Network segment name
DESCRIPTION nvarchar(1024) Description
NETWORK int Network type

1-T1

2-DSL

3 - Cable Modem

4 - ISDN

5 - Frame Relay

6 — VPN or Dial-up (inbound)

7 - VPN or Dial-up (outbound)
FIREWALL int Firewall (Boolean)

0 - Not enabled

1 - Enabled
CONTACT_ADMIN nvarchar(256) Administrative contact name
CONTACT_EMAIL nvarchar(256) Administrative contact email
CONTACT_PHONE nvarchar(256) Administrative contact phone
DEFAULT _ALERT nvarchar(256) Default alert
DEFAULT_EXECUTOR nvarchar(256) Default Argent Alert Executor
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OTHERS ntext Container field that holds product specific settings.

OWNER nvarchar(256) Owner
CRC_LOW int CRC low
CRC_HIGH int CRC high
Trade Secret of ArgSoft Pacific Intellectual Property Holdings (HK), Limited Page 111 of 115

Proprietary Information



ARGSOFT_AT_NODE

This table stores the information of known servers and devices in the enterprise

Relationship:  ARGSOFT_AT_NODE.LAN = ARGSOFT_AT_LAN.UUID

Field Type Description
uuiD varchar(36) Unique Identifier
CREATE_TIME datetime Record creation time
MODIFY_TIME datetime Last modified time
NAME nvarchar(256) Node name
INTERNAL_NAME nvarchar(256) Internal name for the node
DESCRIPTION nvarchar(1024) Description
NODE_DOMAIN nvarchar(256) Domain name
NODE_TYPE int Node type.
0x1 (1) - Windows Domain Controller
0x2 (2) — Windows Backup Domain Controller
0x4 (4) — Windows Server
0x8 (8) - Windows Workstation
0x10 (16) - Sun Solaris
0x20 (32) — HP-UX
0x40 (64) - AIX
0x80 (128) - SCO Unix
0x100 (256) — Linux
0x200 (512) - IP Address
0x400 (1,024) — iSeries Server
0x800 (2,048) - Cluster Node
0x1000 (4,096) — Cluster Group
0x2000 (8,192) — Cluster Network
0x4000 (16,384) - Cluster Network Interface
0x8000 (32,768) - Cluster Resource
0x10000 (65,536) — Printer Queue
0x80000 (524,288) - Unknown

0x100000 (1,048,576) — URL Object
0x200000 (2,097,152) — Mail Object
0x400000 (4,194,304) - FTP Object
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NETBIOS_NAME

nvarchar(256)

NETBIOS name

ALTERNATIVE_IP nvarchar(128) Alternative IP address
ALIAS nvarchar(256) Alias
DEFAULT ALERT EXECUTOR nvarchar(256) Default Argent Alert Executor
VENDOR nvarchar(256) Server/Device vendor
MAKE nvarchar(256) Server/Device make
MODEL nvarchar(256) Server/Device model
SYSOBJECTID nvarchar(256) SNMP sysObjectld for the device
LAN varchar(36) UUID of Network segment
LOCATION nvarchar(256) Location
SUSPEND int Boolean value.
0 - Node is active
1 - Node is suspended
2 — (XT Backup Compatible Mode) Node is
monitored continuously in the background. The
Argent Predictor data is saved but event is fired.
NODE_COLOR int Boolean value
True — Use explicit color option
False — Use default setting
NODE_TX_COLOR int Text color when using explicit color option
NODE_BG_COLOR int Background color when using explicit color option
TZ OPTION int 0 - Fixed Hours
1 - Dynamic Read From Server
2 - Use Trusted Agent
3 - Use Supervising Engine
TZ HOUR_DIFF int Hour difference with GMT
TZ SERVER nvarchar(256) Time server
CONTACT_EMAIL nvarchar(128) Contact email address
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CONTACT_PHONE

nvarchar(128)

Contact phone number

REMOTE_DESKTOP nvarchar(256) Command line for remote desktop session
SUPPORT_URL nvarchar(256) Support URL
DISK_SHARES ntext Disk shares
LOGIC_DEPENDENCY nvarchar(256) Logic dependency
AGGR_DATA TYPE int 1 =P Address And/Or IP Range
2 =Text File
3 =SQL Query
AGGR_DATA SOURCE ntext Data source for the aggregate node
AGGR_QUERY_INTERVAL int Query interval for the aggregate node
OWNER nvarchar(256) Owner
CRC_LOW int CRC low
CRC_HIGH int CRC high
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ARGSOFT_AT_NODE_APPLICATION

This table stores the names of all installed applications for a particular node.

Relationship:  ARGSOFT_AT _NODE_APPLICATION.NODE_UUID = ARSOFT_AT_NODE.UUID
Field Type Description

uuiD varchar(36) Unique Identifier

CREATE_TIME datetime Record creation time
MODIFY_TIME datetime Last modified time

NODE_UUID varchar(36) UUID of node

NAME nvarchar(256) Application name

OWNER nvarchar(256) Owner

CRC_LOW int CRC low

CRC_HIGH int CRC high
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