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Introduction

What is website performance monitoring?

This is the process of measuring and testing how a website, web server, web application or other
web-based service responds during end user interactions.

Using website performance data, administrators can more easily perform website speed optimization,
reduce bounce rates, and increase ease of use and satisfaction for end users. The end goal is ensuring
each service functions as expected.

Argent Omega Web Defender provides Toolsets for comprehensive monitoring of websites, so that network
administrators can collect data related to internet latency, network hop issues, and other metrics to help
build a snapshot of the website or web server’'s performance. These performance data are then translated
into report, graph, or chart form, allowing for quick, at-a-glance comprehension of the overall state of the
website.

The Toolsets provided by Argent Omega Web Defender not only monitors website performance but also it
does the performance monitoring of web applications, remote email servers, and FTP sites, etc.

Below are the most important features and benefits of Argent Omega Web Defender Toolsets:

Simple Website Monitoring To Prevent Downtime:

e Monitor your website at regular intervals.
e Get notified instantly when the website goes down or if the page loading time increases.

e Utilize downtime analysis reports to resolve website performance issues or downtime.

End-To-End Web Monitoring:
¢ Handles all known HTTP error codes.
e Check for one or more known error codes for each URL.

o The Toolset provides preconfigured error cases. It has a list of all known HTTP errors.
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Root Cause Analysis And Correction:
¢ Run WMI and Linux or UNIX scripts if a web server is offline or slow.
e Preconfigured scripts for checking system resources like CPU, memory, NIC traffic, etc.
e Screenshot capturing.

It is possible to identify and correct the root cause of an issue without manual intervention.

Robotic Web Testing:

¢ Mimics user interactions.
o Supports manual operations such as mouse clicks and keyboard input.
It is possible to automatically run laborious, pain staking web testing which normally requires

human interaction.

1. Web Data Scraping:
¢ Retrieves data from web pages and makes it available as variables in script.
Example: Go to finance.yahoo.com, retrieve Apple's stock price, and alert if it crosses a threshold or
store the stock price in Argent Forecaster for Analytics.
It is possible to configure notification alerts based on data updated in websites. Also use Argent

Forecaster and Argent Reporter for web-scraped data.

2. Email Performance Monitoring:
e Monitor the email sending and receiving capabilities of a SMTP, POP and IMAP servers and test
round-trip email performance.

o Performance data is saved for trend analysis using the Argent Forecaster.
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Prerequisites To Run Web Session Rules

Argent Omega Web Manager should be installed in the machine to record Web Sessions in Web Session
Rules. To download Argent Omega Web Manager, go to any Web Session Rule and select Download

Argent Omega Web Manager option from context menu. This will download Setup.msi package into the

machine. After downloading, install the downloaded Setup.msi package.

3 ")
ARGENT O M E GA (2.2a-2210-a) Home Thgs' Argan!ln‘stuntHslp Aheuu! Logout

~ [ Tool Sets

Session  Parameters  Advanced  What To Check (Conditions)
» [ Argent Omega Baseline

> 8 argant complisnca Automator =

1

~ | Argent Omega Web Defender
Website Availability Rules
Website Response Time Rules

Website Reliability Rules Add New

CaND AN

Email Performance Rules

Windows Service Rules Delete

»
»
»
»
» FTP Site Rules 10
»
» [ windows Performance Rules Copy.

Wweb Session Rules Rename

55 RTP_CHECK

BB RTP_TEST Edit Rule Runbook
» [ Argent Omega for Microsoft 365
» [ Argent Omega for SNMP
» [ Argent Omega for SQL Server
Rebuild Session
- 1 Alerts

Correction

Notification

Download Argent Omega Web Manager

Alert Macro

Monitoring Groups
Relators

Workflows

4 v v

Macros
Email Recipients
SMS Recipients
Windows Services

Windows Processes

Users
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Log-On Screen

Argent Omega

worldwide.

Argent is the Industry Leader in
Monitoring and Automation Products.
User Name

Read More

Password

nter Password ®

2.24-2207-A (Build Version: v2.2.2208.9

Copyright & 2022 Argent Software. All Rights Reserved

The Argent Omega validates the authenticity of the user through log-on screen.

Three types of user accounts can logon to Argent Omega:
¢ Windows User Accounts
e Demo Accounts

e [nternal Accounts

Argent Omega uses Windows authentication to login Windows user accounts into Argent Omega. If the
Argent server is in an Active Directory Domain environment, then the user will be authenticated by Active
Directory. If the server is Standalone or in a Workgroup, local Windows user authentication is used. For
Windows user accounts, the recommended approach is to create a separate user group for Windows users

and assign the required rights.

Demo Accounts can be created in Argent Omega Security section and are used for demonstration
purposes. Demo accounts are read-only accounts and it uses Argent private authentication to login into
Argent Omega. Usually Demo Accounts has short validity time, and the access is limited to specific IP

addresses only.

Internal Accounts also can be created in Argent Omega Security section, and will behaves like normal
Windows account. Use Argent private authentication for login.

The Argent Omega username is case insensitive but the Password is case sensitive.
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Home Screen

After logging in, Argent Omega will redirect to Home screen.

ARGENT OMEGA .. 220r 01 B

‘ Q Find any field's name on any screen. For example, type 'Status’ ‘
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Performance Graph Dashboard CeoConsole Enterprise View Top X ViewMagic
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Argent Software Page 7 of 33

Proprietary Information — All Rights Reserved



Configure Internet Objects In CMDB-X

It is possible to license following four types of objects in Argent Omega Web Defender:
¢ URL Object
¢ Mail Object
o FTP Object

e Windows Servers

Configure URL Object In CMDB-X
Argent Omega contains Web Session Rules for Automated Website Monitoring. It also contains the Rules

to monitor the Availability and Response Time of websites. Specify Type as URL Object while adding to

the CMDB-X as shown below:

Manually Add An Entry

IARGEN'n

[
I l

ias:
VM Hosting Environment: | -
: URL Object -
4 Demo Group -
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Then specify the following CMDB-X properties:

= MEGA # od ¢ 2] o
(2.2a-2207-4) Home Theme ~ Argent Instant Help About Logout
Search Server Or Device  Network Group  Scan Network | Properties v o+ % &
. " ) . -
Network Group Or Machine ‘Tvne ‘Allas ‘ Licensed |Suspend |LDcath ‘CDI’Iﬁd Group Or Key
) Demo Group Network Group Name ARGENT
~ First Netwark Group Network Grou MuMBAT eensed Prodh Argant Omega Baselins, Argent
" Uicens=d Products Omega Web Dafendar
192.168.108.97 Linux/UNDX Yes MUMBAT
Alias
192,168,101 1P Device Yes MuMEAT
~ URL Object
192.188.10008 1P Device [
URL path hetoss/ v argant.com/
192.168.111.2 1P Devies Yes MumBAT
w Authentication
192.188,111.3 1P Deviee Yes MuMBAT
Lagon User
192.168.111.4 19 Devies APC_UPS_003 Yes MuMBAT
Password
192.188.1115 19 Device Yes
Auth Mode Basic
182,188,371 19 Deviea Yas MUMEAT
Servies Port {default}
192.168.96.106 1P Device switchbecabd Yes NEW YORK
192.168.96.57 1P Device Yes MuMEAT
2222 Linux/UNDX Yes NEW YORK
AI-2015-009 Windows Machine Yes MUMBAT
AI-MFC-102-W10 Windows 10 Pro Yes
Linux/UNIX Vs NEW YORK -
w Vital URLs To Check
ARG-365 Micross 365 Service Unit MuMBAT
& 5:/{www.argent.com/products/|
TP Baramatars
AUBNECTX02 Windows Machine Citrix Server 2 C
AUWINCFSOL 1P Davice Winneliie 75 Erisbane System Info Caching Minutes 720

URL Path: The path for the URL.
Authentication: The authentication scheme to use when server authorization is required. Any of the
following type of Authentication Mode can be set:

e Basic

¢ Digest

e NTLM

¢ Negotiate
If Logon User and Password properties are empty, no authentication will be performed. By default, it uses
Basic authentication if Logon User and Password properties are set. Otherwise, the selected authentication
will be attempted.
Service Port: The port for the URL.
Proxy: Specify proxy settings if there is a proxy server. This section contains properties describing the
proxy settings through which the Argent Omega Web Defender will attempt to connect to the specified
website. There are options to configure proxy server name, port, proxy username and password.

Vital URLs To Check: Specify critical URLs. The Rule will check the availability of specified vital URLSs.
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Configure Mail Object In CMDB-X
Argent Omega Web Defender contains the Rules to monitor the performance of email protocols such as
SMTP, POP and IMAP. Specify Type as Mail Object while adding the service to the CMDB-X as shown

below:

Manually Add An Entry

ias:
VM Hosting Environment: | = -
: Mail Object -
up:

First Network Group -
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Then configure the following Mail Service CMDB-X properties:

- ) U
= ARGENT OMEGA (2.2A-2207-4) Hrne 'lhsﬁa' ArgsnllncstaanEIp Abonut mgut

Search Server Or Device Network Group  Scan Network [| Properties v o+ % &
Network Group Or Machine ‘ Licensed |Sllspend i Group Or Key
o0 166.108.57 e = z p— p—
SRS A= = CELLS Licensed Products Argent Cmega Web Defander
192.168.111.18 P Device MuMBAT .
192.188.0102 1P Device Yes MUMBAT I
192,168,112 0 Device Yes MuMBAT
1P Addrass smitp.gmail.com
192.168.111.4 1P Device APC_UPS_002 Yes MUMBAT
192.188.01L5 1P Device Yes
Logon Usar testargent10@gmail.com
192.168.27.1 19 Device ves MuMBAL
Passwiord
192.168.96.106 1P Device switchbecab4 Yes NEW YORK
Auth Mode User Password
192.168.96.57 IP Device Yes MuMBAL
Service Port 165
2222 Linux/UNIX Yes NEW YORK
SSL Start Mode Automatic
AI-201S-009 Windows Machine Yes MUMBAT
Type SMTP
AI-MFC-102-W10 Windows 10 Pro Yes.
n Email Address testargent11@gmail.com
vt Linux/UNIX Ve NEW YORK
d Qbject pop
ARG-283 Microsaft 365 Sarvice Unit MuMBAL
TR
ARGENT URL Object Yes MuMBAL
Sy Info Caching Minutes 720
AUBNECTX0Z windzus Machine Citrix Sarver 2 ves Brisbane
Monitering Level Nermal
AUWINCFS01 1P Device Winnellie FS Brisbane
Tiar Not Specified
CNN URL Object https:/fedition.crn.com/ Yes NEW YORK
» Tag
DND-MFC-SQL. Windous Server Ves MUMBAT
Lacation MumBAL
e FTP Object Yes MuMBAL
Cantact
FTR_t FTP Chject Ves MUMBAT
Ouner Accounts
INTRANET URL Object https:{/intranettest.cardno.com Brisbane ner Ascount
» Default Settina: A
FERPRMO1P 19 Device Perth Print Server Yes Brisbane
poR Wail Objact MUMBAT Display Options Refresh
p— valoe
TEST 368 Micraszft 265 Sarvics Unit ez MuMBAL
Shour Objects &l
TEST_EMAIL Mail Object testargent10@gmail.com Yes NEW YORK
Metwork Group

IP Address: The name or address of a mail server (mail relay).
Authentication: The Authentication Mechanism property to be used when connecting to the mail server.
Any of the following type of Authentication Mode can be set:
e User Password
e NTLM
e Kerberos
By default, it uses User Password authentication mode if Logon User and Password properties are set.
Otherwise, the selected authentication will be attempted.
Service Port: The server port for Mail service.
SSL Start Mode: Determines how the SSL negotiation to be started. It can be any one of the following:
¢ None: No SSL negotiation, no SSL security. All communication will be in plaintext mode.
e Automatic: If the remote port is set to the standard plaintext port of the protocol, the component will
behave the same as if SSL Start Mode is set to Explicit. In all other cases, SSL negotiation will be
Implicit.

¢ Implicit: The SSL negotiation will start immediately after the connection is established.
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¢ Explicit: The component will first connect in plaintext, and then explicitly start SSL negotiation through
a protocol command.

Type: Select the type of Mail service. It can be any one of the following:

e SMTP

e POP3

o IMAP
Destination Email Address: The address to which test emails to be sent to check the email performance.
Associated Object: It is possible to configure multiple email protocols in a Mail object. It is useful when
doing email round-trip performance test, it requires to use both SMTP and POP or IMAP objects. You can
select the configured Mail service from the list as an Associated Object.
Configure FTP Object In CMDB-X
File Transfer Protocol (FTP) is used to transfer files between a server and client in a TCP or IP network.
Users, who have been granted access, can receive and transfer files in the File Transfer Protocol server.
Secure version of the FTP protocol is SFTP. SFTP encrypts the transmitted commands and data using
SSH (Secure Shell Protocol). Argent Omega Web Defender provides the Rules for FTP monitoring that
helps enterprises and other organizations to ensure smooth delivery of FTP or SFTP facilities. Specify

Type as FTP Object while adding the object to the CMDB-X as shown below:

Manually Add An Entry
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Then specify the following FTP service CMDB-X properties:

—_— i) U
= ARGENT OMEGA (2.24-2207-4) Hu‘me Thsﬁs' ArgeMIncstamHEIp Abeuul Lugut

Search ‘Server Or Device Network Group  Scan Network [ Properties v 2 + = &
Network Group Or Machine ‘Type ‘Ajias ‘ ez |Suspend |Luca|ion ‘Cunlali Group Or Key
152.165.108.97 Linux/ UNIX Yes MUMBAT p— =
sEnissLLL 17 Devic e HUMeAT Licensed Products Argent Omega Web Defender
192188110008 1p Devies MuMEAT
Alizs
192.168.111.2 1P Devies Yes MUMBAT I
192.168.111.3 1P Devies Yes MUMBAT
1P Address
152.168.111.4 1P Devies APC_UPS_003 Yes MUMBAT
192.168.111.5 IP Devics Yes
Logon Usar
152.168.37.1 1P Devics Yes MUMBAT
Password
192.168.96.106 18 Devics switchbecabd Yes NEW YORK
Auth Mods
192.188.96.57 1P Deviee Yes MUMBAT
Servies Port {default)
2222 Linux/UNDX Yes NEW YORK
SSL Start Mode
A-2015-003 Windous Machine Yes MUMBAT
Tree o
AI-MFC-102-W10 Windows 10 Pro Yes
ADX-1 Linux/UNIX Yes NEW YORK
System Info Caching Minutes 720
ARG-365 Microsaft 365 Servics Unit MUMBAT
Monitoring Level Normal
ARGENT URL Object Yes MUMBAT
Tier Mot Specified
AUBNECTX02 Windows Machine Citrix Server 2 Yes Brisbane
b Tag
AUWINCFSOL 1P Devies Winnellie FS Brisbane
Location MUMBAT
o URL Obgect htps://edition.can.com/ Yes NEW YORK
Contact
DND-MFC-SQL. Windows Server Yes MUMBAT
Ouner Accounts
P FTP Object Yes MUMBAT
) Default Settings
FTP_1 FTP Object MUMBAT
INTRANET URL Object hitpsi//intranettest.cardno.com Brisbane e e
eal
PERPRNO1P 18 Device Perth Print S=rver Yes Brisbane -
FoR Mail Object MUMBAT Display Options

IP Address: The domain name or IP address of the FTP server.
Authentication: For SFTP sites, Authentication Mode can be any of the following:
e Password

e Keyboard Interactive

FTP sites only use basic Authentication.
Service Port: The port for the FTP service.
SSL Start Mode: Determines how the SSL negotiation to be started. It can be any one of the following:
¢ None: No SSL negotiation, no SSL security. All communication will be in plaintext mode.
¢ Automatic: If the remote port is set to the standard plaintext port of the protocol, the component will
behave the same as if SSL Start Mode is set to Explicit. In all other cases, SSL
negotiation will be Implicit.
o Implicit: The SSL negotiation will start immediately after the connection is established.
o Explicit: The component will first connect in plaintext, and then explicitly start SSL negotiation through
a protocol commands.

Type: Select the service type. It can be either FTP or SFTP.
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After configuring the required Internet Object, select Test Connectivity from context menu or click

from properties to do the connectivity test:

)

ARG E N T O M E G A (2.24-2207 ﬁ\eﬁe' Argent IncstumHEIp Abouut Logout

Search rver Or Device  Network Group  Scan Netwol Properties

Network Group Or Machine ‘Tvpe ‘ ez |5uspand =i ‘cnmm Group Or Key
ST 1Ee 10857 oo e onear

Hame FTo_1

1921681101 1? Devies Yes HuMEAL Licensed Products Argent Omega Web Defender
19216811118 1P Deviee MUMBAT e
192.168.111.2 1P Devies Yes MUMBAT P serie
1521881113 1P Devics Yes MUMBAT
IP Address test.rebexinet
1521681114 19 Devics ABC_UPS_003 Yes MUMBAT
w Authentication
1s2.188.1105 1p Devies Yes
Logon User demo
192.168.37.1 1P Devies Yes MUMBAT
Password P—
192.168.96.106 1P Device switchbecab4 Yes NEW YORK
Auth Mode Basic
192.168.96.57 1P Deviee Yes MUMBAT
Service Port {default}
2222 Linux/UNIX Yes NEW YORK
SEL Start Mode
AI-201%-003 Windows Machine Yes MUMBAT
Type FTB
AI-MFC-102-W10 Windows 10 Pro
» TCP Parametars
AIX-1 Linux/UNIX Refresh NEW YORK
- Systam Info Caching Minutes 720
ARG-265 Microsoft 365 Service Unit [ ——— MUMBAT
- Monitoring Level Normal
ARGENT URL Object MUMBAT
Tier Not Specified
AUBNECTXOZ Windows Machine Citrix Brisbane
»Tag
AUWINCFS0L 1P Devies Winnd Brisbane
Location MUMBAT
CNN URL Object hitps: NEW YORK
Centact
DND-MFC-SQL. Windows Server MUMBAT
Owner Accounts
FTR FTP Object . MUMBAT
5 Discover Neighbor Links ) Default Settings.
ARt FTP Object MU
Wireless Clients . .
INTRANET URL Object hitps: Brisbane ULSETBDETEES Ezmacsle=tn
e DI 3ack tical 2
PERPRNOIP 1P Deviee perth [l onfiguration Backups Brisbane
Fop Mail Objact Set Critical Flag MUMBAT Display Options Refresh
— p— Set Ianore Flag MUMBAT
= ZITE - @@ Group Or Key
TEST_365 Microsaft 365 Service Unit Manually Add Server Or Device MUMBAT
Shev Objects all
TEST_EMAIL Mail Object st NEW YORK.
A b Test Connectivity [ .
TEST_EMAIL-POP Mail Object
Bulk Licensing Monitoring Group =
TEST_FTP FTP Object LONDON
£ 2 Export To Excel CSV Type =
WIn-0L2018 Windows Machine NEW YORK -

Badwp CMDB-X Database

Restore
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Web Session Rules

Argent Omega Web Session Rules built-in with Chromium based browser to deliver automated website
monitoring. Web Session Rules records specific user activities in a website and plays back the recorded
sequence in Chromium browser to mimic user activities and collect performance metrics. You can record
the user activities of any licensed URL object. The recorded activity of a URL object is called Web Session.
Web Session Script is generated against each Web Session. Any number of Web Sessions can be created
against a licensed URL object.

To create a new Web Session, go to Web Session Rules and click Add New. Then give a name for the

Web Session:

To record a new Web Session, select Rebuild Session from context menu.

Note:
Make sure that Argent Omega Web Manager is installed in the machine on which Web Session is
recording. Other than the Primary Generator, it is possible to record Web Session from any machine that

can access Argent Omega WUI URL:
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4

ARGENT OMEGA (2.2A-2210-4)

[ HP-UX

» [ sco

[ Argent Compliance Automator

[ Argent Omega Web Defender

v v v v vy

i
' B
'
N
' B
'

[ Website Availability Rules
[ Website Response Time Rules
[ Website Reliability Rules
[/ Email Performance Rules
| FTP Site Rules
I Windows Service Rules
1 windows Performance Rules
[/ web Session Rules
B RTP_CHECK
Argent Omega for Microsoft 365
Argent Omega for SNMP
Argent Omega for SQL Server
Alerts
Correction
Notification

Alert Macro

[ Monitoring Groups
14 Relators
[0 workflows

I Macros

[ Email Recipients

[ SMS Recipients

[ windows Services

[ windows Processes

[ Users

Parameters  Advanced

What To Check (Conditions)

Methods

Add New

Delete

Copy
Rename

Edit Rule Runbook

Rebuild Session

Download Argent Omega Web Manager

&

Theme ~

o
Argent Instant Help

(2]

About

)

Logout

Select the licensed URL object from list and click OK:

Select A URL Object

Please Choose:

This will load the website specified in the URL object in Chromium browser and show the Argent Omega

Web Element Selector tool on the bottom right corner of the screen as shown below:
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P\ Argent - The World's Cloud Con= X = g
<« C @ argentcom * @
Chrome is being controlled by automated test software. %
® “ % 4] Eeme Console  Sources  Network  Performance » | % § X
A R G E N T Home Products White Papers Company Support Instant Help SearchSign In Reg’\stero a E— 5
html>
P <hezd>.</hezd
-¥<body styles == 58

<div id="loading_background” class="popup_background” style="cpacity: 8; vi
sibility: hidden; background-color: rgb(@, 8, @); position: fixed; inset:
px; z-index: 100@@0; transition: all 8.3s ease @s;"></div
v ig="1osding_wrapper” class="popup_wrapper” style="opacity: @; visibili
ty: hidden; position: fixed; overflow: auto; z-index: 10@0@1; transition: all
.35 ease Os; width: 100%; height: 100%; top: @px; left: px; text-align: cen
With Argent’s new Al-based compliance products, we can have you completely i ter; display: none; onc/dive
= e <div id-"search-popup_background” class="pepup_background” sty

8; visibility: hidden; background-color: rgb(8, @, @); positien
index: 100009; transition: sll .33 ease Bs;"></diw
search-popup_wrapper” class="popup_wrapper” style="opacity: 8; vis
: hidden; position: fixed; overflow: auto; z-index: 108801; transitio
Just n: all 8.3s ease @s; width: 18@%; height: 108%; top: @px; left: @px; text-ali
gn: center; display: none;”>.c/divs

<div 1d="1ogin_backeround” class="popup_background” style="opacity: 8; visi

bility: hidden; background-color: rgb(@, @, 8); pesition: fixed; inset: Op

x; z-index: 1908@8; transition: all 8.3s ease @s;" v
¢ id="login_wrapper” class-"popup_wrapper” style="opacity: 9; visibilit
hidden; position: fixed; overflow: suto; z-index: 100881; transition: sll
0.3s ease @s; width: 189%; neignt: 16@%; top: @px; left: Opx; text-align: cen

Argent® is an Industry Leader in Monitoring and Automation Products ¥ ctable style-uidtn: 9085 ">-c/tavler

<

Be Fully CJIS Compliant By The End Of Today

(CIIS is becoming increasingly burdensome for more and more people

“opacity:
Fixed; dns

Skeptical?

Let us prove it to you — at no cost, of course

»

width:160%; ">

Choose Web Element (2.2.2209.20)

Press mouse down on Select icon, move mouse to the desired web clement, then
release mouse

1
£ == ‘ Or directly copy selector for web element from Chrome Dev Tools

Selector: (induded Levels: |1 =]

L

[JFurther limit to element with text content:
¥ Regular Expression

Exclude style from Selector

(ol I o

To record a user activity using Element Selector, refer the following Argent KBI article:

https://help.argent.com/#argent sentinel selector new

After session recording is completed, you can see the session script in Session tab as shown below:

{0 successfully Updated web Session Rule: RTP_TEST

= ARGENT OM EGA (2.24-2207-4) Ho‘me Ths?ﬂ' Argent Instant Help About Logout

- Tool Sets

. Session ~ Parameters  Advanced  What To Check (Conditions)
» [ Argent Omega Baseline

NavigateAndIgnoreTimeout "https://wew.argent.com/"

» [ Argent Compliance Automator
v [ Argent Omega Web Defender

» | Website Availability Rules Click "a[href="/butten_click.php?t=/products/preducts.php’].header-iten”, @

B

» [ Website Response Time Rules

» [ Website Reliability Rules

Click "s[href="/butten_click.php?t=/products/commander.php' ].beld", 0

» [ Email Performance Rules

4 FTP Site Rules

4 Windows Service Rules

» [ windows Performance Rules
v Web Session Rules

38 RTP_CHECK

4 Argent Omega for Microsoft 365
» [ Argent Omega for SNMP
b [ Argent Omega for SQL Server
¥ [0 Alerts
» 1 Monitoring Groups
> Relators
» [ Workflows
4 Macros
» | Calendars
« [ Administration
B9 License (Admin Only)
v [ Generator Settings
» o Argent Omega
» o Argent Alert Mechanism

» o Argent Forecaster

» © Argent SIEM-Complete

2 security
b Bl Netwark S == Argent Omega Web Manager Must Be Installed First Before Web Session Can Be Recorded Or Tested. Use Right Click Context Menu To Download Then Install Setup Package.
etwork Scan

» [ Event Logs I Save Performance Data To The Argent Forecaster Using Data Store:  [ICEF1 (53 -
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https://help.argent.com/#argent_sentinel_selector_new

To replay the recorded session in Chromium browser, click Run and Test Session context menu option:

» [ Argent Compliance Automator
~ [/ Argent Omega Web Defender

> Website Availability Rules

» [ Website Response Time Rules

» [ Website Reliability Rules

> Email Performance Rules

» [ FTP Site Rules

» [ windows Service Rules

» [ windows Performance Rules

~ [ Web Session Rules

B RTP_CHECK

53 RTP_TEST

Argent Omega for Microsoft 365

Argent Omega for SNMP

Argent Omega for SQL Server

v [ Alerts

Correction

Notification

Alert Macro
» [ Monitoring Groups
» [ Relators
» [ workflows
~ ' Macros
» [ Email Recipients
» [ SMs Recipients
» [ windows Services
» [ windows Processes

> Users

Parameters  Advanced t To Check (Con

s || methods

+/ /s argent . con/”
Click "a[href='/button_click.php?t=/products/products.php' ] header-iten”, &

Click "a[href='/button_click.php?t=/products/conmander.php’].bold", @

& (44 (2] O

Theme ~ Argent Instant Help About Logout

Add New

Delete

Copy
Rename

Edit Rule Runbook

Test Rule

Rebuild Session

Run And Test Session

Download Argent Omega Web Manager

» [ Argent Compliance Automator
~ [ Argent Omega Web Defender
» [ website Availability Rules
» | website Response Time Rules
» [ Website Reliability Rules
» [ Email Parformance Rules
» FTP Site Rules
» [ windows Service Rules
» | Windows Performance Rules
- Web Session Rules
B8 RTP_CHECK
» [ Argent Omega for Micrasoft 365
» [ Argent Omega for SNMP
» [/ Argent Omega for SQL Server
v Alerts,
» [ Correction
» [ Notification
» [ Alert Macro
» [ Monitoring Groups.
b Relators
» [ Workflows
v Macros
» [ Email Recipients
» [ SMS Recipients
» [ Windows Services
» [ windows Processes

» [ users

rameters  Advanced t To Check (Con

1 NavigateAndIgnoreTimeout "https://ww.argent. com/”
5 Click "a[href='/button_click.php?t=/products/products.php’].header-iten”, @
a

Click "a[href="/button_click.php>t=/products/conmmander.php’ ].bold", @

& (44 2] (U]

Theme~  Argentinstant Help About  Logout

Add New

Delete

Copy

Rename

Edit Rule Runbook

Test Rule

Rebuild Session

Run And Test Session

Download Argent Omega Web Manager

It is possible to customize the generated Web Session script. Argent Omega Web Defender provides

predefined Methods and Properties to allow the user to define required monitoring logic.
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Predefined Properties:

)
ARGENT OMEGA (2.2A-2207-4) - Iheﬁe' Argemlncs)tuanEIp Abonu( Logout

~ | Tool Sets

N Argent Omega Baseline Session Parameters Advanced What To Check (Conditions)

» 1 Argent Compliance Automator Properties || Methods |
~ [ Argent Omega Web Defender Home URL Home Address of URL Object (Read-only)
» [ Website Availability Rules DisableNewWindow Allow/Disallow New Window Popup (Write-Only)
» [ Website Response Time Rules SaveWaterfall Start/Stop Waterfall Capturing (Write-Only)
» [ Website Reliability Rules OnErrorkesume WBScript Error Handling (Write-Only)
’ Email Performance Rules UserAgent Set Custom User Agent Walue (Write-Only)
» [FTP site Rules FindElementInSeconds Set Maximum Wait Time (Write-Only)
» Ml Windows Service Rules ScreenShotPath Set Folder To Save Screen Shot (Write-Only)
» [ Windows Performance Rules EmailScreenshot Email Or Not Email Screen Shot if Error Happens (Write-Only)
~ I Web Session Rules ParamDefined Test if A Indexed Parameter Is Defined (Read-Only)
= RTP_CHECK Param Get Value Of A Indexed Parameter (Read-Only)
MatchedParam Get Matching Value Of A Indexed Parameter (Read-Only)
* [ Argent Omega for Microsoft 365 Pageuri Get Current Page Address (Read-Only)
» [ Argent Omega for SNMP PageLoadTime Get Loading Time of Current Page In Seconds (Read-Only)

Argent Omeqa for SQL Server

> 1 Alerts
» [ Monitoring Groups
» 1 Relators
> 1 workflows
» [ Macros
» [ Calendars
~ [ Administration
¥ License (Admin Only)
~ [ Generator Settings
» o Argent Omega
» o Argent Alert Mechanism
» o Argent Forecaster

» o Argent SIEM-Complete

Predefined Methods:

) O
ARGENT OMEGA (2.24-2207-4) e Iheﬁ' Argenllncstaanelp Aboout Logut

~ | Tool Sets

» 4 Argent Omega Baseline Session  Parameters  Advanced  What To Check (Conditions)

» [ Argent Compliance Automator Properties Methods

~ [ Argent Omega Web Defender ! HavigateAndld pigplay Write Message to Task Log
» [ Website Availability Rules i Click "s[hrefl FireEvent Register an Event to Be Fired through Argent Alert Mechanism
» [ Website Response Time Rules 5 Click "a[nredq SavePredictor Save Performance Data to Argent Forecaster
» [ Website Reliability Rules ; SaveScreenShot Screen Shot Current Page and Save to Local File
» [ Email Performance Rules SendEmail Send Email Message
» [ FTP Site Rules TestStringExist Test If Current Page Contains Specified String
» [ Windows Service Rules Navigate Navigate to A URL Address

» M Windowrs Performanos Rules NavigateAndIgnoreTimeout — Navigate to A URL Address And Ignore Timeout Errer If Any

- Web Session Rules

Navigate2 Navigate to A URL Address with Advanced Options
8 RTP_CHECK
- StartPerfLog Begin A Block OF Script To Record Performance Metrics
RTP_TE
_ EndPerfLog Close A Block Of Script To Record Performance Metrics
» [ Argent Omega for Microsoft 365 o
WaitNewPage Wait Until New Page Is Loaded
» | Argent Omega for SNMP
WaitTimeout Pause For Specified Seconds
» [ Argent Omega for SQL Server
CloseNewWindow Close Current Popup Window
> Alerts
AcceptDialog Enter Text String to Input Dialog Box
» 1 Monitoring Groups
DismissDialog Dismiss Current Dialog Box
> Relators
» B Workfiows AllowExternalurl Allew Specific External URL
IsElementDisabled Test If A Element Is Disabled

» [ Macros

GetElementattributevalue  Get Element Attribute Value
» [ Calendars

- Administration GetD il Get D File Path
B License (Admin Only) MoveFileToFolder Move A File to Specified Folder
v Generator Settings RaiseError Raise Error And Terminate Script Execution
» & Argent Omega ResetErrorState Reset Current Error State If Any
GetErrorState Return Current Errer State

» @ Argent Alert Mechanism

» o Argent Forecaster

» o Argent SIEM-Complete

I Security

To use a method or property in Web Session script, select it from the dropdown list. The selected method

or property will be displayed in script box with the usage syntax.

For example, on clicking TestStringExist method, it displays in the script box like below:

Argent Software Page 19 of 33

Proprietary Information — All Rights Reserved



# ] ¢ 2] (V]

E ARG E N T O M E G A (2.2a-2207-A) Home Theme - Argent Instant Help About Logout

- Tool Sets

» 14 Argent Omega Baseline Session  Parameters  Advanced  What To Check (Conditions)

4 Argent Compliance Automator

1 NavigateAndIgnoreTimeout "ht A argent ., com/™

~ [ Argent Omega Web Defender

Website Availability Rules 3 Click "e[href='/button_click.php?t=/preducts/preducts.ohp’].header-iten”, @
1

Website Response Time Rules 5 Click "a[href='/button_click.php?t=/products/comander.php'].bold", @

Website Reliability Rules

Email Performance Rules iwnua = TestStringexist string, bRegx, blgnoreCase

FTP Site Rules
Windows Service Rules

Windows Performance Rules

v v v v v v -

Web Session Rules
& RTP_CHECK

B8 RTP_TEST)|

Argent Omega for Microsoft 365

Argent Omega for SNMP

Argent Omega for SQL Server
Alerts
Monitering Groups
Relators
Workflows
Macros

Calendars

Administration
& License (Admin Only)
~ | Generator Settings
» o Argent Omega
» & Argent Alert Mechanism

» & Argent Forecaster

» o Argent SIEM-Complete

Define Script Parameters

You can define Script Parameters in Parameters tab. The defined Parameters can be used in the Web
Session Script to enhance the monitoring. A set of predefined Properties are available to use the
Parameters in Session script. That will be described later in this document.

A set of Parameter values are enclosed with <PARAM_{Index}> and </PARAM_{index}>.

Example:

<PARAM 1>

Apple

Banana

Kiwi

Grape

Orange

Watermelon

</PARAM 1>

Parameter index starts from 1. Any number of Parameters sets can be defined. It is possible to define

explicit parameters and from different sources such as external text file, external CSV file and ODBC

sources. To define an explicit parameter, click on button in Parameters tab. This will add an empty

Parameter block as shown below:
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P g3 @ successhully Updated Web Session Rule: RTP_TEST

= A R G E N T o M E G A (2.24-2207-4) Home Theme ~ Argent Instant Help About Logout

- Tool Sets

Session  Parameters  Advanced  What To Check (Conditions)

» [ Argent Omega Baseline
4 Argent Compliance Automator Permutations: Parameters
~ | Argent Omega Web Defender

Website Availability Rules

Website Response Time Rules
Website Reliability Rules
Email Performance Rules

FTP Site Rules

Windows Service Rules

windows Performance Rules

Web Session Rules

B RTP_CHECK

&= RTP_TEST

Argent Omega for Microsoft 365

Argent Omega for SNMP

Argent Omega for SQL Server
Alerts
Monitoring Groups
Relators
Workflows
Macros.

Calendars

T

Administration
¥ License (Admin Only)
+ [ Generator Settings
» o Argent Omega

» o argent Alert Mechanism

» © Argent Forecaster

» o Argent SIEM-Complete

& security

*** Argent Omega Web Manager Must Be Installed First Before Web Session Can Be Recorded Or Tested. Use Right Click Context Menu To Download Then Install Setup Package.

When you double click on an empty parameter block, "Permutation Options" dialog will be popped up.
There you can specify the Parameter values. It is possible to define following types of Explicit Parameters:
¢ Single Line Entries
¢ Multiline Entry
o Comment — Commenting specific entries

Following screenshot defines single line Parameter values:
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Permutation Options

— Explicit
@ single Line Entries (Seperated By Carriage Return)
@ Multiline Entry
@ Comment

Text:

Apple
Banana
Kiwi

Grape
Orange
Watermelon

[l Encrypt Text

The Encrypt Text option encrypts the Parameter values, so it is not possible to see it in plain text. After

specifying the Parameter Values, click OK. The Parameter values will be added in the list:

) |
ARGENT OMEGA (2.24-2207-4) H?ﬂe The?ev Argem\n(slumHelp Argn Lc(g.gul

- Tool Sets - —
Session  Parameters | Advanced  What To Check (Conditions)

» [ Argent Omega Baseline
» 11 Argent Compliance Automator Permutations: Parameters

~ [ Argent Omega Web Defender

b 1 Website Availability Rules Apple

» [ Website Response Time Rules Bananz

» [ Website Reliability Rules Kivii

» Email Performance Rules Grape

» | FTP Site Rules Orange

4 Windows Service Rules Watzrmelon

» 54 Windowes performance Rules [
- Web Session Rules

B8 RTP_CHECK

» [ Argent Omega for Microsoft 365
» [ Argent Omega for SNMP
» 11 Argent Omega for SQL Server

Alerts

Monitering Groups

Relators

Workflows

Macros

Calendars

4 v v v v v =

Administration
¥ License (Admin only)
+ [ Generator Settings
» o Argent Omega
» o Argent Alert Mechanism

» o Argent Forecaster

» & Argent SIEM-Complete

2 security

L ook s == Argent Omega Web Manager Must Be Installed First Before Web Session Can Be Recorded Or Tested. Use Right Click Context Menu To Download Then Install Setup Packzge.
etwork Scan

To define Parameter values from external file or ODBC source, click ﬂ button. This will popup

“Permutation Options” dialog as shown below:
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Permutation Options

— Input ion Files

@ 0DBC SQL Query

@ External Text File (One Entry Per Line)
@ External Text File (€SV)

@ Comment

SQL Query:
SELECT

Choose Database: ’

For ODBC SQL Query option, need to specify the SQL Server machine and database details, SQL query,

etc. Use Choose Database option to specify SQL Server machine and database details:

Select SQL Database

Database Type: [ms sav server

SQL Server: [1-2013-009

[l use Mirror Server

Database: + [l Popuiate Database

Logon: ]

Password: ]

Confirm Password: ]

[ Use Trusted Connection

An ODBC SQL Query parameter looks like below:
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) 1
ARGENT OMEGA (2.2A-2207-4) Iheﬁe' Argent\ntstantHelp Aboout Ln‘g-:ut

- Tool Sets
. Session  Parameters ~ Advanced  What To Check (Conditions)
» [ Argent Omega Baseline

4 Argent Compliance Automater Permutations: Parameters +

~ [ Argent Omega Web Defender
» [ Website Availability Rules

» [ Website Response Time Rules <DSN=

> ‘Website Reliability Rules Driver={SQL Server] gt \; 11411140}
4 Email Performance Rules </DSN>

4 FTP Site Rules <QUERY=>

» [ Windows Service Rules SELECT

» Windows Performance Rules </QUERY=

B8 RTP_CHECK
BB RTP_TEST|

Argent Omega for Microsoft 365

Argent Gmega for SNMP

Argent Omega for SQL Server
> Alerts

» [ Monitoring Groups

> Relators

* [ Waorkflows

> Macros

» [ Calendars
« [ Administration

¥ License (Admin Only)

~ [ Generator Settings
» o Argent Omega
» o Argent Alert Mechanism

» o Argent Forecaster

» o Argent SIEM-Complete

2 Security
== Argent Omega Web Manager Must Be Installed First Before Web Session Can Be Recorded Or Tested. Use Right Click Context Menu To Download Then Install Setup Package.

» | Network Scan

Use External Text File option to retrieve Parameter values from text or CSV file.

While Web Session Rule execution, the Parameters will be filled with the values read from specified Text,
CSV or ODBC sources.

To use the Parameters in Web Session Script, following predefined Properties can be used:
ParameterDefined: Test if a Parameter with specified index is defined or not.

Param: Get the random Parameter value from a Parameter with specified index.

MatchedParam: Get the matching value from an indexed Parameter:

)
ARGENT OMEGA (2.2a-2207-4) Iheﬁe' Argenllncs)taanEIp Abonut Logout

= [ Tool Sets

- 0 Parameters  Advanced  What To Check (Condi
» 1 Argent Omega Baseline

» [ Argent Compliance Automator

~ [ Argent Omega Web Defender Home URL Home Address of URL Object (Read-only)
» [ Website Availability Rules DisableNewwindow Allow/Disallow New Window Pepup (Write-Only)
» [ Website Response Time Rules SaveWaterfall Start/Stop Waterfall Capturing (Write-Only)
» [ Website Reliability Rules OnErrorkesume WBSeript Error Handling (Write-Only)
¥ [ Email Performance Rules UserAgent Set Custom User Agent Value (Write-Only)
> (W FTP Site Rules FindElementinseconds Set Maximum Wait Time (Write-Only)
» M Windows Service Rules Screenshotpath Set Folder To Save Screen Shot (Write-Only)
» M Windows Performance Rules EmailScreensShot Email Or Not Email Screen Shot if Error Happens (Write-Only)
~ M Web Session Rules ParamDefined Test if A Indexed Parameter [s Defined (Read-Only)
8 RTP_CHECK Param Get Value O A Indexed Parameter (Read-Only)
1= RTP_TEST
MatchedParam Get Matching Value Of A Indexed Parameter (Read-Only)
» 1% Argent Omega for Microsoft 365
PageUri Get Current Page Address (Read-Only)
» Argent Omega for SNMP
° S PageLoadTime Get Loading Time of Current Page In Seconds (Read-only)

¥ [ Argent Omega for SQL Server
» [ Alerts
r Monitoring Groups
» [ Relators
> 1 Workflows
» [ Macros
» [ Calendars
~ [ Administration
& License (Admin Only)
~ [ Generator Settings
» o Argent Omega
» o Argent Alert Mechanism

» o Argent Forecaster

» o Argent SIEM-Complete
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Advanced Options In Web Session Rule

Advanced tab contains the options to configure Chromium browser for session recording and replay:

fod ¢ 2 Y

E ARGENT OMEGA (2.24-2207-4) Theme ~ Argent Instant Help About Logout

- Tool Sets

. Session  Parameters  Advanced  What To Check (Conditions)
[ Argent Omega Baseline

b [ Argent Compliance Automator [ 1f web HMonitoring Logic Failed, Re-run Recorded Session For At Most: |
v [ Argent Omega Web Defender [l Timeout If Web Session Runs More Than: [ 250 |5 seconds

Website Availability Rl ) .
ebsite Avallabllity Rules [ #pply Additional Script Driver Delay:

Website Response Time Rules

[ Run Browser With View Port:
Website Reliability Rules

[l Extra Chrome Arguments:

Email Performance Rules
FTP Site Rules [ Block Elements From External Web Sites (eg: Advertisement Display)

Windows Service Rules [ Disallow Popup Window
Windows Performance Rules

) [l Turn Off Headless Mode
Web Session Rules

8 RTP_CHECK

&= RTP_TEST

Argent Omega for Microsoft 365

[l start Browser In Incognito Mode

Argent Omega for SNMP

Argent Omega for SQL Server
Alerts
Monitoring Groups
Relators
Workflows
Macros

Calendars

T R

Administration

¥ License (Admin Only)

~ [ Generator Settings

Configure If Web Monitoring Logic Failed, Re-run Recorded Session For At Most option to retry the
script execution in specified number of times if the script execution failed.

Configure Timeout If Web Session Runs More Than option to break the Web Session Rule with timeout
exception if the script execution takes more than the specified seconds.

Configure Apply Additional Script Driver Delay option to slow down the script execution by the specified
number of milliseconds.

Configure Run Browser With View Port option to set the screen size of Chromium browser.

Specify additional script driver argument in Extra Chrome Arguments input box.

Check Block Elements From External Web Sites option to block external website popup while session
recording.

Check Disallow Popup Window to block popup window while session recording.

Check Turn Off Headless Mode option to run the Chromium browser in non-headless mode.

Check Start Browser In Incognito Mode option to run the Chromium browser in Incognito mode.

Al t Soft
rgent Software Page 25 of 33

Proprietary Information — All Rights Reserved



What To Check (Conditions) In Web Session Rules

Configure Web Session Rules breaking conditions in What To Check tab:

- P ) I
ARGENT OM EGA (2.2A-2207-4) Home 1hsﬁs' Argenl\ntslumHelp Abouu( mgut

= [ Tool Sets

» [ Argent Omega Baseline

¥ [ Argent Compliance Automator
~ [ Argent Omega Web Defender
Website Availability Rules
website Response Time Rules
Website Reliability Rules
Email Performance Rules

FTP Site Rules

Windows Service Rules

Windows Performance Rules

T A

Web Session Rules
&8 RTP_CHECK
» [ Argent Omega for Microsoft 365
» [ Argent Omega for SNMP
» [ Argent Omega for SQL Server
Alerts
Monitoring Groups
Relators
Workflows
Macros

Calendars

Administration
5§ License (Admin Only)
~ [ Generator Settings
» o Argent Omega
» o Argent Alert Mechanism
» & Argent Forecaster
» o Argent SIEM-Complete
& Security

> Network Scan

Session  Parameters  Advanced | What To Check (Conditions)

Limits
Wover | 30 || seconds To Process One Step
Wover | | seconds To Execute The whole Session
Wover | | seconds To ping The Web Server
Wover [ 10]5] Hops To Trace Route To Web Server
Wover | 3= seconds To Resolve The URL By DNS

Encountering Any Of Page Errors
(710 {Bad URL)

(71400 (Bad Request)

(] 401 (Unauthorised)

("1 402 (Payment Required)

(71 403 (Forbidden)

[+] 404 (Not Found) -

Exdlude Following URLs From Error Checking (WildCard Is Allowed) + x|t T+

No data to display

.Ping Web Server And DO NOT Run Sessions If URL Is Inaccessible

[ Attach Detailed Task Log To Email Alert If URL Is Inaccessible
[ 1nore Errors Of All URLs Other Than Target URL And Subfolders
[ 1gnore Internal Exception Error (Usually Caused By Testing Machine)

[ 1onore Unexpected Popup Dialog Box (Mostly Due To [E Security Settings)

*== Argent Omega Web Manager Must Be Installed First Before Web Session Can Be Recorded Or Tested. Use Right Click Context Menu To Download Then Install Setup Package.

Configure the following Response Limit Thresholds in Response Limits section:

Configure Over N Seconds To Process One Step option to alert Web Session Rules if execution time of
recorded single script statement exceeds the threshold.

Configure Over N Seconds To Execute The Whole Session option to alert Web Session Rules if
execution time of whole recorded script exceeds the threshold.

Configure Over N Seconds To Ping The Web Server option to alert Web Session Rules if the time taken
to ping to the website’s web server exceeds the threshold.

Configure Over N Hops To Trace Route To Web Server option to alert Web Session Rules if the number
of hops to Trace Route website’s web server exceeds the threshold.

Configure Over N Seconds To Resolve The URL By DNS option to alert Web Session Rules if time taken
to resolve the URL by DNS exceeds the threshold.

Select HTTP response status codes in Encountering Any Of Page Errors section, so that the Web
Session Rules will break if any recorded script statement return any of the selected status codes. There is
an option to exclude URLs from status code checking. Configure the URLs to be excluded in Exclude

Following URLs From Error Checking section.
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By checking the option Ping Web Server And DO NOT Run Sessions If URL Is Inaccessible, the Rule
will not execute the session script if the ping to the website’s web server is failed.

By checking the option Attach Detailed Task Log To Email Alert If URL Is Inaccessible, the Rule will
attach the task log to email alert if the website URL is inaccessible.

By checking the option Ignore Errors Of All URLs Other Than Target URL And Subfolders, the Rule will

ignore errors of URLs other than main website URL and it's sub URLSs.
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Website Availability Rules

The Website Availability Rules in Argent Omega Web Defender checks the availability of website specified

in URL object. It also checks the availability of URLs configured in Vital URLs To Check CMDB-X property.

There is an option to save the predictor data (1 = site is UP, 0 = site is DOWN) to the Argent Forecaster:

I

ARGENT O M EGA (2.2a-2207-4)

Tool Sets

¥ [ Argent Omega Baseline

» [ Argent Compliance Automator

~ [ Argent Omega Web Defender

- Website Availability Rules
Website Response Time Rules
Website Reliability Rules
Email Performance Rules
FTP Site Rules
Windows Service Rules

Windows Performance Rules

Web Session Rules

» Argent Omega for Microsoft 365

»

»

Argent Omega for SNMP
Argent Omega for SQL Server
Alerts
Monitoring Groups
Relators
Workflows
Macros
Calendars.
Administration
& License (Admin Only)
(Generator Settings
» o Argent Omega
» o Argent Alert Mechanism
» o Argent Forecaster
» & Argent SIEM-Complete
2 security

Rule Is Broken If Website Is Not Available

Save Performance Data To The Argent Forecaster Using Data Store: (U6} -

Tag 1: [ ]

Tag 2: [ ]

Tag 3: [ ]

[ Post Event Even If The Same Event Is Still Outstanding (Unanswered)

Woosoonyater [ 1S Hour| 0] Minutes Since event 1s post
[l 1gnore The Same Gutstanding Evant If Alerts Were Fired More Than \:I Hour Minutes Ago
[ Post Event Gnly After Rule Ts Broken Or More Times

Reset Counter

Home

[©)

Logout

@ After Event Ts Post
@ After Event Is Answered
@ After The Actual Condition Is Corrected

Application: [ ]

Referance URL: [ ]

Console Comment: [+ web page Is ot Available ~~ |

Description:

B 7 U FormatBlock ~ Font

[Cneckc Availability Of Web Page

Full Screen
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Website Response Time Rules

The Argent Web Site Response Time Rules ensure a website is fully loaded within a given number of
seconds. This Rule can be configured to alert if the website loading (response) time exceeds the configured
threshold.

The Save Predictor Data Only option ensures that no alerts will be fired, it only saves the response time

value to Argent Forecaster:

— ) 0
ARGENT OM EGA (2.2A-2207-A) nge Theﬁe' Argenl\nts(amHEIp Agm Lugut

= [ Tool Sets

[ save Predictor Data Only
» [ Argent Omega Baseline

» [ Argent Compliance Automator
¥ [ Argent Omega Web Defender
» [ Website Availability Rules

~ [ Website Response Time Rules

— Rule Is Broken If Response Time In Seconds Is Greater Than Threshold

[ soE|@uot uses

Threshold 2 (Medium Priority): | o || @ Mot used

Threshold 1 (Critical):

Thresheld 2 (Low Priority):

0 | @ Not Used
@ WRT_OFFLINE_SERVER 7‘.

WRT_TREND_ANALYSIS

Website Reliability Rules

[ 1anore Base URL

Email Performance Rules Check Following Lower-Lavel URLs Below Base URL + x t 3
FTP Site Rules
Windows Service Rules

Windows Performance Rules
Ne data to display

Web Session Rules
» [ Argent Omega for Microsoft 365
» [ Argent Omega for SNMP

» [ Argent Omega for SQL Server
B 9 o Rule Is Broken If The Following Conditions Are True + x C ) orR t +
Alerts

Monitoring Groups
Relators
Workflows No data to display

Macros

Calendars

T A

Administration

w Cadmin only) Break Rule When Any Error Occurred
icense (Admin Only

Save Performance Data To The Argent Forecaster Using Data Store: (L CIN 15 -

- Generator Settings

Tag 1: [ ]
» o Argent Omega
» o Argent Alert Mechanism Tag 2: l ]
» & Argent Forecaster Teg 3 ]

» © Argent SIEM-Complete [ Post Event Even If The Same Event Is Still Outstanding (Unanswered)

2 Security

[ Do So Only After 1[5 Hour | 5| Minutes since Event Is Post

¥ [ Network Scan — —w
[ tanore The Same Outstanding Event If Alerts Were Fired More Than ‘ 1 | Hour‘ 0 = Minutes Ago

» [ Event Logs -
h 1

Configure the response time threshold in Rule Is Broken If Response Time In Seconds Is Greater Than
Threshold section.

The Ignore Base URL option is for checking ONLY the lower-level URLs listed. Specify the lower-level
URLs in Check Following Lower-Level URLs Below Base URL section.

This Rule also checks for a given string within the embedded content of a web site. Configure this in Rule

Is Broken If The Following Conditions Are True section.
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Website Reliability Rules

The Argent Website Reliability Rules check EVERY hyperlink within a website. This feature goes through a
website checking for broken links, missing images, etc. You can adjust the depth of the scan by setting the
control variable Maximum Number Of Pages To Process. Set here the maximum number of pages to
monitor. Use 9,999 if there is no limit to the number of pages to monitor.

Check Cancel Downloading If Broken Link Is Found option to cancel downloading if a broken link is

found.

Configure URLs in Exclude Following URLs From Checking section to skip it from checking:

— ) I
= ARGENT OM EGA (2.2A-2207-4) nge Theﬁe' Argenl\ncs[an(HEIp Agm mgut

~ | Tool Sets Rule Ts Broken When Any Bad Or Missing Links Are Detected

Maximum Number Of Pages To Process (2,999= No Limit)

[ cancel Downloading If Broken Link Is Found

» [ Argent Omega Baseline
» [ Argent Compliance Automator
~ | Argent Omega Web Defender
» [ Website Availability Rules Exclude Following URLS From Checking
4 Website Respense Time Rules
~ [ Website Reliability Rules
@ WR_QUICK_CHECK No data to display
Email Performance Rules

FTP Site Rules

»
>

» [ windows Service Rules
, (@ Rule Is Broken If Any Error Occurred
»

Windows Performance Rules

\eb Session Rules [ save Performance Data To The Argent Forecaster Using Data Store: |

» [ Argent Omega for Microsoft 365 Tt [ ]
+ ' Argent Omega for SNMP Teg 2: | ]
» [ Argent Omega for SQL Server Tag 3: [ ]
> B Alerts [ Post Event Even If The Same Event Is Still Outstanding (Unanswered)
" Monitoring Grouns [ Do So Only After 1 [5] Hour| o | Minutes Since Event Is Post
: E?:sz [ tarore The Same Outstanding Event If Alerts Were Fired More Than | 2 [= | Hour | 0 [=] minutes Ago
b il Macros [ Post Event Only after Rule Is Broken | 2 || or more Times
» 1 Calendars
~ [ Administration

5§ License (Admin Only)

« | Generator Settings @ After The Actual Condition Is Corrected

Reset Counter
@ After Event s Post
@ After Event Is Answered

» o Argent Omega

) Application: [ ]
» o Argent Alert Mechanism

» © Argent Forecaster Reference URL: [ ]

» o Argent SIEM-Complete

Console Comment: [+ Found Broken Links in Home Page *** |

2 Security

» [ Network Scan Description:
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Email Performance Rules

Note:
Please read Configure Mail Object in CMDB-X section to configure Mail object in CMDB-X.

The Argent Email Performance Rules monitor the email sending and receiving capabilities of a SMTP,
POP3 and IMAP objects and test round-trip email performance. The performance data is saved for trend
analysis using the Argent Forecaster. A round-trip email is a synthetic email message generated by Argent.
Then Argent sends the email to the Destination Email Address configured in CMDB-X and calculates the

time consumption of the entire process:

— ) 0
ARGENT OM EGA (2.24-2207-4) nge Ths?e' Argenuntsmnmelp Agn mg\n

v 11 Tool Sets = |
Test Email
» [ Argent Omega Baseline
» [ Argent Compliance Automator Subject: lTest Performance of Email Server ]
~ [ Argent Omega Web Defender Attachment: [ ]n
Website Availability Rules
\tebsite Response Time Fules Message: [This is a sample of Email Performance Monitor ]

>
»
» [ Website Reliability Rules _
+ 14 Email performance Rules Checking For New Incoming Mail Every Secands
% ERTT_EMAIL_PERFORMANCE_ROUND_TRIP_DEBUG Broken If Total Round Trip Time Exceeds Seconds
[Retain Email Message In User's Mailbox
% ERTT_EMAIL_PERFORMANCE_SEND_TEST_ONLY

Rule Is Broken If Any Error Occurred
% ERTT_EMAIL_PERFORMANCE_TREND_ANALYSIS

[ save Performance Data To The Argent Forecaster Using Data Store: |

» [ FTP Site Rules
» 12 Windows Service Rules R ]
» | Windows Performance Rules Tag i | ]
> Web Session Rules Tag 3: [ ]
» | Argent Omega for Microsoft 365 [ Post Event Even If The Same Event Is Still Outstanding (Unanswered)
* 1 Argent Omega for SKHP oosooniyafter | 13 Hour| 0[] Minutes Since Event Is Post
» [ Argent Omega for SQL Server " — —_— R
— [ 1gnore The Same Outstanding Event If Alerts Were Fired More Than | 1 [=] Hour | o | Minutes Ago
> 8 Monitoring Groups [ Post Event Only After Rule Is Broken | 25| or More Times
» [ Relators Reset Counter
» [ Workflows @ After Event Is Post
» [ Macros @ After Event Is Answered
» [ Calendars @ After The Actual Condition Is Corrected
« [ Administration
5 License (Admin Only) Aplication: [ ]
~ | Generator Settings Reference URL: l ]
» & Argent Omega .
» & Argent lert Vechanism Conscle Comment: [“X Email Slowdown Detected =** ]
» o Argent Forecaster Description:
» & Argent SIEM-Complete B 7 U Format Block v Font ® ; Full Screen

'his Rule breaks if the round trip time exceeds the limit

2 security

Subject, Attachment and Message are the three common fields used to simulate any type of email
message.

Configure Checking For New Incoming Mail Every X Seconds to specify the number of seconds to wait
before checking for incoming email.

Broken If Total Round Trip Time Exceeds X Seconds specify the limit in seconds for an email to be sent
and re-read back. If this number of seconds is exceeded, the Rule is broken, and an alert will be fired by

the Argent Alert Mechanism.
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Check Retain Email Message In User's Mailbox option to retain email messages in the user's mailbox --

typically used for troubleshooting purposes, or to retain a record of each test.

FTP Site Rules

Note:

Please read Configure FTP Object in CMDB-X section to configure FTP objects in CMDB-X.

The Argent FTP Site Rules test the existence of a file by downloading files from an FTP server. The Rule is

broken if one of the specified files doesn't exist, or optionally does exist, depending on the Rule settings:

v Tool Sets

» [ Argent Omega Baseline

» [ Argent Compliance Automater

~ [ Argent Omega Web Defender
Website Availability Rules
Website Response Time Rules
Website Reliability Rules

Email Performance Rules

T

FTP Site Rules
@ FTPS_EXIST_PUB_FILES
@ FTPS_NOT_EXIST_PUB_FILES
» [ Windows Service Rules
» [ Windows Performance Rules
4 Web Session Rules
» [ Argent Omega for Microsoft 365
» [ Argent Omega for SNMP
4 Argent Omega for SQL Server
Alerts
Monitoring Groups

Relators

»
»
»
¥ [ Workflows
4 Macros
» [ Calendars
« [ Administration
& License (Admin Only)
~ [ Generator Settings
¥+ ©° Argent Omega
» o Argent Alert Mecharism
» o Argent Forecaster
» o Argent SIEM-Complete
2 Security

> Network Scan

= ARGENT OMEGA (2.2a-2207-4)

Files At FTP Site To Download For This Test (Wildcards Allowed)

/pub/SOME_VITAL_FILE

o 4 (2 O

Theme = Argent Instant Help About Logout

Toggle “Rule Is Broken If File Exists"

[0 Check only Files with File Size [

°H | l

[ Check only Files with Last Write Time [ ] [

0[5 Hours | 0 [5] minutes

[ Do Mot Traverse Subdirectories
[E Check File Existence Only

[E Rule Is Broken When Any Error Occurred

[ save Performance Data To The Argent Forecaster Using Data Store: |

Tag 1: [

Tag 2: [ ]

Tag 3: [ ]

.Posl Event Even If The Same Event Is Still Qutstanding (Unanswered)

0o So Only After 1[5 Hour | 0 || Minutes Since Event 1s Post

1[5 Hour |

[l 1gnore The Same Outstanding Event If Alerts Were Fired More Than

[l Post Event Only After Rule s Broken

2| or More Times

@ After The Actual Condition Is Corrected

Reset Counter
@ After Event Is Post
@ After Event Is Answered

Application: [ ]

Reference URL: l ]

Console Comment: [== vital File Not Found In FTP Server =~ |

Specify files to be downloaded from the FTP site in Files At FTP Site To Download For This Test

(Wildcards Allowed) section.

Check the option Do Not Traverse Subdirectories to prevent checking the files in subfolders.

Check the option Check File Existence Only to verify only the existence of the file. No download occurs

with this option selected.
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Windows Performance Rules

Argent Omega Web Defender contains set of predefined Rules to monitor the following critical performance
metrics of IIS Web Server:

o Active Requests

e Active Threads Count

e Number of Current Files Cached

e Number of Current Metadata Cached

e Number of Current URIs Cached

¢ Rate of File Cache Hits per Second

e Current File Cache Memory Usage

¢ Rate of Metadata Cache Misses per Second

e Number of Metadata Cache Flushes

e Number of Metadata Cache Hits

¢ Rate of Metadata Cache Hits per Second

e Number of Metadata Cache Misses

¢ Number of Requests per Second

¢ Rate of URI Cache Hits per Second

e Bytes Received per Second

e Bytes Sent per Second

e Connection Attempts per Second

e Current Anonymous User Connections

e Current Non-Anonymous User Connections

o Active User Connections

¢ GET Requests per Second

o POST Requests per Second
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Argent Software Page 33 of 33

Proprietary Information — All Rights Reserved



